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—— Abstract
This report documents the program and the outcomes of Dagstuhl Seminar 24292 “Improving
Trust between Humans and Software Robots in Robotic Process Automation”. The seminar dealt
with topics targeted at developing frameworks and guidelines to empower the trust relationship
between humans and Software Robots (SW) in Robotic Process Automation (RPA).

RPA is a maturing technology that sits between the fields of Business Process Management
(BPM) and Artificial Intelligence (AI). RPA allows organizations to automate high-volume and
repetitive tasks — also referred to as routines — performed by human users. The enactment of
these routines is emulated by means of a software (SW) robot that works on the applications’ user
interfaces (Uls) in the same way as the original human operators did. Recent research studies
conducted on the effectiveness of RPA within organizations have found that implementation of
SW robots does not always lead to the assumed effect, and many SW robots are subsequently
withdrawn. In consequence, the human workforce takes over robotized tasks to perform them
manually again and, in practice, replaces back SW robots. The fact is that integrating RPA into a
human workforce alters the role of human employees and dynamics within the workforce, fueling
a lack of trust in RPA technology, an issue deemed increasingly significant given its widespread
use in many working domains.

In this direction, this Dagstuhl Seminar aimed to bring together leading experts from industry
and academia engaged in diverse communities related to RPA, including BPM and Human-
centered Al, intending to reflect on the current RPA principles, which fail to deliver sufficient
attention to the interplay between the human workforce and SW robots. The overall goal was
to explore the scientific and technological foundations to pioneer new trust-aware RPA solutions
that work in partnership with the human workforce, to enhance human capabilities rather than
replace human intelligence and break through the barriers to human trust using RPA. The
seminar outcomes will serve as a basis to foster joint research efforts and collaborations for
charting a roadmap for future RPA research.
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1 Executive Summary

Adela del Rio Ortega (University of Sevilla, ES, adeladelrio@us.es)

Andrea Marrella (Sapienza University of Rome, IT, marrella@diag.uniromal.it)
Hajo A. Reijers (Utrecht University, NL, h.a.reijers@Quu.nl)

Adriana Wilde (University of Southampton, UK, a.wilde@soton.ac.uk)

License @ Creative Commons BY 4.0 International license
© Adela del Rio Ortega, Andrea Marrella, Hajo A. Reijers, Adriana Wilde

This summary provides an overview of the outcomes of our Dagstuhl Seminar “Improving
Trust between Humans and Software Robots in Robotic Process Automation” (24292). It
began with a general introduction to the aim, scope, and context of the Dagstuhl Seminar.
The preliminary presentation was followed by a sequence of three invited talks required to
clarify the main aspects investigated during the seminar. Specifically, Simone Agostinelli
presented an “Introduction to Robotic Process Automation”, and Piercosma Bisconti intro-
duced the basic frameworks to specify trust in autonomous systems in the talk “How to
build trust between intrinsic and perceived trustworthiness”. Then, a third talk by Michael
Rosemann discussed the existing research efforts to integrate trust into the BPM discipline
in his talk: “Managing Trust in Business Processes”.

The background talks were followed by three-minute speeches, during which every parti-
cipant could give a brief overview of their background, expertise, and personal expectations
for the seminar. The seminar participants included experts from the BPM, RPA, HCI and
Trust-aware Al communities, with industry representatives and researchers in academia at
different levels of seniority.

Then, a plenary brainstorming session began, moderated by the seminar organizers.
Every participant in the seminar could suggest a topic they would like to investigate together
with the other attendees. The discussion resulted in a set of twenty arguments that were
finally distilled together into the five research questions below:

How trust is formed between humans and RPA technology?

How to effectively calibrate and manage trust in RPA to align pre-implementation ex-

pectations with post- implementation realities?

How to design trust-aware human-robot interaction in RPA?

How to identify the right balance between autonomy and trust in RPA systems?

How to guide organizations in creating a hybrid workforce of SW robots and humans?

From the second day on, time was mostly devoted to working groups, each discussing
one of the research questions that were raised in breakout sessions. This activity was ac-
companied by “lightning talks”, i.e., brief presentations on issues that emerged during the
discussions. Periodic intermediate group presentations reported on the advancement of the
teams’ work. The final presentations of the results achieved by the working groups and a
discussion of the continuation of the freshly established collaborations took place on the
final day. The seminar was concluded with the plan for writing a common vision paper to
establish the foundations of a new breed of trust-aware systems.

The rest of the report contains all the talks held on the first day of the seminar, the
lighting talks and the final working group reports.
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3 Overview of Talks

3.1 Introduction to Robotic Process Automation

Simone Agostinelli (Sapienza University of Rome, IT)

License @ Creative Commons BY 4.0 International license
© Simone Agostinelli

Robotic Process Automation (RPA) is a maturing technology in the field of Business Pro-
cess Management (BPM) that creates software (SW) robots to partially or fully automate
rule-based and repetitive tasks (or simply routines) performed by human users in their ap-
plications’ user interfaces (Uls). Successful usage of RPA requires strong support from skilled
human experts, from detecting the routines to be automated to developing the necessary
executable scripts for enacting SW robots. In this talk, I explain the basics of RPA and what
it means to automate a routine using a SW robot. Then, I discuss how the Robotic Process
Mining (RPM) pipeline can be leveraged to minimize the manual and time-consuming steps
required to create SW robots, enabling new levels of automation and support for RPA. Fi-
nally, I explore new research directions in the emerging field of Al-augmented BPM tailored
to RPA.

3.2 How to build trust between intrinsic and perceived trustworthiness
Piercosma Bisconti (Interuniversity Consortium f. Computer Sci. — Rome, IT)

License @ Creative Commons BY 4.0 International license
© Piercosma Bisconti

Trustworthiness is a complex concept and, for what concerns Al systems, its meaning and
operationalization are still debated. It is unclear what does it mean to trust a non-human
agent, if it is the same trust we have for humans, and how to measure it. This talk focuses
on the different dimensions of trustworthiness in artificial agents, underlining the challenges
for RPA to formalize what does it mean to “trust” RPA tools.

3.3 The Moral Dimension of Trust
Glenda Hannibal (Paris Lodron Universitdt Salzburg, AT)

License @@ Creative Commons BY 4.0 International license
© Glenda Hannibal

Various accounts of trust have been provided over time, and the ones lead by current dis-
cussions in the philosophy of trust tend to stress the moral dimension. After providing some
main distinctions in the analysis of trust, a more detailed presentation is provided of the
“goodwill” trust account by Baier (1989). From this quick introduction, it becomes clear
that the role of vulnerability is central to such normative requirement of interpersonal trust.
In the end, the emphasis on vulnerability is used to develop a conceptual model and defin-
ition of interpersonal trust, which can be used as a starting point for empirical studies on
trust in human-robot interaction.
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3.4 Stop calling it autonomous if it is only automated

Christian Janiesch (TU Dortmund, DE)

License @ Creative Commons BY 4.0 International license
© Christian Janiesch
Joint work of Christian Janiesch, Michael Rosemann

The talk emphasizes the critical distinction between truly autonomous systems and merely
automated ones. It highlights the importance of accurate terminology to avoid misconcep-
tions and overestimations of current technological capabilities. By clarifying these differ-
ences, the talk aims to foster better understanding and realistic expectations.

3.5 Socio-human factors in RPA: What literature says and what
company does

Andrés Jiménez Ramirez (University of Sevilla, ES) and José Gonzadlez Enriquez (University
of Sevilla, ES)

License @ Creative Commons BY 4.0 International license
© Andrés Jiménez Ramirez and José Gonzalez Enriquez

This talk integrates insights from two recent papers on Robotic Process Automation (RPA).
The first study [1] explores the socio-human implications of RPA projects, highlighting the
significant influence of organizational factors on project success. It presents a systematic
mapping of 56 studies, revealing 16 positive and 6 negative socio-human implications of RPA,
alongside 6 positive and 13 negative human inputs affecting RPA implementations. The
second paper [2] discusses the evolution of RPA towards a hybrid model, emphasizing human-
robot collaboration over end-to-end automation. It proposes an iterative method considering
technical, psychological, and governance aspects, validated in real-world processes, showing
substantial efficiency benefits. This comprehensive overview aims to provide a nuanced
understanding of RPA’s impact on both organizational dynamics and process efficiency.

References

1 Harmoko Harmoko, Andrés Jiménez Ramirez, José Gonzalez Enriquez, and Bernhard Ax-
mann. Identifying the Socio-Human Inputs and Implications in Robotic Process Automa-
tion (RPA): A Systematic Mapping Study. In Business Process Management: Blockchain,
Robotic Process Automation, and Central and Eastern FEurope Forum, pages 185-199, 2022.

2 Rafael Cabello Ruiz, Andrés Jiménez-Ramirez, Maria José Escalona Cuaresma, and
José Gonzéalez Enriquez. Hybridizing humans and robots: An RPA horizon envisaged
from the trenches. Comput. Ind., 138:103615, 2022.

3.6 Trust in RPA: Between techno-empowerment and re-manualization
Artur Modlinski (University of Lodz, PL)

License ) Creative Commons BY 4.0 International license
© Artur Modlinski

Robotic Process Automation (RPA) is often touted as a panacea for contemporary busi-
ness challenges, promising to slash expenses, enhance product quality, and boost customer
satisfaction. However, the actual outcomes in the corporate world frequently fall short of
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these lofty expectations. The deployment of automated systems doesn’t invariably yield the
anticipated benefits, leading some firms to abandon their robotic solutions. As a result, a
curious trend has emerged: human workers are reassigned to tasks previously handled by
machines, effectively supplanting the automated systems. We've dubbed this reversal “re-
manualization.” Surprisingly, most organizations remain oblivious to this possibility until
they encounter it firsthand [1]. To our knowledge, this phenomenon has yet to be thoroughly
examined or documented in existing research. This widespread lack of awareness regarding
re-manualization is not without consequences. It potentially exposes companies to unfore-
seen risks and could prove detrimental to their operations and overall performance. The gap
between RPA’s promised benefits and its real-world implementation warrants closer scrutiny
to better prepare businesses for the complexities of automation integration

References

1 Artur Modlinski, Damian Kedziora, Andrés Jiménez Ramirez, and Adela del Rio-Ortega.
Rolling Back to Manual Work: An Exploratory Research on Robotic Process Re-
Manualization. In Int. Conf. on Business Process Management, pages 154-169, 2022.

3.7 Managing Trust in Business Processes
Michael Rosemann (Queensland University of Technology — Brisbane, AU)

License @@ Creative Commons BY 4.0 International license
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The economy is becoming more trust-intensive as the dependence on data, the sophistica-
tion of technologies and the extent of online, purely digital experiences is increasing. As a
result, we are at a tipping point where the absence of trust is becoming a significant bar-
rier to the acceptance and adoption of technologies. This is a significant challenge as the
professionalization of trust, the explicit design of trustworthiness and trust literacy, is at its
infancy. This presentation offered a trust equation consisting of (1) promise, (2) uncertainty,
(3) vulnerability), (4) confidence and (5) benevolence as a way to differentiate five areas of
concern tomorrow’s trust designers need to address when building trusted, RPA-supported
business processes.

3.8 Conversational RPA and Augmented BPM
Barbara Weber (Universitit St. Gallen, CH)

License @@ Creative Commons BY 4.0 International license
© Barbara Weber

In my lightning talk I showed how generative Al is already used in existing automation
technologies with the promise to increase automation efficiency and support democratization
as users can interact with processes in a more natural way. I refer to this as conversational
RPA. T contrasted conversational RPA technologies with Augmented BPM, an approach to
manage processes relying on data analytics and Al to inform process improvement decisions
both at design-time and run-time.

57

24292


https://creativecommons.org/licenses/by/4.0/
https://creativecommons.org/licenses/by/4.0/
https://creativecommons.org/licenses/by/4.0/
https://creativecommons.org/licenses/by/4.0/

58

24292 — Improving Trust between Humans and Software Robots

4  Working Groups
4.1 Theories for Specifying & Assessing Trust in RPA

Piercosma Bisconti (Interuniversity Consortium f. Computer Sci. — Rome, IT,
piercosma.bisconti@consorzio-cini.it)

Andrea Marrella (Sapienza University of Rome, IT, marrella@diag.uniromal.it)
Jana-Rebecca Rehse (University of Mannheim, DE, rehse@uni-mannheim.de)
Fldvia Santoro (Inteli — Sio Paulo, BR, flavia.santoro@uniriotec.br)

Pnina Soffer (University of Haifa, IL, spnina@is.haifa.ac.il)
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This working group focused on foundational issues of trust in RPA: How we can conceptualize
trust between users and software robots and specify it in a way that, eventually, we can
measure that trust empirically.

4.1.1 Discussed Problems

Trustworthiness in RPA is often associated with the system’s technical characteristics, such
as robustness and accuracy. Conversely, we believe that end-user perception of trust in RPA
must be considered crucial for ensuring adoption and proper use of this technology [23]. The
lack of trust arises when specific executions of an RPA system, i.e., the SW robots, are not
entirely predictable or controllable during the enactment of specific tasks, fueling a degree
of uncertainty about potential outcomes regarding the SW robots’ behaviors [26].

Based on the above considerations, the objective of this working group has been the spe-
cification of a framework to conceptualize the notion of trust and its intrinsic and perceived
characteristics. We focused on the perceived trust that a human user has concerning to a
SW robot executing a specific task. In addition, leveraging our framework, we propose a
novel construct to measure such a perceived trust as the willingness of the user to give up
control to the SW robot. Finally, we discuss open issues and future works.

4.1.2 Possible Approaches

The generic trust framework [7] involves three entities: the trustor puts trust in the trustee
in relation to a trust subject. Applied to the context of RPA, the trustor is the user of
the RPA system, who is supposed to collaborate with a novel software robot, the trustee.
The user needs to trust the robot to conduct a given task, the trust subject, in a reliable
and valid way. Our discussions revolved around this instantiated framework, as sketched in
Figure 1. We then focused on the properties of the three entities that potentially impact
the level of trust among them. In the following, we briefly discuss these properties and how
we suggest to specify them.

For the user, we see two main properties:

Inclination to use RPA: This describes the user’s general attitude towards RPA techno-

logy and hence their propensity to use it at all (independent of a concrete task or robot).

It might be influenced by the personality of the user and their overall attitude towards

technology. One way to further assess this inclination is by means of the Technology

Acceptance Model [13].
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SOFTWARE

ROBOT
* Inclination to use RPA * Adaptability
* Role * Autonomy

* Mode of Interactiol
* Controllability
¢ Trust Signals

* Perceived Uncertainty
* Expected Consequences

Figure 1 Trust Framework, instantiated to the RPA Context.

Role: The other property that influences a user’s trust is their role within the organiz-
ation. We currently see two main roles: the (process) manager, who decides whether a
software robot will be used for a certain task, and the employee, who has to collaborate
with the software robot. Another possible role would be that of the developer of the bot,
but that role is less relevant when considering the trust in a concrete software robot. As
the developer is the one who creates that software robot, their trust needs to be placed in
the underlying RPA platform, not the robot itself. Therefore, we decided not to consider
it for now.

On the part of the software robot, we see five main properties:
Adaptability: This describes the ability of the robot to determine its own behavior. It
can be assessed by the number of task variants or behaviors that the robot can handle.
Autonomy: We refer to Group 4 for this discussion.
Mode of Interaction: This describes the possible ways that the user can communicate
with the robot. It can be either conversational, e.g., through a chatbot, or technical,
e.g., through an API.
Controllability: This describes the ability of the user to interfere with the robot’s beha-
vior.
Trust Signals: This describes potential trust-inducing measures that come from the
environment of the robot, e.g., testimonials.

Finally, we see two main properties that are relevant for the task:
Perceived Uncertainty: This describes the amount of knowledge that the user has about
how the robot executes the task. In general, the more complex the task, the higher the
perceived uncertainty may be.
Expected (Negative) Consequences: This describes the negative impact that a wrong or
unreliable behavior of the robot can have on the user. In general, the more important
the task, the higher the expected negative consequences will be.

From these two properties, we can derive a simple classification of tasks, as outlined in
Figure 2. Exemplarily, we have defined four possible classes of tasks. For each task, we have
determined the degree of controllability that a user requires for this class. Both perceived
uncertainty and expected consequences increase the required controllability, resulting in
three different levels (low, medium, high).

To establish an indicative measure of trust between a user and a software robot for
performing a given task, we make the following arguments:
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24292



60 24292 — Improving Trust between Humans and Software Robots

Perceived
Unvertainty

High Perceived Uncertainty,
Low Expected Consequences

Medium required
controllability

High Perceived Uncertainty,
High Expected Consequences
High required
controllability

Low Perceived Uncertainty,
Low Expected Consequences

Low required
controllability

Low Perceived Uncertainty,
High Expected Consequences

Medium required
controllability

Expected Negative Consequences

Figure 2 Possible Classification of Task for Trust Assessment.

TASK
PERCEIVED
UNCERTAINTY
EXPECTED
CONSEQUENCES

Figure 3 Trust as the Willingness to Give Up Control.

PERCEIVED VALUE

INTENTION TO USE

WILLINGNESSTO |
GIVE UP CONTROL

Uncertainty and possible negative consequences.
signing a task to be executed by a software robot can be conceptualized in terms of the
perceived uncertainty associated with this and the potential negative consequences that
might be realized. Trust is only needed if some uncertainty (e.g., concerning the outcome,
the execution status, or the time) is associated with assigning a task to a software robot.
Depending on the user’s role, he may still be responsible for possible negative consequences
that might be incurred.

The perceived risk associated with as-

Control vs. trust. Using a software robot to execute a task does not necessarily imply that
the employee trusts the software robot for this task. It is possible that control is regained
by the employee by closely monitoring the software robot and by performing a thorough
reviewing of the work. In this case the use does not imply a trust. When trust exists the
employee gives up control over the task and trusts the software robot to execute the task,
namely, the perceived risk of doing so is minimal.

It follows that the extent to which a user trusts a software robot for a given task is
reflected by the extent to which the user is willing to give up control over this task. We
conceptualize this as a measurable construct — Willingness to Give Up Control (WGUC)
that can indicate the level of trust. As depicted in Figure 3, trust is independent of the
perceived value of the robot. Together, they both affect the intention to use the robot.

4.1.3 Open Issues and Future Work

We propose a preliminary framework that conceptualizes how trust is formed between hu-
mans (users) and RPA (robot systems). The next step is to validate this model. Our
aim is to define a comprehensive conceptual framework that precisely outlines what trust
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in Robotic Process Automation (RPA) entails. This framework should encompass various
dimensions of trust tailored to the interactions between users and software robots.

Future efforts should focus on creating standardized trust metrics and validation pro-
cesses. These metrics need to be adaptable to different RPA contexts and capable of captur-
ing both quantitative and qualitative aspects of trust. Identifying and validating empirical
methods for measuring trust between users and software robots remains an ongoing chal-
lenge. Robust, scalable, and accurate tools and techniques are required to capture trust
levels in real-world scenarios across diverse user groups.

Further exploration is needed to understand the influence of contextual factors and spe-
cific use cases on trust in RPA. Research should aim to identify how these factors impact
trust and how they can be accounted for in trust assessments and frameworks. Additionally,
trust is dynamic; it evolves based on user experiences and interactions over time. Under-
standing how trust develops, degrades, or is restored in the context of RPA is crucial. Future
research should also focus on longitudinal studies to capture these dynamics and develop
models that reflect the temporal aspects of trust.

Finally, as RPA increasingly integrates with artificial intelligence (AI) and other emer-
ging technologies, future research should explore how these advancements affect trust. Un-
derstanding the interplay between RPA, Al and user trust will be critical for developing
next-generation automation systems.

4.1.4 Conclusions

By addressing the open issues and focusing on these future work areas, this research can
contribute to a deeper understanding of trust in RPA and develop practical solutions to
enhance trust among human users and these systems.

4.2 Trust Calibration for RPA

Simone Agostinelli (Sapienza University of Rome, IT, agostinelli@diag.uniromal.it)
Aleksandre Asatiani (University of Gothenburg, SE, aleksandre.asatiani@ait.gu.se)
Bernhard Azmann (TH Ingolstadt, DE, bernhard.azmann@thi.de)

Glenda Hannibal (Paris Lodron Universitit Salzburg, AT, glenda.hannibal@plus.ac.at)
Artur Modlinski (University of Lodz, PL, artur.modlinski@Quni.lodz.pl)
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4.2.1 Discussed Problems

In recent years, lightweight automation technologies such as RPA have surged in popularity.
The creators of these tools have often touted them as a panacea for a myriad of business
inefficiencies. With promises of unprecedented efficiency gains, cost reductions, and seamless
integration across enterprise systems, RPA has fueled a wave of hype and high expectations.
Promises of the eventual arrival of Al-empowered intelligent systems have only strengthened
this dynamic.

However, as more and more organizations have had experience with RPA, many of them
find themselves grappling with the chasm between promise and reality, as many implementa-
tions fail to deliver on the promise. This divergence often leads to mismatched expectations,
resulting in disillusionment and a growing sense of mistrust. Therefore, it is critical to re-
duce the gap between the pre-implementation expectations and post-implementation reality
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to ensure continued trust in the technology and eventually improve the success rate of RPA
initiative.

In this working group we discussed the following research question (RQ): How to ef-
fectively calibrate and manage trust in RPA to align pre-implementation expectations with
post-implementation realities and ensure successful adoption and use of the technology?

Our discussion focused on three components that we deemed necessary to address RQ,
thus developing a successful research project:

First, we analyzed the features and properties of RPA that contribute to its inherent

trustworthiness. This included discussing attributes, such as the improved productivity,

cost savings, cycle time reduction, accelerated ROI and error reduction. For a complete

list of attributes please refer to the following works [2, 4].

Then, we examined the appropriate conceptualization of the object of trust. This in-

volved identifying what specifically is being trusted in the context of RPA, e.g., is the

object of interest the technology or the software “agent” implemented by the RPA tech-
nology?

Finally, we explored various methods for trust calibration. The discussion focused

on identifying different methods for assessing the level of trust users place in the RPA.

Since, existing approaches considered qualitative approaches to measure trust [31], we

focused to develop a quantitative framework for trust calibration.

4.2.2 Possible Approaches

To ensure a common and strong foundation on which to further develop the trust calibration
tool, we started out with a discussion about how we could use and refined the theoretical
perspectives from current trust literature. This discussion lead to two main contributions:

The Gradient Trust Calibration Scale. We identified that current research on trust tends
to theorize the potential trust calibration outcomes in terms of a “categorical” model [24]:
trust is warranted (or “rational”) only when either (1) people trust trustworthy persons or
(2) people do not trust untrustworthy persons. The cases of misplaced trust happens in the
cases where people trust untrustworthy persons or they do not trust trustworthy persons
(see e.g., Table 1).

Although this categorization is helpful in understanding the aims and pitfalls of trust

Table 1 The four possible outcomes of the categorical trust calibration model.

Trust (+), Trustworthiness (+) | Trust (+), Trustworthiness (-)
Trust (-), Trustworthiness (+) | Trust (-), Trustworthiness (-)

calibration, we found this model too rigid and not directly applicable to the RPA context
because we needed a theoretical model that could support a quantitative trust calibration
measure. Thus, we proposed and developed our gradient trust calibration scale, which place
the possible trust calibration outcomes on a continuum ranging from being very well-placed
to very misplaced.

Defining the Trust Object. With this theoretical foundation, we continued by defining the
trust object for the trust calibration according to the analytical framework: A trust B to C.
Taking the perspective of people using the RPA, we decided to place in the analysis a human
agent as A, the class of technology as B, and the specific task for the RPA to complete as C.
More specifically, we discussed whether the instance of the RPA system should be a current
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Table 2 Our proposed gradient trust calibration scale.

(+)(+)

Well-placed Trust )
isplace us ©)
Misplaced Trust 00

version without and AI extension, or it should be a future and advanced version of the
technology that also utilize Al. Regardless, we took the RPA to be understood as a software
“agent”. From a computer science perspective, the RPA as a software agent, means that it
can simply act on the behalf of someone else (e.g., human, organization). As such, our work
focused on the trustworthiness of RPA as seen by people using it for task completion.

Quantification. To develop the quantitative measure of trustworthiness of RPA, we decided
to develop a questionnaire. It consists of questions regarding different kinds of “trustworthi-
ness signals” from an RPA that would be rated on the scale: -2, -1, +1, +2. Each response
options in the questionnaire can then be compared to our gradient trust calibration scale
to asses if a person (or group of people) fall more towards either well-placed or misplaced
trust in the RPA. With the finished questionnaire, we intend to list factors constituting
the perceived trustworthiness of the software robots. We suggest to construct the various
aspects and decide on the selected ones by also drawing on literature related to studies of
user perception of RPA. In the futher discussions, it is crucial to check how participants
perceive the questionnaire and whether they have any questions or objections when it comes
to its use. After the refinement of the questionnaire, we plan to validate it with our own user
study by also juxtaposed it with other (more general) scales measuring trust in (general)
technology.

4.2.3 Open Issues and Future Work

The discussions during the seminar provide the framing and foundation for the future re-
search, however, there are a number open issues and action points that require more sub-
stantial work.

First, we need to conduct a comprehensive literature review on approaches to trust
calibration, especially in the context of technology; and user and managerial expectations
from RPA pre- and post-implementation, how these expectations are related to the inherent
properties of RPA, and how these expectations evolve over time.

Second, we aim to map what are the factors that constitute the perceived trustworthiness
to construct a scale measuring this construct. This step is aimed to consists of two stages.
First, we want to review the literature to identify these factors. Second, we consider to make
qualitative research in the home countries to add factors that somehow are missed by earlier
researchers. After the factors are being constructed, we planned to make the quantitative
research and to check how the scale is overlapping with other scales measuring perceived
trust towards RPA.

Third, the group intends to construct a scale that would contribute to business practi-
tioners. The analysis of the literature and business talks with business practitioners suggest
that the attitudes, trust, satisfaction with RPA is not measured during annual surveys. It
is a substantial shortcoming as the perceived trust influence both adoption and intention
to use the system. One of the reasons why managers do not measure the trust in software
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robots is the lack of a credible and easy tool that can be smoothly used in their teams. We
intend to propose such a tool with the aid of both managers and actual users of the system.

To validate trust calibration scale we need to empirically test the scale and refine the scale
and the eventual tool based on the empirical findings. The scale should be validated through,
first the expert interviews, and then a survey. There is a potential to study trust calibration
scale for two groups of human agents (as separate studies): (1) Managers making a decision
about the adoption and development of RPA; (2) Users that use and collaborate with the
RPA in their day-to-day work. The scale validation will require longitudinal approach
surveying users at two different time points, pre-implementation and post-implementation.
The trust levels will be then compared across the time points. This will allow for validating
which aspects of RPA impact the trust in technology over time, and interpret the changes
in attitudes of human agents over time.

4.2.4 Conclusions

In conclusion, while RPA technologies have generated significant excitement and high ex-
pectations, the reality of their implementation often falls short, leading to disappointment
and mistrust. To bridge this gap, it is crucial to align expectations with actual outcomes to
maintain trust and improve the success rate of RPA initiatives. Our working group focused
on calibrating trust, understanding trustworthiness, and developing a trust measurement
scale. By conducting comprehensive research and creating practical tools for business prac-
titioners, we aim to ensure more reliable and sustainable adoption of RPA technologies.

4.3 Human-Robot Interaction in Relationship to Trust
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4.3.1 Discussed Problems

One critical aspect that often undermines the efficiency and effectiveness of the interactions
between humans and software robots (“robot”, for short) is the calibration of trust of human
users [32].

That is, when humans work with a (new) robot, their level of trust in that robot is
not always appropriately calibrated. This miscalibration manifests in two primary ways:
overtrust and undertrust [19]. Overtrust occurs when users place too much confidence in
a robot, potentially overlooking its limitations and risks. Undertrust, conversely, happens
when users are overly skeptical of a robot’s capabilities, leading them to underutilize it or
excessively monitor its operations, leading to degrading performance.

Calibrating trust to an appropriate level is not a straightforward process. It involves a
complex interplay of various contextual factors, including user previous experiences, robot
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performance, and transparency of robot operations. Trust calibration thus requires time
and consistent interaction between the user and the robot.

To address the issue of miscalibrated trust, we propose varying the way human and robot
interact rather than calibrating the trust of a user ex-ante. This approach involves providing
users with appropriate control and observability into the interaction with the robot accepting
some inefficiency rather than risking disuse or misuse.

However, in current RPA products, the automation spectrum is typically only viewed as
a binary option: attended versus unattended [3]. This simplification limits effectively man-
aging human-robot interactions and establishing warranted trust. Furthermore, it has been
shown that not all attended mechanisms are the same and just asking for users validation
is not enough to increase trust in the robot and, ultimately, user acceptance [30].

Therefore, the central research question driving this exploration is: How do we design
trust-aware human-robot interaction in RPA? By answering this question, we aim to create
a workable solution that can eventually enable users to develop the appropriate level of trust
in the robot.

4.3.2 Possible Approaches
To address the discussed problems, we propose the following possible approaches:

Continuum of interaction. To address the limitations of the widely accepted view of RPA,
where automated tasks are on a dichotomy of attended or unattended tasks, we propose a
continuum ranging from fully attended to fully unattended tasks. There exists a prior art
in the classification of levels of automation [17, 27]. Yet, they assume delegation task to an
automated entity. With the evolution of RPA into intelligent robots, other more advanced
forms of interaction become possible and have not been considered so far. The continuum
reflects the levels of human involvement required in a given work system, as depicted in
Fig. 4. The degree of involvement from both the human and the robot (or “machine”)
determines the following levels of interaction:
Machine out of the loop (MootL), in other words, there is no robot involvement, other
than ex-post reviews, as the tasks are completed in a fully manual manner.
Machine on the loop (MotL): The human is still the performing agent, but there
might be some ez-durante robot oversight such as in the case of a machine instructor.
Machine in the loop (MitL): The human performs the task, but in addition to oversight
from a robot, there is also some ez-ante control by the robot, such as in the form
of an authorisation. This, and the previous level are hypothetical and included here
for completeness of the model but not typically observed in the wild in the context
of RPA (hence grayed out in Fig. 4), as any move from hybrid intelligence towards
remanualization is not typically done through these levels, but a rather abrupt leap
(seen as the curved arrow in Fig. 4.)
Hybrid intelligence: This is the “inflection point” reflecting increasing automation in
a manner where the human is no longer the sole performative agent with regards to the
task, but robots assume some of these roles.
Human in the loop (HitL): In this case, the robot performs the tasks with ez-ante
interventions, as in the case of those tasks requiring human authorization before the
robot can proceed.
Human on the loop (HotL): The robot has an increased level of automation. Yet, for
tasks yet not fully unattended there is the possibility for ez-durante human intervention
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Figure 4 Human-robot interaction levels across the automation spectrum.

whilst the robot performs the task, for example through vetoing.

Human out of the loop (HootL): This is the case of a fully automated task that is
unattended, but the user may receive ex-durante or ex-post notifications (at the robots
discretion), but cannot directly interact with the robot.

Automation of operations vs. automation of supervision. So far, the distribution of work
in levels of automation has focused on transferring classes of operational activities to a robot
while keeping the human user either in, on, or out of the loop as a process participant and/or
supervisor at the same time. The role of the process participant and supervisor could be
distributed to two humans. Conversely, the robot could assume the supervisory role and be
the machine in or on the loop in a supervisory role. That is, the robot could require the
human to request ex-ante authorizations and itself exert ex-durante interventions in human
and/or robot operations. We have included this trail of thought in Fig. 4 by including levels
of MitL and MotL shaded in gray.

Classes of activities. To implement these adaptive models, we re-use four classes of activ-

ities that form the interaction design space in Fig. 5 [27]:
Information acquisition/sensing: This class involves gathering necessary data and re-
sources to understand the task or problem from reliable sources. Effective acquisition
ensures the accuracy and completeness of data, setting a solid foundation for subsequent
analysis and decision-making processes.
Analysis: The analysis class involves interpreting gathered information to identify pat-
terns and generate potential solutions. The data is broken down and viable action
candidates are being developed. This class bridges information acquisition and decision-
making, transforming raw data into meaningful insights for informed decision-making.
Decision: This class involves selecting the best course of action from identified action
candidates. It considers analysis results, potential impact, feasibility, and risks. The
goal is to choose the action that maximizes benefits while minimizing drawbacks.
Action: This class implements the selected decision through actions. Success can be
measured by achieving desired objectives and solving the initial problem.
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Figure 5 Classes of activities and observability aspects.

Increasing observability. A key meachanism to improve the trustworthiness of a robot is
increasing the observability of the activities it performs. For instance, in [30], the authors
show how they designed their robots to include explanations about the process they followed,
the uncertainty about the work they performed, and the raw data they processed to increase
the trust of the users in its behavior.

There are different aspects that can be observed in the behavior of a robot that can
be used to increase its trustworthiness. Taking inspiration from some of the principles of
trustworthy AT defined in [20] together with the use cases described in [30], we provide an
initial classification of these aspects, which is also depicted in the lower part of Fig. 5:

Explanation: It includes providing explanations about how the robot has made the
decision or how it has performed an activity. For example, a robot that searches for a
document in several information systems could provide information about the repositories
it searched for and where the document was found.
Notification: It includes notifying the user about the result of the action, maybe in-
cluding the errors that have occurred during the process. It may also refer to notifying
the user about the decisions made in the process. Finally, it also includes providing ag-
gregated information about the percentage of cases in which the robot worked properly.
Confidence: It includes providing the user with an estimation of the level of confidence
of the robot about the decision or the action performed. This makes sense particularly
in those cases where the activity performed requires a certain degree of intelligence. For
instance, if the robot needs to perform an OCR task on an invoice to extract some in-
formation from it, the robot could provide a numerical score that captures how confident
it is on the action performed.

Transparency: It includes providing the user with the raw information the robot used

to perform the task. For instance, in the previous example of the OCR task, this would

mean giving the user access to the scanned invoice that was used by the robot.

Completeness: It includes providing the user with information about whether it could

fulfill the task completely or if it could not fully complete it and could require some

additional information to do the task.

We believe that the choice of which observability aspects to consider in the design of
the robot and whether the robot should provide the information reactively or proactively
depends heavily on the task that the robot is performing, as well as other elements of the
context such as previous experiences with RPA or organizational culture. Finally, in a clas-
sical RPA setting, the list of observability aspects we have collected involves an information
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flow from robot to human. However, we believe that it is also convenient to consider the
information flow in the opposite direction. In this sense, we have identified feedback (see
the upper part of Fig. 5) as a relevant aspect. The feedback provided by users may give
useful information to the robot to improve its behavior. This improvement could be done
automatically. For example, an intelligent robot could use this feedback to retrain its ma-
chine learning model and improve the accuracy of its predictions. It could also be useful in
a more manual setting, in which the developer of the robot uses this information to improve
or extend its behavior.

4.3.3 Open Issues and Future Work

In this section, we present open issues arising from the proposed approaches that we foresee
should be coped with toward the full realization of our proposal:

Understanding the evolution of trust. Understanding how trust in the robot evolves and
impacts interaction levels is crucial. This includes identifying the appropriate interaction
level for different trust contexts. The context may encompass multiple factors like the task
at hand, its associated risk level, or the intended persona (e.g., developer, domain expert)
influencing the user’s trust in the robot’s task performance. It also includes defining how
the degree of automation of operations (e.g., increasing/decreasing the level of automatic
execution of activity) and observability (e.g., getting explanations or notifications for the
human who is supervising the process) affect the trust level of the human and robot with
each other.

Balancing utility and trust at the interaction level. Determining how to balance perceived
utility against trust is an ongoing challenge. Our current work remains in a high-level
design. Operationalizing these interactions in domain-specific ways is necessary. Designing
human-robot interaction patterns could prove effective in identifying the trade-off between
increased trust and lowered utility or vice-versa. Developing a pattern library of human-
robot interactions and their expected effect on trust is a promising research direction.

Designing interactions for the hybrid intelligence level. Looking at human-robot interac-
tion levels, the hybrid intelligence level is the most innovative and challenging one to design
solutions for. In this level the interaction design must consider both humans and robots
being capable of executing operations and supervising the process for their needed part.
This scenario shows a complete collaboration between the human(s) and robot(s) with the
highest frequency of interactions. Coordinating this interplay while keeping mutual trust
can prove challenging while holding significant potential.

Developing a methodology for evaluating interaction design pattern efficacy. Designing
a methodology to evaluate the effectiveness of interactions in addressing trust issues is
another open aspect requiring further research. This challenge requires first the capability
to measure in quantitative or qualitative form the relation between interaction effectiveness
and resulting trust levels. Methodologies should be developed to inform the developer during
the interaction design process on how to estimate the potential trust gain, how to relate it to
interaction design patterns, and how to improve their design. Finally, similar considerations
should be applied to assess the efficacy of the designed interactions with real users during
realistic utilization scenarios.
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4.3.4 Conclusions

The consideration and design of human-robot interaction can be a crucial factor in achiev-
ing correct and effective trust calibration, particularly in the realm of RPA. By providing
users with appropriate control and observability in working with robots, we have devised a
proposal to deal with the issue of miscalibrated trust ex-ante. We have explored this issue
using the established lens of automation levels based on classes of activities. In this way, a
match between the perceived trust of the user and warranted trust can be established when
the user is not yet properly calibrated to the robot to improve acceptance. By accepting
a reasonable amount of miscalibrated inefficiency, we envision that user can better calib-
rate their trust towards the system and prevent misuse and disuse of under- or overtrusted
robots.

Although our focus has primarily been on human trust in robots, the discussed concepts
are also applicable to exploring the reverse — robot trust in humans. This perspective is
valuable when designing machine-in/on-the-loop systems, where robots monitor and support
human tasks as co-pilots. This bi-directional trust paradigm could enhance future interaction
design, promoting even more effective and trustworthy human-robot collaborations.

4.4 RPA Technology and Trust
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4.4.1 Discussed Problems

This working group focused on the development and evolution of Robotic Process Automa-
tion (RPA) and trust in these systems as they become increasingly sophisticated. We began
by examining the different types of RPA technology and their characteristics. Additionally,
we identified use cases and categorized them within our classification framework. We then
explored whether different types of RPA technology have varying trust requirements. In-
stead of concentrating on specific instantiation of RPA systems, tasks, and users, we focused
on different types of RPA systems and their underlying characteristics.

4.4.2 Possible Approaches
4.4.2.1 Types of RPA Technology

Table 3 shows different types of RPA technology characterized by the nature of their input
data (structured versus unstructured), their decision-making (rule-based versus data-driven
based on Al), and their adaptability (reprogramming versus learned). This provides the basis
for framing the analysis of each type of RPA technology, including its main characteristics
and trust requirements, as we move towards more sophisticated RPA technology.
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Table 3 From Traditional RPA to Autonomous RPA.

Traditional Cognitive Intelligent Autonomous
RPA RPA RPA RPA
Data structured unstructured unstructured unstructured
Decision rule-based rule-based data-driven data-driven based
making based on ML on ML
Adaptability | through repro- | through repro- | through learning | through learning,
gramming gramming continuous feed-
back loops, and
real-time data
processing
Example Use Case 1 Use Case 2 + 3 Use Case 4

As shown in Table 3, Traditional RPA is limited to structured data and predefined rules.
In turn, Cognitive RPA is still relying on predefined rules, but is able to extract structured
data from unstructured data (e.g., extract structured data from a PDF via OCR) which
is passed as input to RPA bots, which then perform some actions (e.g., data entry in an
enterprise system). Both traditional and cognitive RPA require reprogramming to adapt to
changes (e.g., a regulatory change that requires changes to a task/process [26]). Intelligent
RPA does not solely rely on rule-based decisions anymore but is able to conduct data-driven
decisions based on ML. Adaptation does not require (re)programming but the mechanisms
behind adaptation is learning. Finally, Autonomous RPA typically continuously senses its
environment (i.e., have a continuous feedback loop), processes this data and uses real-time
data to adjust.

Especially traditional RPA heavily relies on stable and consistent input data which is
provided in a structured manner. If the input data changes, different challenges may arise.
This can include bot failures (e.g., due to changes in data format or unexpected values),
potentially even leading to process disruption, accuracy issues (e.g., inconsistent or low-
quality data), maintenance overhead (e.g., changes of the bot to accommodate changes
in the data including re-testing), and lead to integration challenges (e.g., with the target
system). Moreover, if data sensitivity or input data changes, the bots must be updated to
avoid security or compliance issues. Cognitive RPA, which relies on AI/ML for handling
unstructured data, relaxed this reliance on structured data. This tends to be more robust
to variations in the input as it allows to interpret and adapt to different formats (cf. Figure
6).

Orthogonal to the classification above is Conversational RPA. Conversational RPA en-
ables users to interact with the process through text or speech (i.e., conversational inter-
faces), which might affect trust requirements. Moreover, any of the classes of RPA techno-
logy defined above could integrate APIs (even ML APIs and LLMs) which can increase trust
requirements as the expected outcome might become harder to predict. Another relevant
distinction is involvement of humans in a concrete implementation. While attended robots
still require human control and intervention, unattended robots work without any human
involvement. Human attendance can help to resolve potential uncertainties manually (e.g.,
adding missing data manually or validating data entries where the confidence of the bot is
limited), mitigating certain trust issues.
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Figure 6 Differentiation between structured and unstructured input data.

4.4.2.2 Selected Use Cases as RPA Instantiations

In the following we introduce different use cases which describe concrete instantiations of
RPA usage.

Use Case 1: Travel authorization request form automation (Traditional RPA). Use Case
1 refers to a traditional RPA application and automates the travel authorization process for
a university (cf. [1]). The data is entered in an excel spreadsheet by the person requesting
the travel authorization (structured data). The form automation records the file location
(path) and the form to be filled, and the relation between each row with each field to look
for the specific values for each request. The RPA bot does not involve any decision making,
but just maps the data in the excel file with the user interface (see Figure 7). However,
rule-based decisions could have been in place with a different implementation. Potential
breaking issues in this type of automation are related to hardcoded references such as file
path, field correspondence, missing values, etc. Adaptations to resolve these issues require
updating the robot (adaptation through reprogramming).

Use Case 2: Electricity Consumption Data Extraction (Cognitive RPA). Use Case 2
refers to cognitive RPA application for electricity data extraction [9]. As illustrated in Figure
8, this use case has automated the manual process of extracting and booking electricity con-
sumption data. The unstructured input data of paper invoices was transferred to structured
data by using a software robot (cf. Figure 8 step 3 of process row). The cognitive aspect of
this software robot was recognizing the correct data in the invoice (i.e., line, data field) and
linking it to the proper entry in the ERP system. After the automated recognition, there
was still a manual verification step (i.e., attended RPA). This manual verification helped
to decrease uncertainty and, therefore, likely helped the user to trust the implementation.
Furthermore, the accuracy before and after manual intervention was measured and reported.
In the end, 100% of lines and 99% of data fields were recognized correctly. However, 52%
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Figure 7 Example of traditional RPA for a university travel authorization request form auto-
mation [1].

of lines and 11% of data fields required manual intervention. Moreover, conversations with
stakeholders showed decreased failure rates compared to the manual process. Overall, the
accuracy of the software robot attended by a human was higher compared to the purely
manual process. The broad accuracy of the implementation, combined with the fact that
the RPA implementation outperformed the manual process, likely contributed to increased
trust in the implementation.

Use Case 3: Invoice management (Cognitive RPA). Use Case 3 is another application of
Cognitive RPA automating a task comprising several activities related to the management
of invoices (cf. Figure 9) [30]. The process involves (1) locating the client’s invoice using
the invoice number across various systems (e.g., ERPs, CRMs, folders, or email) and (2)
validating the data recovered from the invoice, e.g., VAT number, the amount of the invoice
matching SAP records, and considering different company layouts, for instance. (3) If errors
or missing information are found, the client is contacted for corrections, requiring them
to restart the process. (4) If correct, the data is entered into the SAP system to confirm
validation and continue the process. This use case has to deal with unstructured data (e.g.,
searching for invoices in different systems and processing invoices in potentially different
formats). To mitigate the risk of low-quality input data retrieved by the robot, the human
is kept in the loop to validate the data in case of missing or incorrect information (cf. Figure
9 activity 2) and to decide how to proceed (cf. Figure 9 activity 3 or 4). Even though this
decision could be automated, it was intentionally kept manual to allow the human to feel in
control over the process, which increased users’ trust in the robot [30].

While implemented as a cognitive RPA application, this use case could easily evolve into
an intelligent RPA application by delegating data validation to an ML system. This would
presumably increase the trust requirements as the expected outcome might become harder
to predict.
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Figure 8 Example of Cognitive RPA for energy consumption data extraction [9].
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Figure 9 Example of Cognitive RPA for looking for invoices [30].

Use Case 4: Complaint handling at an electricity company (Intelligent RPA). Use
Case 4 relates to the context of Business Process Outsourcing (BPO), where the process
involves handling a set of claims from an electric company (see [21]). In the first activity (cf.
Figure 10), a robot collects unstructured data from various applications or systems (e.g.,
meter readings, consumption, payment punctuality, recent bills, or customer age). Once
collected, the data is processed, and a decision proposal (i.e., accept or reject the claim)
is generated with an associated score determined by an ML system. Finally, all decisions
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must be validated by a human operator, allowing feedback based on the human decision to
be collected and used to retrain the ML system. The undeterministic nature of ML, further
increases trust requirements.

Claims

T

(. ®
Collec't data |g| Produce a |a| Validate the -
from different response
applications or (accept/reject) with response generated

. by the robot
systems ascoring
Feedback

Figure 10 Example of Intelligent RPA for attending complaints of an electricity company (in-
spired by an industrial experience [21]).

4.4.2.3 Relation between RPA Technology and Trust

As seen in the different use cases, it can be assumed that the type of RPA technology and

“a’

trust requirements are interrelated [15]. In this context, trust can be understood as
complex addition of intrinsic and interactional characteristics” [5].

Comparing the different types of RPA (i.e., traditional, cognitive, intelligent, autonom-
ous), we can see an increasing level of sophistication in RPA technology and increasing
uncertainty. Assuming an inverse relationship between uncertainty and trust, the increasing

uncertainty leads to increased trust requirements (cf. Figure 11).

HIGH
Autonomous
RPA
Intelligent RPA
TRUST
REQUIREMENTS
Low

Figure 11 Trust requirements over the RPA technology classification.

To meet the trust requirements related to the different RPA types, the trustworthiness,
i.e., “the ability to meet stakeholder expectations in a verifiable way” [16], needs to be
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addressed. Trustworthiness characteristics can be further specified by using the AI Trust-
worthiness Framework [8] depicted in Figure 12, for example, accuracy, robustness, and
transparency. However, the concrete representation of those requirements is mostly de-
pendent on the automated task and its context, therefore, related to the instantiation. For
instance, the AT Act [28] already defines levels of risks regarding different domains and tasks,
e.g., a bot for processing student admissions or a bot for credit scoring would be considered
high-stakes AI, which would impact the trust requirements for the specific instantiation.
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Figure 12 Architecture of standards of the AI Trustworthiness Framework [18].

4.4.3 Open Issues and Future Work

We have mainly focused on intrinsic characteristics at the RPA technology level. Several
relevant elements of the relationship between trust and RPA technology are instantiation-
dependent, which we discussed only for selected use cases. These elements would need to be
addressed more systematically to provide a complete vision of trustworthiness. As mentioned
before, this can be done using the AI Trustworthiness Framework, also considering the
environment and context of the specific instantiation.

4.4.4 Conclusions

Regarding the initial question of how to create trust for RPA systems, we found an interre-
lation between the type of RPA technology and its trust requirements. To address this, we
first structured the different technology types using the dimensions of data, decision-making,
and adaptability. Consequently, we propose the following four types of RPA technology: (1)
Traditional RPA, (2) Cognitive RPA, (3) Intelligent RPA, and (4) Autonomous RPA. As the
sophistication of RPA increases, so does the associated uncertainty. Assuming an inverse
relationship between uncertainty and trust, this rising uncertainty leads to heightened trust
requirements. Specific trustworthiness characteristics can address these increased trust re-
quirements for concrete implementations. In summary, we contribute to the overall topic of
trust and RPA by providing initial insights into the intrinsic trust requirements associated
with the various classes of RPA technologies.
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The final working group of the seminar was titled “Guiding organizations in creating a hybrid
workforce of software robots and humans” and dealt with trust within a hybrid workforce
containing human and robotic agents within organizations.

4.5.1 Discussed Problems

There is great agreement, that the technological capabilities of process automation solu-
tions increase over time. Recent examples include the integration of cognitive automation
[11], machine learning [25], and artificial intelligence [14]. As such, the process automation
solutions become increasingly sophisticated.

Companies integrate these increasingly intelligent process automation solutions into their
business processes and services [14]. Predominant goals of this automation are to improve
costs, quality, time, and flexibility of the processes and services [12].

With the increased sophistication of the automation solutions integrated in processes and
services, perceived ability, integrity, and benevolence changes. Anecdotal evidence includes
fear of wrong decisions through AI, biases within the decisions, or malicious intents of more
general Al [12]. These are, e.g., exemplified within media reports ! 2.

As ability, integrity, and benevolence form the basis of trust [22], processes and services
require a higher degree of trust than before. These trust needs can be analyzed from three
different perspectives:

Managers and decision makers require trust in the process automation solution to pur-

chase the corresponding solution and allow organizational adoption in the first place.

Employees within the organization need trust in the process automation solution to

integrate the solution into the processes and services they are responsible for.

Customers of the organization need trust into the automated process/service so that

they confidently consume this service.

However, situations emerge, where the current trust level is not enough for the increas-
ingly sophisticated automation solution. The simplified assumption is that increased soph-
istication increases uncertainties (e.g., inability to explain the system’s working) and vulner-
abilities (e.g., potential loss of data that now has to be provided). Here, a trust gap emerges
between the current level of trust and the level of trust required by the systems.

! https://www.ft.com/content/979fe974-2902-4d78-8243-a0cf£68e630a
2 https://www.dw.com/en/ai-germany-discrimination/a-66670854
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However, without dedicated trust building there will be a threshold at the level of the
actual trust. In these situations, trust signals are needed to persuade managers, employees,
or customers to still adopt, implement, or consume the technology within the service. These
trust signals can be interpreted as arguments to alleviate trust. Examples include indirect
experiences from peers, the opinions from experts in the field, reputation of the provider of
the automation solutions [29].

4.5.2 Possible Approaches

We propose a framework for associating trust signals with trust concerns. Trust concerns are
manager, employee and customer specific. Here, we start by focusing on the trust concerns
of the employee by drawing a Maslow-like triangle® (see Fig. 13) of employee concerns
regarding the introduction of RPA as part of their employer’s organization, including major
concerns identified by the OECD such as job security and quality*. These trust concerns
can be addressed with specific trust signals.

Trust Concerns Potential Trust Signals (excerpt)

+  Opinions from experts in the field
+Personal Development + Additional information and
knowledge
. +  Opinions from experts in the field
*Self Perception .
‘ el » Reputation of the provider
- +Organizational Belonging + Indirect experiences from peers
«Personal Effectiveness : ei\ddurmual Sl
knowledge

Figure 13 Trust Framework, instantiated to the RPA Context.

4.5.3 Open Issues and Future Work

Further research is required on the emergence of the trust gap and its effects within the
organization. Similarly, further research is needed on the effects of different trust signals.
Trust signals have been studied in prior research, e.g., in e-commerce contexts, where they
were shown to change consumer behavior [10]. However, a transfer to trust within advanced
process automation solutions is yet needed. Employees, managers, and consumers need
to have a deeper understanding of the automated processes and services that support the
building of trust [6]. The role of trust signals is to help them build this understanding.

3 Maslow’s hierarchy of needs is a motivational theory in psychology comprising a five-tier model of
human needs, often depicted as hierarchical levels within a pyramid.
4 https://www.oecd-ilibrary.org/employment/oecd-employment-outlook-2023_08785bba-en
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