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Abstract

Business Email Compromise (BEC) is a sophisticated and increas-
ingly prevalent form of cyber fraud that targets businesses and
individuals to gain financial benefits and access sensitive data. BEC
fraud involves various strategies such as impersonation, account
compromise, and social engineering, making them challenging to
detect and prevent. Despite numerous solutions developed to com-
bat BEC, the threat continues to evolve. In this paper, we present a
comprehensive taxonomy of BEC, categorising its various forms,
detection techniques, and countermeasures. The proposed taxon-
omy seeks to deepen the comprehension of BEC fraud and establish
a comprehensive framework for advancing research and practical
applications, facilitating the development of more effective defence
mechanisms against BEC fraud.
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1 Introduction

In recent years, the Internet has become an essential tool for busi-
nesses and individuals, facilitating communication, e-commerce,
and various online services. However, this widespread use of on-
line platforms has also exposed users to numerous cyber threats,
among which Business Email Compromise (BEC) stands out due
to its sophisticated and highly targeted nature. BEC is a form of
cyber fraud that involves the use of email to deceive individuals
into transferring money or divulging sensitive information. The
impact of BEC is profound, leading to significant financial losses
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and data breaches. According to the FBI’s Internet Crime Complaint
Center (IC3), BEC scams caused losses exceeding USD $ 2.9 billion
in 2023 alone [8]. The evolving tactics and increasing frequency
of these attacks underscore the urgent need for effective detec-
tion and prevention strategies. Unlike broader phishing attacks,
BEC frauds are highly personalized and often involve extensive
social engineering, making them particularly challenging to detect.
Taxonomy is a structured, objective methodology for categorizing
diverse criteria into distinct classes. The efficacy of a taxonomy
hinges on its capacity to comprehensively represent the entirety
of the object and to offer a precise and coherent description and
presentation. Given the complexity and high stakes associated with
BEC, there is a critical need for a structured taxonomy to classify
and understand the various forms of these attacks. A well-defined
taxonomy can serve as a common reference for both academia
and industry, providing clarity and aiding in the development of
robust defence mechanisms. Business Email Compromise (BEC)
is a growing and sophisticated form of cyber fraud that targets
businesses and individuals to gain financial benefits and access to
sensitive data. BEC attacks typically involve strategies such as im-
personation, account compromise, and social engineering, making
them particularly challenging to detect and prevent. The increas-
ing prevalence of BEC has resulted in significant financial losses
and data breaches worldwide. The evolution of BEC tactics and
the adaptability of attackers highlight the urgent need for robust
detection and prevention mechanisms. Despite numerous solutions
developed to combat BEC, the threat continues to evolve, adapting
to new technologies and exploiting human vulnerabilities. Exist-
ing literature has explored various aspects of BEC and phishing,
but a comprehensive taxonomy specifically tailored to BEC is still
lacking. Such a taxonomy is crucial for systematically categorizing
BEC incidents, understanding their various forms, and developing
effective countermeasures.
The objectives of this paper are to:

e Present a comprehensive taxonomy of BEC, categorizing its
various forms, methodologies, targets, countermeasures, and
challenges.

o Improve understanding of BEC attacks to support the devel-
opment of more effective detection and prevention mecha-
nisms.

e Establish a detailed framework for future research and prac-
tical applications in combating BEC.
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This paper is the first to present a comprehensive taxonomy of BEC,
categorizing BEC based on their anatomy, methodologies, targets,
countermeasures, and challenges. By doing so, it aims to fill this
significant gap in the literature, providing a clearer understanding
of BEC and supporting the development of more effective detection
and prevention mechanisms tailored to this particular threat.

The structure of this paper is as follows: Section 1 provides an
introduction to Business Email Compromise (BEC), highlighting
the objectives and aims of the study. Section 2 reviews the related
work on BEC fraud. Section 3 introduces the proposed taxonomy
of BEC fraud. Section 4 validates the taxonomy through literature
review and case studies. Finally, Section 5 summarizes the study’s
findings and provides recommendations for future research.

2 Related Works

The literature on Business Email Compromise (BEC) is vast, with
numerous studies exploring various aspects of these cyber threats.
However, a closer examination of recent literature reviews reveals
certain limitations that underscore the need for a more compre-
hensive taxonomy specifically tailored to BEC. Papathanasiou et al.
[16] primarily focused on the landscape of BEC fraud in Greece and
examined the regulatory framework under the EU’s NIS Directives.
Their study provided valuable perspectives on the effectiveness of
countermeasures within this region and offered recommendations
for enhancing cybersecurity practices. However, the findings and
recommendations were largely region-specific and did not capture
the global diversity of BEC fraud vectors and responses. This limits
the generalizability of their insights to other regions and contexts.
Furthermore, Ogwo-Ude [15] conducted an in-depth examination
of BEC fraud and its significant financial impact, particularly focus-
ing on the challenges faced by small and medium-sized enterprises
(SMEs) in the United States. While this study offered tailored miti-
gation strategies for smaller organizations, it did not fully address
the unique circumstances and requirements of larger organizations
or different sectors. The findings were specific to SMEs in the USA,
indicating a need for broader research that encompasses various or-
ganizational contexts to effectively mitigate BEC risks. Additionally,
Atlam and Oluwatimilehin [2] provided a comprehensive overview
of phishing detection techniques, addressing a broad spectrum of
attacks including spear phishing, general phishing, and BEC. Al-
though their review covered a wide range of phishing-related topics,
the findings and recommendations were not entirely specific to
BEC. Their work highlighted the necessity for additional research
focused exclusively on BEC fraud to develop targeted detection
strategies that can supplement the existing insights on phishing.
Despite the numerous research on BEC and related cyber threats,
there remains a gap in comprehensive taxonomies that are specifi-
cally designed for BEC. None of the existing studies have developed
a taxonomy that categorizes BEC attacks in a structured manner.

3 The Proposed Taxonomy

The taxonomy presented in Figure 1 offers a structured classifica-
tion of BEC attacks, encompassing their anatomy, methodologies,
targets, countermeasures, and associated challenges. By providing
a comprehensive overview, this taxonomy highlights key areas for
further investigation and development. It serves as a foundation for
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researchers and practitioners to formulate more resilient strategies
to mitigate BEC fraud. The components of the proposed taxonomy
are delineated as follows:

BEC Taxonomy
[ [ [ 1

LTI T

Data Theft

Other Approaches

Figure 1: Classification of BEC by anatomy, methodologies,
targets, countermeasures, and challenges, providing a com-
prehensive taxonomy.

3.1 Classify by Anatomy

Business Email Compromise (BEC) attacks can take on various
forms, each with distinct characteristics and tactics. Key forms of
BEC include:

¢ Bogus Invoice Schemes: Attackers impersonate vendors or
suppliers and send fraudulent invoices to businesses, tricking
them into making payments to fraudulent accounts.

e CEO Fraud (Executive Impersonation): Attackers pose
as high-ranking executives (e.g., CEO or CFO) and request
urgent wire transfers or sensitive information from employ-
ees.

e Account Compromise: Attackers gain access to a legiti-
mate business email account and use it to conduct unautho-
rized transactions or send phishing emails.

e Attorney Impersonation: Attackers impersonate lawyers
or legal representatives and request confidential information
or payments, often under the guise of legal urgency.

e Data Theft: Attackers seek to obtain sensitive data, such as
employee personal information or customer records, which
can be used for further fraud or sold on the black market.

Understanding these various forms is crucial for developing tailored
detection and prevention strategies.

3.2 Classify by Methodologies

BEC attackers employ a range of methods to execute their schemes.
The most common methodologies include:

e Seizing Accounts: Attackers gain unauthorized access to
business email accounts through phishing, malware, or brute
force attacks. Once inside, they can monitor communications
and manipulate email threads to perpetrate fraud.

¢ Impersonation: Attackers use spoofed email addresses or
compromised accounts to pose as trusted individuals, such
as executives, employees, or business partners, to deceive
their targets.
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e Social Engineering: Attackers exploit human psychology
to trick individuals into divulging confidential information
or performing actions that facilitate the attack. Techniques
include pretexting, baiting, and creating a sense of urgency.

o Phishing: Cybercriminals send seemingly authentic emails
to deceive recipients into clicking on malicious links, down-
loading harmful software, or disclosing confidential infor-
mation.

These methodologies are often used in combination to increase the
likelihood of a successful attack.

3.3 Classify by Targets

BEC attacks can be directed at various targets within an organiza-
tion, including:

o Executives: High-ranking officials with decision-making
power and access to sensitive information.

o Employees: Staff members, particularly those in finance or
administrative roles, who handle transactions and sensitive
data.

¢ Vendors and Partners: External entities that have a busi-
ness relationship with the organization may be impersonated
or compromised to facilitate BEC attacks.

3.4 Classify by Countermeasures

Countermeasures can be categorized into technical and non-technical

approaches:
Classify by Technical Approach:

e Non ML-based Solutions: Includes statistical methods,

checksum approach, intrusion detection methods, and whitelist-

ing and firewall methods.
e ML-based Solutions: Includes supervised ML, unsuper-
vised ML, and NLP techniques.

Classify by Non-Technical Approach:

e Awareness Training: Training employees to recognize and
respond to BEC threats.

e Human Verification: Implementing verification steps to
confirm the legitimacy of requests.

o Policies and Guidelines: Establishing clear policies and
guidelines to prevent BEC attacks.

3.5 Classify by Challenges

Despite numerous solutions suggested in the literature for detect-
ing BEC attacks, a definitive solution to counteract these threats
remains elusive. The persistence and evolution of BEC fraud con-
tinue to pose significant challenges, establishing it as one of the
most prevalent forms of cybercrime today. Many of the proposed
solutions may prove inadequate or insufficient in addressing the
intricate complexities of BEC.

3.5.1 Challenges in Technical Solutions. Technical solutions for
detecting BEC can be broadly categorized into non-ML-based and
ML-based solutions, each facing unique challenges.

Challenges in Non-ML-Based Solutions. Non-ML-based solutions
typically involve filtering methods that use specific word combina-
tions to identify suspicious emails. The challenges include:
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e Implementation Complexity: Developing and maintain-
ing effective non-ML-based filters require significant effort
and expertise to ensure they can handle the sophisticated
and evolving nature of BEC attacks.

o Integration Issues: Integrating these filters with existing
email systems and ensuring they do not disrupt regular com-
munication can be challenging.

o Scalability: As organizations grow, the email volume in-
creases, and ensuring that filtering systems scale efficiently
without compromising performance is essential.

e Real-time Detection: Non-ML-based filters may struggle
to provide real-time detection and response, which is critical
for preventing immediate financial losses or data breaches.

Challenges in ML-Based Solutions. ML-based solutions use Natu-
ral Language Processing (NLP) and machine learning techniques.
The challenges include:

e Data Availability: Significant amounts of labelled data are
required to train effective ML models, which can be difficult
to obtain due to privacy concerns and the scarcity of publicly
available datasets.

e Data Quality: The quality of training data directly impacts
the model’s effectiveness. Poor-quality data can lead to inac-
curate models that fail to detect sophisticated BEC attacks.

e Data Imbalance: BEC datasets often have an imbalance
between legitimate emails and fraudulent ones, which can
skew model training and reduce detection accuracy.

e Contextual Understanding: Existing ML approaches might
not adequately consider the semantic context or the sub-
tleties of language used in BEC scams, leading to potential
misclassifications [5, 7].

3.5.2 Challenges in Non-Technical Solutions. Non-technical solu-
tions are equally vital in combating BEC but face several hurdles,
primarily related to human factors and organizational behaviour.

Training and Awareness. The effectiveness of BEC detection heav-
ily relies on human intelligence and behaviour. The challenges
include:

e Training and Awareness: Employees may inadvertently
bypass security protocols due to a lack of awareness or under-
standing of BEC threats. Continuous and up-to-date training
programs are necessary but can face resistance from employ-
ees.

o Insider Threats: Employees with access to sensitive in-
formation can be manipulated or may willingly participate
in fraudulent activities. Detecting and preventing insider
threats requires robust monitoring and response strategies.

Organizational Culture and Compliance. The overall culture and
policies of an organization significantly impact the success of non-
technical measures. The challenges include:

e Compliance: Organizations must comply with various reg-
ulatory requirements related to data security and privacy.
Ensuring compliance while implementing BEC detection
measures can be complex, as it involves navigating different
legal frameworks and standards.
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e Security Prioritization: In environments where security
is not prioritized, employees are less likely to follow strin-
gent security practices. Balancing security with operational
efficiency is crucial, as overly stringent measures can hinder
business processes, while lax policies can leave the organi-
zation vulnerable.

Addressing the challenges of BEC prevention requires a multifac-
eted approach that combines technical and non-technical solutions.
Both human and technological factors must be considered to de-
velop effective strategies against this persistent threat.

4 Validation of the Proposed Taxonomy

In evaluating the quality of a taxonomy, two critical factors are
its level of detail and its adaptability. Consequently, we assessed
our proposed taxonomy for BEC attacks by examining its perfor-
mance and how it influences the notation of BEC phishing attacks.
To validate the proposed taxonomy, we employed a multi-faceted
approach that included a thorough literature review and case study
analysis.

4.1 Literature Review

To validate the proposed taxonomy, a comprehensive literature re-
view was conducted. This review aimed to ensure the completeness
and accuracy of the taxonomy by cross-referencing its components
with existing research on Business Email Compromise (BEC). The
literature review involved the following steps:

4.1.1 Selection of Sources. A variety of sources were selected, in-
cluding academic papers, industry reports, and white papers. Key
databases such as IEEE Xplore, Google Scholar, and Web of Science
were used to search for relevant studies. Keywords such as "Busi-
ness Email Compromise,' "BEC fraud" and "BEC countermeasures"
were employed to identify pertinent literature.

4.1.2  Analysis of Literature. The selected studies were analyzed to
identify the key components of BEC attacks, detection techniques,
countermeasures, and challenges. The findings from these studies
were then mapped to the categories defined in our taxonomy.

Non-Technical Solutions. Several studies confirm the importance
of non-technical solutions in combating BEC fraud. We can clas-
sify these studies into three main categories: awareness training,
human verification, and policies. Awareness training is critical for
educating employees about phishing and BEC fraud. For instance,
Mansfield-Devine [12] and Binks [3] highlight the role of awareness
training in helping employees recognize and respond to phishing
attempts. Human verification involves practical approaches to miti-
gate risks. The FBI [6] and Meyers [13] suggest methods such as
implementing multiple sign-offs on significant transactions and re-
quiring human verification to ensure the authenticity of emails and
transactions. Policies provide a structured framework to prevent
BEC fraud. Ross [17] and Zweighaft [22] discuss the effectiveness
of simulated assault training and comprehensive training programs,
while Burns et al. [4] proposes establishing a business governance
framework for high-value email transactions. These policies add
layers of verification and establish protocols to prevent fraudu-
lent activities. These non-technical measures align well with the
"Non-Technical Approach" section of our taxonomy.
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Technical Solutions. Technical solutions for BEC detection can
be divided into Non-ML-based and ML-based categories.

Non-ML-based Solutions: Several studies have focused on
non-ML-based solutions, highlighting the practicality of methods
such as checksum and intrusion detection systems. Teerakanok et
al.[19] describe a method using checksum to verify the authenticity
of invoices, offering a solid defence against bogus invoice schemes.
Additionally, Sahoo and Rajitha [18] propose an intrusion detection
strategy to distinguish fake emails from legitimate ones, providing
an effective non-ML-based solution for BEC detection.

ML-based Solutions: Machine learning and natural language
processing (NLP) techniques have been extensively applied to BEC
detection. Maleki [11] employs K-means clustering and sentiment
analysis to identify BEC emails, showcasing the potential of cluster-
ing techniques in cybersecurity. Cidon et al.[5] propose a two-stage
ML approach that integrates metadata and textual analysis for real-
time BEC detection, confirming the importance of multi-source data
integration. Vorobeva et al.[21] using NLP techniques, such as TF-
IDF and k-means clustering, to detect BEC patterns, demonstrating
the effectiveness of NLP in identifying fraudulent emails. Almutairi
et al.[1] introduce a transformer-based method combining BERT
and BiLSTM, focusing on the linguistic properties of emails to de-
tect BEC attacks with high accuracy. Their approach outperforms
state-of-the-art solutions, achieving a detection accuracy of 99%.
These studies collectively support the technical approaches outlined
in our taxonomy, highlighting the effectiveness of both ML-based
and non-ML-based solutions in combating BEC fraud.

Challenges. Several studies have identified significant challenges
in combating Business Email Compromise (BEC). Real-time detec-
tion remains a formidable challenge, necessitating robust and adap-
tive systems capable of responding to rapidly evolving threats. The
availability, quality, and imbalance of data are critical factors that
significantly influence the effectiveness of BEC detection methods
[1]. High-quality, comprehensive datasets are essential for train-
ing effective machine learning models, yet such datasets are often
scarce due to privacy concerns and the proprietary nature of cor-
porate data. In addition to technical hurdles, the human element
introduces further challenges. Effective BEC mitigation requires on-
going training and awareness programs to educate employees about
potential threats. However, insider threats—where employees may
intentionally or unintentionally compromise security—and varying
levels of compliance across organizations complicate these efforts.
Nehme and George [14] and Lazarus [10] discuss how these human
factors, combined with organizational culture and behaviour, play
a crucial role in the overall security posture against BEC attacks.
Overall, addressing the challenges associated with BEC requires
a multi-faceted approach that integrates advanced technical solu-
tions with comprehensive human-centric strategies. Ensuring the
seamless interplay between technology and human vigilance is
vital to enhancing organizational resilience against BEC threats.

The literature review confirms the comprehensiveness and ac-
curacy of the proposed taxonomy. By aligning existing research
findings with the taxonomy’s components, we have shown that
it is well-founded in current BEC knowledge. This validation en-
sures the taxonomy’s robustness and reliability for guiding future
research and practical applications in combating BEC fraud.
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4.2 Case Study 1: Treasure Island Homeless
Charity

This case study evaluates the effectiveness of our proposed BEC
taxonomy in analyzing a real-world incident involving Treasure
Island Homeless Charity [20]. The study aims to demonstrate the
taxonomy’s applicability, effectiveness in categorization, and its
role in understanding BEC incidents.

4.2.1 Case Study Overview. In June 2021, Treasure Island, a San
Francisco-based homelessness charity, fell victim to a severe BEC
attack resulting in a loss of $625,000. Over the course of a month,
cybercriminals infiltrated the organization’s bookkeeper’s email
system. They exploited this access to manipulate a legitimate in-
voice from one of Treasure Island’s partner organizations. Conse-
quently, the charity inadvertently transferred funds intended for
the partner directly into the hackers’ bank account.

4.2.2  Application of the Taxonomy. Using our proposed BEC tax-
onomy, we categorized the incident as follows:

e Anatomy: The attack involved email infiltration and manip-
ulation of financial transactions via a bogus invoice.

e Detection Techniques: The attack went undetected until
after the funds were transferred, highlighting deficiencies in
anomaly detection systems.

o Countermeasures: Post-incident recommendations include
implementing multi-factor authentication (MFA), enhancing
email security training, instituting robust verification pro-
cesses for financial transactions, and acquiring cybercrime
insurance.

e Challenges: Challenges included sophisticated manipula-
tion of invoices, delayed detection, and the nonprofit sector’s
limited cybersecurity resources.

4.3

This case study assesses the application of our proposed BEC tax-
onomy in a real-world scenario involving an insurance broker firm
[9]. The aim is to illustrate the taxonomy’s effectiveness in catego-
rizing BEC incidents and enhancing understanding and prevention
strategies.

Case Study 2: Insurance Broker Firm

4.3.1 Case Study Overview. As a specialist firm providing insur-
ance advice for high-value business mergers and acquisitions, Kroll’s
client processes a wealth of sensitive data. Despite maintaining high
security, the firm discovered it had been compromised by a cyber-
criminal and used it as a platform to launch a BEC attack aimed
at tricking one of its clients into paying nearly £300,000 into an
alternate bank account. The attack was detected before any pay-
ment was made. Kroll conducted a forensic investigation, revealing
that the attack began with a successful phishing attempt six weeks
prior [9].

4.3.2  Application of the Taxonomy. Using our proposed taxonomy,
we categorized the incident as follows:

e Anatomy: The attack began with a phishing email, leading
to email rule manipulation and spoofing to trick the client
into making a payment.
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e Detection Techniques: The vigilant verification process
by the client’s staff and the forensic investigation by Kroll
helped detect the attack before any financial loss occurred.

e Countermeasures: Post-incident, the insurance broker im-
plemented MFA, locked down compromised accounts, and
enforced security protocols as recommended by Kroll.

e Challenges: The primary challenges included sophisticated
phishing tactics, convincing spoof emails, and continuous
efforts by attackers to conceal their actions.

4.4 Results

The efficacy of the proposed taxonomy is confirmed through a com-
prehensive literature review and case studies, which validate its
comprehensiveness and accuracy. By mapping the findings from
existing research to the taxonomy’s components, we have demon-
strated that the taxonomy is grounded in the current body of knowl-
edge on BEC. This validation step ensures that the taxonomy is
robust and reliable for guiding future research and practical appli-
cations in combating BEC fraud.

Furthermore, The application of our proposed BEC taxonomy
to both case studies; Treasure Island Homeless Charity and the in-
surance broker firm—effectively categorized the elements of these
BEC incidents. The taxonomy provided a structured framework
for understanding the attack’s anatomy, the detection challenges
encountered, the countermeasures employed, and the specific chal-
lenges faced by different sectors. In the case of Treasure Island
Homeless Charity, the taxonomy helped to systematically catego-
rize the incident involving email infiltration and manipulation of
financial transactions via bogus invoices. The charity experienced
a significant financial loss due to the attack, but the taxonomy
facilitated a detailed analysis of the attack’s anatomy, detection
challenges, countermeasures, and sector-specific challenges. This
included recommendations for multi-factor authentication (MFA),
enhanced email security training, robust verification processes for
financial transactions, and cybercrime insurance. The charity also
faced challenges due to limited cybersecurity resources in the non-
profit sector. For the insurance broker firm, the taxonomy was
applied to analyze a BEC incident where phishing emails led to rule
manipulation and unauthorized wire transfers. The structured cat-
egorization provided insights into the attack’s anatomy, detection
challenges, countermeasures, and sector-specific challenges. This
included implementing advanced email filtering, regular security
audits, and employee training on recognizing phishing attempts,
while addressing the high value of transactions and the necessity
for strict compliance with regulatory standards.

Overall, the taxonomy systematically categorized the incidents,
offering clear insights into the attack methods, such as email infil-
tration, manipulation of financial transactions, and phishing emails
leading to rule manipulation. This structured categorization un-
derscored the taxonomy’s practical relevance and utility in real-
world scenarios, highlighting critical areas for improvement in BEC
prevention and response strategies. By applying the proposed tax-
onomy, both organizations were able to develop more structured
and comprehensive approaches to detecting and preventing BEC
attacks, enhancing their overall resilience against such threats.
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5 Conclusion

Business Email Compromise (BEC) represents a sophisticated form
of cyber fraud that poses significant risks to both businesses and
individuals, often resulting in substantial financial losses and data
breaches. This paper introduced a comprehensive taxonomy de-
signed to improve the understanding, detection, and countering of
BEC attacks. By classifying BEC incidents based on their anatomy,
methods, strategies, targets, countermeasures, and associated chal-
lenges, the taxonomy provides a detailed and structured framework.
The proposed taxonomy offers a clear and structured reference that
strengthens both academic and practical approaches to combat-
ing BEC. Its validation through literature review and case studies
underscores its applicability and relevance in real-world scenar-
ios, demonstrating its potential as a reliable framework for further
research and practical applications. By systematically reviewing
existing literature, this study clarifies the terminology associated
with BEC and guides future research and practical implementations.
The findings from this taxonomy can be utilized to develop more
effective defense mechanisms against the evolving threat of BEC,
ultimately contributing to improved cybersecurity practices. Future
research should focus on advancing detection techniques and pre-
ventive measures, integrating the taxonomy into existing cyberse-
curity frameworks to bolster organizational resilience against BEC
threats. This taxonomy serves as a foundational tool for researchers,
practitioners, and policymakers, facilitating a better understanding
and mitigation of the risks associated with BEC. By contributing
to the broader effort of securing digital communications and pro-
tecting sensitive information, this taxonomy plays a crucial role in
enhancing overall cybersecurity.
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