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This study focuses on the utilization of unmanned aerial vehicles (UAVs) in internal safety operations,
specifically border patrolling. The objective is to explore a stochastic navigation strategy for UAVs that
maximizes the probability of success in the face of uncertainty in intruder movement. A fully autonomous
UAV algorithm is developed and tested through simulation in border violation scenarios. The algorithm
enables the UAV to autonomously search, pursue and defend the area against intruders. By utilizing
simulation optimization methods as simulated annealing, stochastic Nelder Mead and radial basis function,
the movement strategy of the UAV is discovered in stochastic environments. The results showcase the
effectiveness of the algorithms in scenarios where limited information about the intruder’s movement is
available. The developed mathematical tools hold applicability in various real-life contexts, in defence
and security operations. This research contributes to the field of surveillance strategies by presenting
a sophisticated approach to enhance UAV navigation in uncertain environments, ultimately improving
mission success rate.
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1. Introduction

Unmanned aerial vehicles (UAVs), commonly known as drones, represent a category of aircraft that can
undertake flight missions without the need for a human pilot on board. This confers UAVs numerous
advantages, rendering them highly suitable for a diverse range of applications. Notably, the absence
of human pilots obviates the risks associated with life-threatening missions, thereby ensuring the
preservation of human lives. Furthermore, this absence results in significant cost reductions, as the
requirement for personnel specifically designated for operation can either be eliminated or substantially
reduced. Likewise, the physical and psychological exertion of staff members is reduced as well, as
they are no longer required to be physically present during the operations. Consequently, limitations
stemming from human fatigue can be mitigated through the utilization of UAVs. In addition to their
operational benefits, UAVs also exhibit enhanced flexibility compared to traditional manned aircraft
due to their compact size, heightened manoeuvrability and portability. While UAVs have seen a rapid
increase in civilian applications, particularly in logistics where they are revolutionizing last-mile delivery
(Demir et al., 2022), our focus in this study primarily centers on their military applications. As a
consequence, UAVs can effectively undertake a wide array of military and civilian missions that are
either too hazardous or logistically impractical for human involvement.

UAVs have steadily evolved to become a standard component of military forces, as demonstrated
by their extensive deployment in contemporary conflicts such as the Russia—Ukraine war, Sherman
(2023) and the Nagorno-Karabakh conflict, Hecht (2022). They can perform complex tasks, such as
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reconnaissance missions, espionage activities, target detection and engagement, and even search and
rescue operations in front-line environments. Integrating UAVSs into these applications also enhances the
speed and effectiveness of data collection, thereby increasing the mission’s success rate.

The Congressional Research Service (CRS), Haddal & Gertler (2010), highlighted that UAVs could
address gaps in border surveillance by enhancing coverage along remote sections of US borders.
Similarly, the UK Border Force employs UAVs named ‘Watchkeeper’ to aid in border patrol operations
and surveillance in the English Channel, specifically targeting small boat crossings, (UKC), (Wat.).
However, limitations in extensive testing along borders and potential accidents resulting from the loss
of control or interference between the UAV and remote control pilot pose challenges. Additionally,
the psychological impact on drone pilots, witnessing the consequences of their attacks through UAV
cameras, has raised concerns about mental health issues such as post-traumatic stress disorder, depression
and fatigue, Asatryan & Kalpakian (2021).

Consequently, there is a growing demand for autonomous UAVs, driven by military requirements
and research. As an example, the UK Ministry of Defence employs already the UAV ‘Taranis’, which
operates without human interference, relying on self-navigation and target search capabilities, (Ter). In
line with this trend, the objective of this project is to create an algorithmic framework for self-navigation
of fully autonomous UAVs capable of taking independent actions and testing this framework through
simulation in a border control scenario.

In many missions, UAV's must visit specific points or cover designated areas to fulfil their objectives.
In the case of border surveillance, UAVs can play a crucial role in detecting border violations promptly,
allowing timely and necessary actions to be taken. By automating navigation decisions through algorithm
development, UAVs can efficiently scan regions before deploying personnel and vehicles if required.

However, in real life, some known and unknown parameters like weather conditions, flight dynamics,
adversarial actions, etc., influence UAV’s navigation strategy which adds complexity and uncertainty to
the underlying routing problem. In this research, border patrol operations with UAVs, uncertainty arises
from the moving pattern of illegal entrants to the protected border area.

This research aims to establish a novel approach to border defence with UAVs. The primary
objective is to pursue and detect moving intruders attempting to breach the border. To simulate real-
world scenarios, we consider a situation in which multiple attackers sequentially attempt to pass the
border, i. e. we consider a sequential evasion-pursuit game. The attackers themselves may utilize
stochastic movement patterns to avoid UAV detection, as otherwise UAV operators can quickly learn
and consistently counter their strategy. Likewise, a deterministic search strategy for intruders is alone
not sufficient for addressing the problem. Attackers may employ tactics such as using a vehicle as bait
to learn the UAV’s deterministic strategy and subsequently optimize their movement patterns to evade
detection. Hence, a stochastic search pattern or mixed strategy will be considered.

Our research makes significant contributions to the field of UAVs navigation. In contrast to existing
studies that predominantly concentrate on deterministic models or limited stochastic considerations,
our work delves directly into the probabilistic movement of UAVs while considering the stochastic
movement of the targets. We introduce a novel mathematical framework that employs probability vectors
to model the stochastic nature of UAV movements. By doing so, we contribute to the advancement of
stochastic control strategies tailored for UAV navigation. This mathematical innovation allows us to
address uncertainties in real-world scenarios where UAVs move with probability distributions rather
than predefined deterministic paths. The integration of probabilistic movement models enhances the
robustness and adaptability of UAVs in dynamic environments. Furthermore, our research provides
insights into the mathematical intricacies of optimizing UAV trajectories under uncertainty, aiming to
pave the way for more effective and resilient autonomous UAV operations in complex and unpredictable
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settings. Thus, the project’s main focus is to explore stochastic pursuit strategies for UAV navigation.
This strategy aims to maximize the probability of mission success.

The rest of the paper is organized as follows. Section 2 situates the current study within the broader
literature, highlighting its contribution to the existing body of knowledge. In Section 3, we outline the
stochastic pursuit problem with UAVs, while introducing the simulation model employed in our research.
The optimization methods utilized to obtain a solution for the problem are discussed in Section 4.
Detailed descriptions of the computational experiments, along with the corresponding experimental
results with a comprehensive analysis of the results, are presented in Section 5. Finally, Sections 6
and 7 describe the prospective future research and provide managerial insights for potential real-world
applications, respectively.

2. Literature review

Border surveillance is a critical aspect of national security, and advancements in surveillance technolo-
gies, particularly in the use of UAVs have garnered significant attention in recent years. We aim to provide
a summarized overview of the existing research in this domain.

Path planning for UAVs can be a good point to initiate this investigation, as it plays a pivotal
role in border surveillance missions. Researchers have explored various optimization techniques to
improve UAV movements. Notable approaches include Mixed-Integer Linear Programming, Pereira
Coutinho et al. (2019); Fiigenschuh er al. (2021), Genetic Algorithms, Chen ef al. (2016) and Ant
Colony optimization, Yakici (2016). To gain a comprehensive understanding of the research landscape
in UAV routing, taxonomic reviews serve as valuable sources of information Thibbotuwawa et al.
(2020a), Coutinho et al. (2018). These reviews provide systematic classifications of different UAV
routing algorithms.

In this study, we focus on incorporating uncertainty in target motions into UAV routing and trajectory
optimization. Neglecting even small uncertainties can lead to significant implications in real-life UAV
applications, especially those involving critical tasks, Ben-Tal ez al. (2009). Most of the studies on UAV
routing primarily concentrated on including uncertainties related to weather conditions, particularly
wind speed and direction. Notable research by Kim et al. (2018) and Thibbotuwawa et al. (2020b)
considers variations in flying time due to temperature changes and uncertain wind direction and speed.
Additionally, Wang et al. (2017) and Zhu et al. (2014) have integrated uncertainty arising from enemy
weapon deployment and radar detection directly into the UAV routing problem, and consider multiple
objectives, mission duration, mission threat and fuel consumption.

While the literature demonstrates interest in finding robust and agile solutions for UAV navigation
under uncertainties, a limited number of studies explore uncertainties arising from target movements.
Despite their valuable contributions, uncertainties resulting from target movement and UAV knowledge
gaps remain largely unexplored. Our work aims to bridge this gap and propose an approach aiming to
improve an approach for stochastic movement of the UAV.

Chen et al. (2015) and Zhen et al. (2020) offer important accounts into considering uncertainties
in target location and state in mission environments and dynamic mission scenarios, respectively.
Moreover, Fan et al. (2016) address embedded environmental uncertainties in UAV dynamic path
planning problems based on target detection probability. However, the proposed methods in these studies
either employ genetic algorithms or particle swarm optimization, justifying further investigations into
improved performance.

Certain studies in the literature have investigated UAV routing problems to detect or capture targets,
adopting the Pursuit-Evasion games framework. In these scenarios, UAVs are considered as pursuers,
while the targets act as evaders, aiming to evade detection or capture by the UAVs. A basic introduction
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to Pursuit-Evasion games can be found in Alpern & Gal (2003), Chung et al. (1988). Kalyanam et al.
(2020) address a discrete pursuit-evasion game, employing graph search techniques when UAVs search
for targets with known constant speed. Information was obtained through sensor readings, enabling past
moves of the target to be considered. Salmon et al. (2020) focused on a border-defense scenario, where
UAVs sought to capture two intruders with complete information about their positions. Pachter et al.
(2020) expanded this to include multiple pursuers and a single evader, while Garcia ef al. (2021) tackled
multiple pursuers and multiple evaders, similar to a multi-player version of Salmon er al. (2020)’s
border-defense game.

Despite their coherence with the problem framework in our study, the complete information used in
these works differs from our intention to deal with uncertainties. In contrast, Munishkin et al. (2020)
present a study closer to our perspective, wherein a team of UAVs searches for multiple moving targets.
Each UAV knows the starting locations and headings of ground vehicles but lacks information about their
navigation plans. The study models target movements as stochastic processes, transforming the problem
into a continuously operating dynamic system requiring the solution of a stochastic optimal control
problem. While we aim to advance stochastic control strategies for UAV navigation, our focus differs,
as the stochasticity not only sources from target movement but also from UAV’s stochastic movement.

In conclusion, UAV navigation has been thoroughly examined in various studies, with albeit limited
focus on including uncertainties in UAV routing, especially in UAV’s movement. Table 1 provides a
comprehensive summary of related literature pertaining to our problem, revealing a notable scarcity in
consideration of the stochastic movement of UAVs. The growing interest in self-navigated UAVs for
fully automated operations and rapid response in dynamic environments emphasizes the need for a more
concise understanding of stochastic UAV navigation. Our research aims to bridge this knowledge gap
and make contributions to this emerging field by considering diverse scenarios.

3. Stochastic pursuit with UAVs

In this section, we formally introduce the problem considered, Stochastic Pursuit with UAVs. In our
problem, we have intruders attempting to cross a protected border area while being monitored by a
UAV or a fleet of UAVs. The UAVs are responsible for pursuing and detecting the intruders before they
successfully pass the border or before the UAVs reach their flight time limit. However, the UAVs have
limited information about the intruders’ movement patterns. Given the stochastic nature of the intruders’
movements and the recurring sequential nature of the problem, the UAV needs to develop a stochastic
strategy to effectively detect intruders and complete missions within the allotted time. Our objective is
to find a strategy that maximizes the probability of intruder detection by the UAVs.

Let G = (V,E) be a lattice graph with vertices defined by the pair of integers (x,y) where x =
0,1,...,mandy =0, 1,...,I Here, m corresponds to the width and / the length of the lattice graph. We
denote by E C V x V the edge set of the graph.

During a mission, UAVs and intruders make a simple random walk on V. At step number n, a
random step X, can take values in {Ze;, £e,} where e}, e, are the coordinate vectors (0, 1) and (1,0),
respectively. In this way, UAVs and intruders can only move to adjacent nodes at every time step. We
denote the set of nodes adjacenttoav € Vby N(v) = {n € V | {v,n} € E}. For a given UAV or intruder,
for each random step X,, we have given probabilities py, pg, ps, py as follows:

P(X, = e;) = P(moving North) = py,
P(X” = —gl)

P(moving South) = py,
P(X, = e,) = P(moving East) = p,
PX, = —e,) = P(moving West) = py,.
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6 B. BISKIN ET AL.

Here we note that for the time being these probabilities py, pg, pg, py are independent of n but can
change from one UAV or intruder to the next. We define by the set of all probabilities as

P:={p= (py.pe.Ps:Py) € R | py +pg + s+ Py = Lpy.pe.Ps: Py = 0} 3.1

and note that we have been given a p € P for each UAV and intruder.
We further define the set of all (infinite) paths or walks in the graph G starting at the node w € V by

QW) :={r=)ien | v; € V,viy | € N(v) Vi, vy = w} 3.2)

For given vy € V and p € P we can now define a random path in £2(v,) recursively in the usual way:
atstept € N, we randomly choose a direction W, E, S, N with probabilities given by p = (py, pg. Ps» Pn)»
and then move to the corresponding neighbouring node in this direction. If we are at the border of the
lattice graph (i. e. the node v at which we are at present has at least one of the coordinates 0, m, or £)
we will proceed as follows. Suppose we are at the western boundary of the graph. We will then draw a
probability according to (0, pg +pw, Ps, Py), 1. €. the probabilities to move north or south are unchanged,
but otherwise, we move eastwards. The other boundaries are treated likewise.

With this, we have endowed the set §2(v,) with a probability distribution P = P(p), depending on
the given vector p € P. A random walk is now a realization of a random variable from £2(v,) according
to the distribution [P(p). We can construct such random walks iteratively by walking along nodes in G,
randomly choosing a direction in each step, as described above.

Suppose now that we have been given u,,vy € V, p,q € P, providing us with two probability
spaces (§2(ug),P(p)) and (£2(vy),P(q)). Let there be given two realizations Sp € 2(uy), ¢ € 2(vy),
drawn from their respective distributions. Interpreting these two random walks as movement paths of
two entities, say a UAV and an intruder, we can ask: what is the first time the UAV ‘sees’ the intruder, i.
e. when is the UAV in a neighbourhood of the intruder. This gives rise to the function

F(&,5,) = inf(k | £,(Kk) € N(, (k). (3.3)

Obviously, f(-, -) is arandom variable on (£2 (u), P(p)) x (£2(vy), P(q)). We are interested in the average
time it takes to ‘detect’ an intruder by being in the corresponding neighbourhood, and set

F(p.q) := E[f(,, ¢))] (3.4)

For a given but unknown vector g we can now interpret p as a vector of decision variables; one of the
objective functions we want to consider is then F(:, g), the average of the time it takes to detect an
intruder. Note that this is simply the objective easiest to introduce; in our numerical experiments, we
will consider other objectives, to be introduced below.

To compute an approximation to F(p, g), we will use the standard sample averaging approach: for
given p,q € P, draw realisations E;SS) € £2(ugy), §(S) € £2(vy), (s = 1,...,S) independently from each
other and approximate

1 S
Fip,q) ~ < 2 &6, (3.5)
s=1
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Algorithm 1 Simulation process

1: input: [py, pg,ps.Pyl, S and L

2: fori < 1toSby 1do

3 assign UAV starting location to u, =0
4 while Success[i] < 1 and r < L do

5: UAV makes a random move
6

7

8

9

t=t+1
if intruder is in UAV’s detection range then
UAV detects the intruder
Run[i]=t
10: Success|[i]=1
11: end if
12: end while
13: end for

N
14: calculate PoS = é Z‘i Success[i]
1=

S
15: calculate number of Successful Runs, NSR = > Success[i]
i=1
NSR
16: calculate expected number of steps, ﬁ > Runli]
i=1

As usual, we call drawing s{ss)’gq(s) and computing f (E[ES), ;'q(s)) a simulation; consequently, S is the

number of simulation runs.

The overall simulation process is shown in Algorithm 1, p. 7. Following the completion of each
mission simulation run, a successful outcome is recorded if the UAV detects the intruder within L steps,
and the time taken to detect the intruder, T, is assigned as t. The total number of successful simulations
is denoted as NSR.

For a given probability vector p we consider S simulation runs. After S simulation runs, we calculate
our key performance indicator, the proportion of successful runs. This provides us with an approximation
to the probability of the UAV being successful in detecting an intruder, given the probabilities defined
by P.

We now describe some elementary extensions to our model above.

1. Usually, there will be a limited number of time steps for which a UAV can move. Let us denote
this number by L. If the intruder is detected before time L, this simulation run is called a successful
run.

Let g be the function counting if a simulation run (a random walk) in which UAV detects the
intruder in time:

1, it F(p,q) <L,

0, otherwise. (3.6)

g,q,L) =
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The proportion of successful runs can be seen as the Probability of Success (PoS) of a mission,
given p and g. As above, this proportion can be approximated by sample averaging, i. e.

S
1
PoS(p,q) =~ 3 E (&p.q.L). (3.7)
s=1

One optimization problem we will consider below is then to maximize our PoS, i. e.

max PoS(p, q), 3.8)
peP

where will approximate PoS(p, g) as above.

. We assume in general that UAVs are always faster or equally fast as intruders. With

d of UAV
p= O AL (3.9)
speed of intruder

we can easily extend our model by having the intruder make a random step only every r time step
on average. Situations in which the intruder is faster than a UAV can of course be accommodated
similarly.

. In many cases the intruder will not be able to walk along an arbitrary random path (i. e. over open
terrain) but will instead be constrained to a certain set of pathways. We can model this situation
by drawing ¢(q) not from £2(vy) but from a subset w(vq) C $2(vy), which can for example be
determined in a preprocessing step. If w (v;) is finite we can equip it with the uniform distribution
to draw a ¢. This case can easily be extended to the situation where we have given several entry

. 1.2 k ‘
points vy, Vg, . . ., v and draw ¢ from (J; @ (vf).

. Itis straightforward to extend our model to the case of several UAVs trying to detect an intruder,
by defining several functions f; (one for each UAV) and modifying the definition of F and g
accordingly.

. Instead of considering only one vector of decision variables p € P we can also consider the
situation in which several probability vectors p1, p@® ... p™ are considered for one UAV. The
UAV follows a random path according to the vector p(1). After a fixed number of steps, or after a
certain event occurs, the UAV then follows a random path constructed according to p(z), and so
on. We can then aim to optimize over all vectors p, resulting in a problem with 4N variables.

. In practice, UAV control will take information from ground-based resources into account. Con-
sider a sensor placed at a particular grid point v. We can then consider modifying our simulation
setup in which the sensor alerts the UAV as soon as an intruder enters the neighbourhood N(v) of
the sensor. The UAV then moves to the sensor location and continues searching from there.

. UAVs have a detection range R > 0. If at some time step, an intruder has a distance of R or less
to a UAV, the intruder is detected. It is assumed that a UAV’s sensor is a ‘perfect’ sensor, which
always detects the intruder if it is in the predefined radius R. A representation of mission area and
assumptions are given in Fig. | where red dots around the UAV represent the possible next move
locations for the UAV and shaded circled indicates the detection range of the UAV.
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Fic. 1. Mission area and UAV movement representation.

8. For each intruder, there is a target set of locations that they are trying to reach. (A typical target set
might be one of the four boundaries of the embedded lattice graph or a subset thereof.) A mission
(i. e. a simulation run) is terminated under either one of these three conditions:

a. A UAV reaches its flight time limit, L.
b. An intruder reaches their target set.
c. A UAV detects an intruder.

The UAV mission is considered a failure if an intruder reaches their destination (i. e. they
successfully evaded being captured), or if a UAV exceeds its flight time limit without detecting
the intruder. In all other cases, the mission is considered a success. The function g is modified
accordingly.

4. Optimization methods

Suppose we have a given mission profile, which includes the probability vector g of an intruder and
all other parameters of the model. We are now interested in maximizing the probability of successfully
interdicting the intruder, PoS. We optimize over the set P of probability vectors that govern the flight of
our UAV.

For this problem, we investigate three optimization techniques suitable for simulation-optimization
that we have tailored to suit our problem scenarios: Simulated Annealing (SA), Delahaye et al.
(2019), Stochastic Nelder—-Mead (SNM), Chang (2012) and the radial basis function (RBF) method,
Gutmann (2001). Our aim is to identify the most efficient and effective algorithm that will enable us to
find the best feasible solutions for our problem.
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We conducted extensive parameter tuning experiments to determine good settings for each of the
methods. In these experiments, the parameters were systematically adjusted and their effects on the
performance metrics, specifically the PoS, were evaluated. Following this, the parameter configurations
that consistently produced the highest PoS values in various scenarios were chosen for each solution
technique.

For a detailed explanation of the parameters of the SA method, we refer to Delahaye et al. (2019). This
method have been used in various works for solving vehicle routing problem, e.g. De Frutos & Casas-
Meéndez (2019). We have chosen the most relevant parameters for our problem as follows: an initial
temperature of 100, a cooling schedule with a cooling rate of 0.90 and a search for eight neighbours at
each temperature.

The SNM Algorithm and its parameters are described in Chang (2012). We choose parameter values
as follows: o and A are randomly assigned in each iteration, § is set to 0.25, the probability of local
search is 0.25 and the probability of global search is 0.75.

The RBF approach is a response surface method. We briefly describe this approach below.

RBF was first introduced by Gutmann (2001) as a method for finding the global minimum of a
continuous non-convex function within a compact subset of R¢. When dealing with global optimization
problems involving noisy or computationally expensive functions, traditional stochastic methods tend to
have a slow convergence rate. To address this, RBF uses interpolation to define a smooth utility function
that facilitates the search for a global optimum.

To customize the RBF method for our specific problem, we select a family of RBFs as given in
Equation 4.1:

bf(p) = > Wi llp—p; 1P log Il p— p; |l 4.1)

i=1

Here, the p; are points of the underlying domain where the function value of actual objective
function that we are trying to optimize is known or has been approximated. (I. e. for each i we have
Pi = (PwiPE»Ps,i»Pn,)» and for these given probabilities we have computed the average success
rate PoS; of the UAV.) The weights W, are chosen in such a way that rbf (p;) = PoS;. We refer to
Gutmann (2001) for details. The overall algorithm is described as in Algorithm 2.

We use Latin Hypercube Sampling, (McKay et al. (2000)), to generate 20 feasible starting solutions
for the algorithm.

After a thorough evaluation of the three optimization techniques SA, SNM and RBF, we have chosen
to employ RBF for our specific problem. RBF proves to be the most suitable option for handling
our stochastic objective functions, which involve noisy and expensive-to-evaluate simulations. RBF
outperforms the other two methods by providing better results in a shorter time frame. A detailed
numerical comparison is provided in the next section. Its ability to efficiently handle noisy objective
functions and converge to global optima makes the RBF method an ideal choice for our optimization task.

5. Computational experiments and numerical results

To gain further insights into our approach, we created a mission area using a map of the University of
Southampton’s Highfield campus. We considered a rectangular mission area, oriented north—south and
east—west, containing Highfield Campus. The shaded area in Fig. 2 represents the campus as defined
by the Open Street Map, while the straight lines mark the boundaries of our mission area. The resulting
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Algorithm 2 Radial Basis Function Method

1: generate n feasible starting solutions, p;, i =1,...,n
2: create aset V = {p,...,p,} to store solutions
3: calculate PoS for n solutions via simulation and a performance indicator vector f =

(PoS(py), ..., PoS(p,))T

define the number of iterations K,

for k < 1to K do
calculate aj; for each i,j € {1,...,n}: aj, =|| pj =P ||2 xlog || pj =P [l
create a coefficient matrix A, ,, which A = (q; );;
solve the equation A x W = f, to find the coefficients W

n
9: define Radial Basis Function: rbf (p) = X" W; || p — p; K xlog || p —p; |l
i=1
10 minimize rbf (p) and find p, a new feasible solution
11: addptosetV

12: calculate PoS of p,, | := p and setf = (PoS(p)), ..., PoS(p, )T

® NN R

13: n<n+1
14: end for
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Fic. 2. Campus map and discretization.

rectangular area measures 610 m in length and 560 m in width. To discretize the campus area, we placed
a 2-dimensional grid over it, with each grid cell measuring 10 m in length and width. This configuration
results in a total of 56 cells in width (m) and 61 cells in length (/).

The determination of an adequate number of simulation runs and the assessment of optimization
method convergence are critical steps in our study. To achieve this, we establish a straightforward mission
setting featuring a stationary target, facilitating the calculation of the optimal PoS. This process is detailed
in Section 5.1. Our computational framework is flexible enough to allow for various augmentations
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12 B. BISKIN ET AL.

and additions that are of relevance for practical scenarios, see Section 5.2. We illustrate this by
also considering scenarios in which ground sensors can alert UAVs to the presence of intruders, see
Section 5.4.

All numerical experiments were conducted using the Python programming language within the
Spyder 4.2.5 environment. The experiments were performed on a MacOS operating system computer
equipped with a 1.4 GHz Intel Core i5 processor and 8 GB RAM.

5.1.  Stationary target and known optimal solution

For our experiments, the number of simulation runs (S) needs to be set. To obtain statistically relevant
results, known values of PoS are required for comparison with simulation outcomes. For this, we proceed
as follows. Consider a stationary intruder located at position (x, y) within the mission area, while the UAV
starts its movement from the origin (0,0) and L = (x+ y). To reach the intruder location in the minimum
number of steps with its current movement abilities, the UAV needs to move x units East and y units North,
taking a total of (x + y) steps. This implies that any movement direction of the UAV other than East or
North will result in a failure to detect the target. Therefore, when the probabilities for UAV movement
are represented as p = (0, pg, 0, py), the PoS can be computed using the binomial distribution. Here,
the probability of moving East, pg, serves as the ‘success’ probability, while the probability of moving
North, py, is considered the failure probability, equivalent to 1 — pg in terms of the binomial distribution.
Consequently, PoS represents the probability of achieving x successful trials out of (x + y) trials and can
be determined using Equation 5.1:

PoS = (x;ry)p’é(l —pE) 5.1

We can find probabilities pp and py which gives optimal PoS value with solving a nonlinear
optimization problem:

max PoS(p) (5.2)
peP
S.t.
ZpizlieW,E,S,N (5.3)
i
0<p,<lieW,ESN (5.4)

We conducted several numerical experiments with different UAV and intruder locations. With
optimal p values starting with a small number of simulation runs (e.g., 100), we calculated the
approximate probability of successfully detecting an intruder (PoS) using Equation 5.1. Subsequently,
we gradually increased the number of simulation runs in increments of 100 (e.g., 200, 300...., 1500,...,
10000) and recalculated the PoS value after each iteration.

The results of these numerical experiments revealed a consistent trend: as the number of simulation
runs increased, the calculated PoS value approached the optimal probability with greater precision.
Specifically, we observed that after 1500 simulation runs, the PoS value stabilized within the +0.001
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Fic. 3. Convergence mission setting.

v

interval of the optimal probability. This convergence behaviour demonstrates that conducting 1500
simulation runs ensures statistically meaningful results, as the calculated PoS value closely approximates
the optimal probability.

Afterwards, we held a simple experiment to see the convergence of the optimization methods to the
optimal value of p. We set the intruder into the location (5,5) where UAV is at (0,0) as seen in Fig. 3.
UAV’s detection range is set as R = 20m and the number of steps that UAV can make, L, is limited to 8
which is the minimum number of steps UAV needs to make to fall in the detection region. In Fig. 3, blue
and green points are the possible locations where UAV can detect the target. So, there are three different
ways for the UAV to detect the intruder: (1) moving 3 steps East, 5 steps North, (2) moving 5 steps East,
3 steps North and (3) moving 4 steps East, 4 steps North. The optimal PoS value is calculated as follows:

8 8 8
ros=(3) +ep s o+ () s 00 s 0+ (3) 00 20w 69

When Equation 5.5 is maximized subject to constraints 5.3 and 5.4, we find PoS* = 0.711 with
p* = (0,0.5,0,0.5). Our optimization methods SA, SNM and RBF are executed for 400 s with the
same mission setting. Table 2 illustrates RBF method is the one with the closest convergence while it is
followed by SA and SNM. Overall, the convergence of all methods is deemed satisfactory.

In the next sections, we investigate various scenarios of intruder behaviour. All scenarios assume
that the UAV is 10 times faster than the intruder, which is represented by the parameter ratio = 10.
Additionally, the UAV’s detection range is set to R = 20m. Parameters of the optimization methods are
set as given in Section 4.
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14 B. BISKIN ET AL.

TaBLE 2 Convergence experiment for the optimization methods

Method Best solution (W, E, S, N) PoS
Optimal [0, 0.500, 0, 0.500] 0.711
SA [0, 0.456, 0, 0.544] 0.709
SNM [0, 0.440, 0, 0.560] 0.692
RBF [0, 0.470, 0, 0.530] 0.711
N
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FiG. 4. Path options for the intruder.

5.2.  Several possible fixed paths for the intruder

In this mission setting depicted in Fig. 4, the intruder initiates its movement (assumably walking) from a
building in the East of the campus (indicated by a blue flag) and aims to reach the School of Mathematical
Sciences located in the West of the campus (marked with a red pin). The intruder has three potential paths
to choose from, which are randomly selected with equal probability.

Four scenarios are designed within this mission setting, each varying in the number of UAVs and
decision stages. Scenario 1 involves a single UAV starting from the South-West corner of the mission
area. In Scenario 3, an additional UAYV is introduced to the mission area, also based in the South-West
corner. Scenario 4 utilizes two UAVs, similar to Scenario 3, but with the second UAV commencing
its movement from the North-East corner. In Scenario 2, we optimize over two probability vectors
pD, p@ e P. Vector pV will govern the behaviour of the UAV during the first  time steps, and vector
p® will then govern the behaviour of the UAV during all remaining time steps. If UAV used half of its
allowed steps and still couldn’t find the intruder, we change the UAV movement vector from p(l) to p(z),
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TABLE 3 Mission setting scenarios

Scenario 1 Scenario 2 Scenario 3 Scenario 4

1 UAV at (0,0) 1 UAV at (0,0) 2 UAVs at (0,0) 2 UAVs at (0,0) and (56, 61)
1 decision stage 2 decision stages 1 decision stage 1 decision stage

4 decision variables 8 decision variables 8 decision variables 8 decision variables

peP pD p@ cp P @ e p pD p@ cp

TABLE 4  Experiments results of four different scenarios

Scenario Optimization PoS Best solution found, p (W, E, S, N) E[T]
method
Scenario 1 SA 0.261 (0.000, 0.267, 0.267, 0.466) 137.30
SNM 0.198 (0.239, 0.276, 0.191, 0.294) 300.58
RBF 0.336 (0.001, 0.626, 0.001, 0.372) 70.46
Scenario 2 SA 0.281 (0.000, 0.359, 0.168, 0.473), (0.150, 101.16
0.567, 0.016, 0.267)
SNM 0.278 (0.360, 0.433, 0.103, 0.104), (0.098, 126.29
0.487, 0.033, 0.382)
RBF 0.317 (0.001, 0.297, 0.701, 0.001), (0.001, 107.55
0.514, 0.001, 0.484)
Scenario 3 SA 0.380 (0.183, 0.317, 0.183, 0.317), (0.150, 181.04
0.417, 0.150, 0.283)
SNM 0.377 (0.241, 0.288, 0.189, 0.282), (0.116, 242.71
0.262, 0.263, 0.359)
RBF 0.562 (0.001, 0.620, 0.001, 0.378), (0.001, 70.35
0.628, 0.001, 0.370)
Scenario 4 SA 0.383 (0.150, 0.150, 0.283, 0.417), (0.250, 78.11
0.117, 0.383, 0.250)
SNM 0.534 (0.055, 0.152, 0.360, 0.433), (0.178, 104.86
0.049, 0.643, 0.130)
RBF 0.501 (0.001, 0.001, 0.658, 0.340), (0.233, 47.66

0.047, 0.719, 0.001)

so n is assigned as L/2. This dynamic alteration ensures adaptability in the UAV’s navigation strategy,
allowing for responsive adjustments. Table 3 provides an overview of the different scenarios considered.

For each scenario, the computational experiments are conducted using the three optimization
methods. In each objective function evaluation, the mission is simulated 1500 times for a given vector
of decision variables p. Table 4 presents the results of the optimization algorithms for the four different
scenarios. Each algorithm is allotted a runtime of 400 s at the end of which the top five solutions with
the highest PoS values undergo further analysis through an additional five simulation replications. The
average values of these replications are then assigned as the PoS and E[T7] for each solution. Subsequently,
the solution with the highest PoS value is deemed the best solution found. This iterative approach serves
to reduce noise in the PoS metric and enhance the reliability of the key performance indicator.
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a e

Fic. 5. Heatmaps for a simulation run (a) Scenario 1 (b) Scenario 2. The colour green represents areas least visited by the UAV,
while red represents areas most visited.

From the mission settlement, we expect UAVs to move in North and East directions aggressively to
detect the intruder. However since the UAV is accepted as faster than the intruder, the UAV might find
itself far more north than it is supposed to be for crossing with the intruder. Therefore, there needs to be
a positive probability assigned to some other directions for the UAV to detect the intruder.

As expected, in Scenario 1, all optimization methods show the pattern of UAV moving with the
highest probabilities towards East and North. Specifically, RBF outperforms the other two algorithms
with its highest PoS value accompanied by the lowest E[T] value.

In Scenario 2, which is the two-decision stage version of Scenario 1, in the first decision stage,
the UAV predominantly searches northwards, followed by the West and East directions. For the second
decision stage, the UAV increases significantly its movement to the North, with smaller probabilities
assigned to East and West to patrol the intruder’s possible path. An illustration of one simulation run
with the best solution given by the RBF method for Scenarios 1 and 2 is provided in Fig. 5. In the
heatmap, the colour green represents the areas least visited by the UAV, while red represents the most
visited areas.

It can be observed that in the second decision stage, the UAV limits its movement mostly to
movements towards North, West and East, and searches primarily northwards, thereby decreasing the
expected number of time steps to find the intruder. Similar interpretations can be made for Scenarios 3
and 4.

In all scenarios, the RBF algorithm efficiently optimizes the UAV’s movement probabilities, leading
to more effective intruder detection and mission completion and outperforms the other two optimization
methods, SA and SNM. By dynamically adjusting the probabilities at different decision stages, the UAV
can focus on critical areas and efficiently utilize its faster speed to intercept the intruder. As a result, the
algorithm improves the overall performance and success rate of the mission across different scenarios.

As one would expect, introducing decision stages and an additional UAV, especially when these start
their movements from different corners of the mission area, prominently increases the PoS of the mission.
However, more importantly, it is observed that the expected number of time steps required to detect the
intruder in a successful run, denoted by E[T1], is greatly impacted. When a secondary decision stage is
added or another UAV is employed, E[T] decreases by approximately 50%. Even if the probability of
successfully detecting the intruder does not increase significantly, these additional measures make the
detection process much faster.

In summary, the addition of decision stages and multiple UAVs not only improves the overall success
rate of the mission but also substantially reduces the time taken to detect the intruder in successful runs.
This improvement in efficiency is valuable, even if the increase in the PoS may not be substantial. The
combination of these factors enhances the overall performance and effectiveness of the solution approach.
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In the next section, we introduce an additional dimension to our mission setup by incorporating
ground sensors within the mission area. Ground sensors play a crucial role in border surveillance and
security operations, complementing the capabilities of UAVs in detecting and tracking intruders. By
combining the strengths of both UAVs and ground sensors, we aim to enhance the overall effectiveness
and efficiency of the surveillance system.

5.3.  Ground sensors included in the mission area

In the previous mission setup, the movement of any UAV was based solely on the information encoded
in the decision vector p (or p1 and p®, in case of a two-stage process), without taking any real-time
information about the intruder’s movement into account. To improve the mission efficiency, a ground
sensor is now introduced to the mission setting in this section. The sensor is located at grid point (48, 26)
and is assumed to be perfect, capable of detecting the intruder’s presence and immediately transmitting
this information to the UAV. UAV start its movement with p and upon receiving the signal from the
sensor, the UAV is directed to the sensor’s location in the amount of time required to reach the sensor
from its current location and then resumes its search, while the intruder continues its movement.

In the conducted experiments, we maintained the same mission setup and scenarios as described in
Section 5.2, with the addition of a ground sensor as described above to each scenario. The results of
these experiments are summarized in Fig. 5.

In Scenario 1 we have only one decision stage, but the UAV can receive a signal from a ground
sensor that an intruder has been detected in the vicinity of the sensor. The UAV then moves to the sensor
location and continues searching. Here, we consider only one probability vector p in our simulations.
In each simulation, the UAV moves randomly according to p until it receives the sensor signal or finds
the intruder. In the first case, it moves to the sensor location and continues to move randomly according
to the same vector p. In our scenario, the UAV prioritizes moving West with the highest probability,
followed by North. This behaviour aligns with our expectations since the UAV only receives a signal if
the intruder chooses to follow one of the top two paths as shown in Fig. 4.

In Scenario 2, featuring a two-decision stage, the best decision variables found to lead the UAV to
move towards the North East direction in the first decision stage to get closer to the possible paths. Upon
receiving the signal from the sensor, it then adjusts its movement to follow after the intruder, in the same
way as in Scenario 1.

For Scenarios 3 and 4, which involve two UAVs in the mission area, our algorithms optimize the
probability vectors of both UAVs, which can consequently take on different values. After optimization,
one UAV is directed towards the area where the possible paths begin, while the other uses a probability
vector aimed at following the intruder after receiving the signal.

As can be seen in Fig. 6, the integration of ground sensors into the mission area has proven to be an
effective means of enhancing the UAV’s decision-making process and mission efficiency for the mission
considered. The collaboration between UAVs and ground sensors enables more informed and precise
movement, leading to improved intruder detection and overall mission success.

Overall, as depicted in the graph in Fig. 6, RBF outperforms the other two methods in 87.5% of
the scenarios (7 out of 8), irrespective of whether information is available or not. Consequently, it
is determined to be the most efficient optimization method among the three considered. Therefore,
in subsequent experiments, including scenarios where the intruder moves randomly (as discussed in
Section 5.4), the RBF method exclusively is employed.
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Fic. 6. Comparison of PoS values found, with and without ground sensor, for all scenarios considered.

TABLE S5  Experiment results of four different scenarios with the ground sensor

Scenario Optimization PoS Best solution found, p (W, E, S, N) E[T]
method
Scenario 1 SA 0.517 (0.575, 0.309, 0.008, 0.108) 110.66
SNM 0.433 (0.454, 0.038, 0.200, 0.308) 95.03
RBF 0.567 (0.633, 0.001, 0.001, 0.365) 86.70
Scenario 2 SA 0.538 (0.013, 0.264, 0.010, 0.713), (0.417, 82.45
0.109, 0.160, 0.314)
SNM 0.527 (0.230, 0.524, 0.132, 0.114), (0.493, 88.69
0.149, 0.104, 0.254)
RBF 0.570 (0.001, 0.537, 0.390, 0.072), (0.660, 80.42
0.129, 0.001, 0.210)
Scenario 3 SA 0.570 (0.142, 0.441, 0.142, 0.275), (0.417, 109.17
0.150, 0.150, 0.283)
SNM 0.597 (0.439, 0.237, 0.140, 0.184), (0.481, 104.57
0.195, 0.073,0.251)
RBF 0.684 (0.001, 0.361, 0.216, 0.422), (0.716, 90.94
0.001, 0.005, 0.278)
Scenario 4 SA 0.469 (0.500, 0.367, 0.033, 0.100), (0.034, 150.02
0.233, 0.233, 0.500)
SNM 0.622 (0.454, 0.235, 0.088, 0.223), (0.620, 91.78
0.088, 0.022, 0.270)
RBF 0.673 (0.103, 0.267, 0.269, 0.361), (0.691, 100.31

0.009, 0.001, 0.299)

5.3.1. Effect of ratio and detection range (R) on PoS. The ratio parameter indicates the speed
difference between the UAV and the intruder, where a ratio of 10 implies that the UAV covers 10 units
of distance for every unit the intruder moves. Parameter R defines the detection range of the UAV. For
instance, a radius of 20 signifies that the UAV can detect objects within a circular area with a radius of

20 m centred around the UAV.
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Fic. 7. Effect of ratio and radius on PoS (without information).
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Fic. 8. Effect of ratio and radius on PoS (with information).

To evaluate the impact of ratio and radius on PoS, we utilize the best probability sets obtained in
previous experiments for the Scenario with three methods, see Tables 4 and 5. The simulation methods
run for 100 iterations with these probabilities, and the results showcase the PoS values across different
ratio and radius values. Figures 7 and 8 depict that increasing the ratio and radius has a notably positive
effect on PoS for both cases with and without information. The UAV must maintain a speed that is
more than double the expected speed of the intruder to have any chance of detecting it under the given
conditions.

5.3.2. Effect of heterogenous mission area on PoS. The effect of a heterogeneous mission area on
PoS is an important consideration in UAV navigation and surveillance. In scenarios where the mission
area exhibits variations in terrain, obstacles or environmental conditions, the PoS can be significantly
influenced. Such heterogeneity can impact the UAV’s ability to effectively detect intruders, as it may
encounter challenges such as limited visibility, restricted access to certain areas or unpredictable terrain
features. Therefore, investigating the effect of heterogeneity on PoS provides valuable insights into
the performance and robustness of UAV navigation strategies in real-world scenarios. Additionally, it
is observed that heterogeneity often decreases the PoS, highlighting the need for further analysis to
understand the underlying factors and potential mitigation strategies. Further research in this area can
contribute to the development of more effective UAV navigation algorithms tailored to heterogeneous
mission environments.

5.4. Intruder following a random walk

In this section, we investigate the random walk behaviour of the intruder. Random walk is a stochastic
process where the intruder moves in a sequence of random steps. Specifically, we consider the scenario
where the intruder starts from the East border of the mission area and predominantly aims to move
towards the West border. By simulating the intruder’s movement using the random walk model, we gain
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insights into the uncertainty and dynamic nature of the intruder’s path, which is critical for devising
robust surveillance strategies for UAVs.

To simulate the random walk for the intruder, we utilize a discrete time-step approach. At each ratio
time step, the intruder’s position is updated based on random movements in either the North, South or
West direction, with the highest probability assigned to the movement towards the West border. The
simulation starts with the intruder randomly positioned on the East border of the mission area and
continues until the intruder reaches the West border or until it is detected by the UAV. A ground sensor
is placed in the middle of the mission area (28, 30) and if the sensor detects the target within 20 m (2
grid points) around, it sends a signal to the UAV and the UAV moves directly to where the sensor is. In
contrast to previous experiments above, we now consider two decision vectors p(1) and p®, where p! is
the vector of probabilities that govern UAV movement before the signal from the ground sensor arrives,
while p® is the vector of probabilities that govern UAV movement afterwards. We optimize over both
variables p(1, p® simultaneously.

We have conducted numerical experiments on Scenario 2, with the intruder’s movement behaviour
defined by the vector of probabilities ¢ € P with gy = 0.8, gy = ¢g¢ = 0.1, and gz = 0. As
a result, our optimization strategy provides two vectors of probabilities p(1,p®® e P with p) =
(0.172,0.209,0.264,0.355) and p® = (0.321,0.089,0.161,0.429). The UAV follows a random walk
according to p'1 until and if the sensor gives a signal, then moves to the location of the sensor, and then
follows a random walk according to p®.

The UAV’s behaviour remains consistent with the previous experiments: during the first decision
stage, it conducts a broad search covering all directions but with a preference towards the North, and in
the second decision stage, it focuses on movements along the North and West directions, followed by
the South direction.

However, due to the intruder’s random movement pattern, the PoS value decreases to 0.205 from the
previous 0.570, as shown in Table 5. The increased unpredictability of the intruder’s path makes it more
challenging for the UAV to learn an effective strategy, compared to the previous scenario with predefined
paths.

Figure 9 displays three different simulation runs with the same probability vector p governing the
UAV’s behaviour. The intruder’s random walk is shown in green and the UAV’s movement is shown in
red. In Fig. 9(a), the UAV successfully detects the intruder after receiving the signal from the ground
sensor. In contrast, in Fig. 9(c), the UAV detects the intruder without receiving the signal. Figure 9(b)
shows a situation in which, the UAV fails to detect the intruder.

These simulation outcomes demonstrate the impact of the ground sensor’s presence on the UAV’s
detection capability. In some cases, the ground sensor’s signal aids the UAV in efficiently detecting
the intruder, whereas in other instances, the UAV relies solely on its own stochastic movement to find
the target. However, there are scenarios where the UAV may not receive the ground sensor’s signal
and subsequently miss detecting the intruder. This highlights the importance of integrating ground
sensors with adaptive UAV movement strategies to enhance the overall efficiency and success rate of
border surveillance missions. Furthermore, these results underscore the need for further investigation
and optimization of the UAV’s stochastic movement method to better cope with the uncertainties and
dynamics associated with the intruder’s random movements. Further studies discussed in the next
section will enhance the development of more robust and adaptive surveillance algorithms, which
can improve the probability of target detection and mission success in real-world border surveillance
operations.
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6. Limitations and future studies

In this section, we consider approaches for further study and development to advance the current state of
autonomous navigation for border patrol. In particular, we discuss approaches that merge the utilization
of UAVs and ground-based resources like ground sensors. We aim to address challenges, improve
efficiency and broaden the applicability of the proposed model in various operational contexts.

One important aspect for future studies is to investigate methods for reducing noise in objective
function evaluations. The current simulations involve stochastic movements, which may impact the
accuracy and reliability of the optimization process. By exploring techniques to mitigate noise and
improve the fidelity of the simulations, we can obtain more precise and robust solutions, leading to
more effective surveillance outcomes.

While our study provides valuable insights into the dynamics of UAV-based border patrolling,
it’s important to acknowledge its limitations and context within broader practical applications. The
probabilities of detection observed in our idealized scenarios are admittedly lower than what might be
considered optimal in real-world border control operations. This stems from the intentionally simplified
nature of our model, which serves as a foundational step in applying mathematical tools to this complex
problem.

In practical implementations, several factors would likely enhance the PoS. Foremost among these
is the deployment of multiple UAVs, which would significantly increase coverage and, consequently,
the likelihood of intruder detection. Additionally, real-world systems might incorporate more advanced
sensors, adaptive patrol strategies and integration with other surveillance technologies, all of which could
boost PoS value. While our model doesn’t directly address these factors, it provides a scalable framework
that can be extended to incorporate such complexities in future research. This study, therefore, should be
viewed not as a definitive guide for operational decision-making, but as a crucial first step in developing
rigorous, mathematically grounded approaches to UAV-based border patrol optimization.

Future research directions could include exploring the integration of multiple UAVs, considering
varying terrain and environmental conditions, and incorporating dynamic threat behaviours. These exten-
sions would enhance the model’s applicability to real-world scenarios and provide more comprehensive
insights for border patrol operations. By addressing these aspects, we can bridge the gap between our
idealized model and practical implementation, potentially achieving the higher detection probabilities
required in actual border control situations.
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Expanding the number of decision stages for UAVs can offer greater flexibility and adaptability in
complex mission scenarios. By introducing additional decision points, the UAVs can dynamically adjust
their movement strategies based on real-time information, making them more responsive and effective in
detecting moving intruders. This can enhance the surveillance system’s overall performance, especially
in dynamic and unpredictable environments.

To further enhance the collaborative efforts of UAVs in the mission area, future research can focus
on communication strategies between multiple UAVs. Enabling UAVs to share information, coordinate
movements and optimize their search patterns collectively can significantly improve the surveillance
system’s overall performance. This can lead to more efficient and effective intruder detection and
tracking.

One important aspect that we have not considered in this study is the shape and nature of the terrain.
The terrain will greatly influence any ground-based movement and can be used effectively to hide
from air-based assets. Understanding the role of such adaptations will greatly help in understanding
the robustness and adaptability of our navigation strategies in diverse environments.

By addressing these aspects further in the project, we aim to strengthen security measures and
response capabilities in a wide range of real-world applications. The ongoing development in these
areas will drive innovation and contribute to the continuous improvement of surveillance and security
technologies.

7. Managerial relevance

The findings and methodologies presented in this project hold significant managerial relevance for
organizations involved in border surveillance and security operations.

The changing behaviour of the intruder in border surveillance missions necessitates the utilization of
UAVs or border surveillance vehicles with adaptive and stochastic strategies to improve mission success.
Utilizing advanced optimization techniques, we were able to provide a computational framework that
optimizes the probability of detecting intruders in a randomized environment.

The integration of ground sensors enhances the system’s capabilities, providing real-time data
for informed decision-making. This approach not only improves border protection but also offers
efficient solutions applicable to various surveillance contexts. For border security agencies, adopting this
advanced surveillance system can lead to more effective border protection, reduced response times and
enhanced situational awareness, ultimately strengthening security measures and response capabilities.
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