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Abstract 

• Purpose: The purpose of this study is to increase awareness of current supply chain 

security-related issues by providing an extensive analysis of existing supply chain security 

solutions and their limitations. The security of supply chains has received increasing 

attention from researchers, due to the emerging risks associated with their distributed 

nature. The increase in risk in supply chains comes from threats that are inherently similar 

regardless of the type of supply chain, thus, requiring similar defence mechanisms. Being 

able to identify the types of threats will help developers to build effective defences. 

• Methodology/approach: In this work, we provide an analysis of the threats, possible 

attacks, and traceability solutions for supply chains, and highlight outstanding problems. 

Through a comprehensive literature review (2015-2021), we analyzed various supply chain 

security solutions, focusing on tracking solutions.   In particular, we focus on three types 

of supply chains: digital, food, and pharmaceutical that are considered prime targets for 

cyberattacks. We introduce a systematic categorization of threats and discuss emerging 

solutions for prevention and mitigation.  

• Findings: Our study shows that the current traceability solutions for supply chain systems 

do not offer a broadened security analysis and fail to provide extensive protection against 

cyberattacks. Furthermore, global supply chains face common challenges, as there are still 

unresolved issues, especially those related to the increasing supply chain complexity and 

interconnectivity, where cyberattacks are spread across suppliers. 

• Originality: This is the first time that a systematic categorization of general threats for 

supply chain is made based on an existing threat model for hardware supply chain.  
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1 Introduction 

1.1.Motivation 

Global supply chain systems have become complex with several tiers, lawmakers, a growing 

number of companies, and buyers (Cui et al., 2019). This complexity increases the challenges 

to protect the supply chain against security attacks (Zhang and Guin, 2020). Furthermore, due 

to the high number of involved entities in the supply chain, organizations may not be aware of 

the security level of the interconnected suppliers (Kieras et al., 2021). Even though big 

companies can implement advanced security protections against security threats to protect their 

systems, to reach these organizations, the attackers can target their suppliers, which may have 

relatively less secure systems against cyberattacks (Kieras et al., 2020). The attackers can 

exploit the intricate connections among the supply chain (SC) companies to hinder their efforts 

in providing secure and high quality-products (Aniello et al., 2020). Successful cyberattacks 

can lead to catastrophic results in the SC system. For instance, in 2020, a major cyber incident 

occurred in SolarWinds company by injecting malicious code into its Orion management and 

monitoring software, which is supplied to numerous U.S. organizations and government 

agencies (Peisert et al., 2021). SolarWinds' breach triggered more extensive SC cyber security 



breaches in thousands of institutions, including Microsoft, Cisco, Intel and FireEye, which use 

SolarWinds' services compromised the attack (ENISA, 2021). 

Due to the connected structure of SC systems, threats can affect a large number of organizations 

and result in severe effects on users and providers (Colicchia et al., 2019). What makes this 

issue particularly challenging is the fact that the attackers can exploit SC threats at various SC 

stages. Therefore, assessing threats and vulnerabilities at every step of the chain is crucial 

against SC security threats (Zhang and Guin, 2020).  

Several methods have been proposed in the literature to thwart existing threats in the SC.  One 

of the most widely used countermeasures is implementing a tracking system, which provides 

assurance of the product's authenticity and enables counterfeiting detection (Cui et al., 2019), 

(Aniello et al., 2020), (Bocek et al., 2017; Cao et al., 2021; Caro et al., 2018; Casino et al., 

2020; Cocco et al., 2021; Ding et al., 2020; Grecuccio et al., 2020; Guin et al., 2018; Islam et 

al., 2018; Khan et al., 2020; Kumar and Tripathi, 2019a; Liu et al., 2021; Musamih et al., 2021; 

Nazmul Islam and Kundu, 2019; Negka et al., 2019; Tian, 2016, 2017a; Wang et al., 2019; Xu 

et al., 2019) . Tracking products over the SC process can allow product-related information to 

be available for SC companies. For example, tracking the products’ movement from the initial 

process (e.g., raw material) to the end customer allows the organization to deliver the original 

product to the end customer. Therefore, this work focuses on the solution based on tracking the 

products over their entire lifetime. 

Emerging technologies have been employed in tracking solutions, including blockchain 

(Cheung et al., 2021; Leung and Chapman, 2020), physical unclonable function (PUF) (Cui et 

al., 2019), (Negka et al., 2019), smart contract (Guin et al., 2018), and RFID (Raj et al., 

2019),(Badia-Melis et al., 2015) to enhance the security of the SC process. However, 

implementing advanced technologies can increase the complexity in SC systems, requiring 

more attention on potential cyber threats (Xu et al., 2019). Moreover, an attacker can target a 

system with sophisticated attacks by taking advantage of the security vulnerabilities of the used 

technologies in the SC solutions (Halak, 2021). Therefore, it is essential to conduct an extensive 

security analysis of the proposed SC solutions against potential threats to protect the SC system. 

Although an important number of SC security solutions have been developed, only a few 

literature reviews provide SC security threat analysis. Hassija et al. (Hassija et al., 2020)  

conducted a survey on SC application areas providing SC security threats and solutions. 

However, the study does not include a security threat analysis for SC systems or their security 

solutions, such as traceability solutions. Syed et al. (Syed et al., 2022) studied a cyber security 

threat analysis on the component of traceability systems (e.g., the vulnerabilities of barcodes 

and RFID tags) with around one hundred relations, i.e., asset, threat, countermeasure relations. 

Although the study offers a threat analysis for the technologies implemented in the traceability 

solutions, it does not provide a security analysis of the overall SC system. Our work analyses 

the security of the different types of SC systems, i.e., electronic, food, and pharmaceutical SC 

systems. Moreover, we provide a comprehensive analysis of security solutions (i.e., traceability 

solutions), their limitations and future research opportunities. To the best of our knowledge, 

this is the first work on threat modelling of SC systems security.  

To systematically address this goal, our approach was to: 

• Analyze the existing body of literature between 2015 and 2021 related to supply chain 

security solutions. Given the immensity and heterogeneity of the supply chain 



landscape, we decided to narrow down our focus to tracking solutions. These solutions 

have become pivotal in ensuring the security and integrity of supply chain operations. 

Within this framework, we prioritized three key types of supply chains, which are often 

the prime targets for security breaches: digital, food, and pharmaceutical supply chains.  

• Extend the application of the CIST threat model, initially proposed for hardware supply 

chains, to various other supply chains. There are a few critical factors that have led to 

this decision. First and foremost, the inherent nature of threats in hardware supply 

chains is similar to general supply chain threats. The challenges posed by 

counterfeiting, information leakage, sabotage, and tampering are universal across 

various supply chains, regardless of the product type. 

We perform this analysis by answering the following two primary questions (Qs): 

Q1. How can a SC threat model be implemented to understand the potential threats and 

corresponding measurements? 

Q2. What are the security solutions for SC traceability and the limitations of current 

studies? 

The main contributions of this paper are listed as follow: 

1. This paper presents a systematic security analysis for three types of SCs: electronic, 

food, and pharmaceutical. To systemically define the SC security threats, we adopt the 

CIST threat model (Halak, 2021), which is initially proposed for hardware SC. However, 

we show that it can be adopted for other types of SCs since the inherits of the SC threats 

are similar (e.g., counterfeiting, information leakage, sabotage, and tampering).  

2. This paper provides a comprehensive summary of existing traceability solutions and an 

analysis of their limitations to outline the main outstanding security challenges and 

possible steps forward for securing SCs. 

The paper is organized as follows. We introduce the CIST threat model in Section 3 and present 

a security analysis based on CIST for each analysed SCs. Section 4 introduces the existing SC 

tracking solutions for the analyzed SCs, briefly introducing the main used technologies. We 

perform an analysis of the limitations of current solutions in Section 5. We finally highlight the 

main research opportunities and discussion in SC security in Section 6 and conclude in Section 

7.  

2 Supply Chain Management and Traceability Solutions  

Supply chain management (SCM) is the backbone of international trade. It ensures a seamless 

flow of goods and services from producers to consumers by weaving together a complex 

network of entities, both organizational and human (Croom, Romano and Giannakis, 2000).  

SCM encompasses a broad range of topics, which are primarily divided into two categories: 

service supply chains and product supply chains (Hammi, Zeadally and Nebhen, 2023). Supply 

networks for products typically focus on physical goods (e.g., food supply chain (Moysiadis et 

al., 2022)), starting with the acquisition of raw materials, going through multiple production 

stages, and culminating in the distribution of finished goods to customers. These supply chains 

often involve large inventories, logistical challenges with transportation, and issues with 

warehousing (Boyens et al., 2021). 



In contrast to product supply chains, service supply chains focus on providing intangible 

services. The goal of these chains is to ensure that the correct service is delivered to the right 

customer at the right time (Hammi, Zeadally and Nebhen, 2023). Human resources, task 

management, and real-time customer interaction are essential components of service supply 

chains. Due to the intangible nature of services, capacity management, demand forecasting, 

and quality assurance are of utmost importance. A comprehensive analytical framework can 

provide a deeper understanding of the broader SCM landscape, while the differences between 

product and service supply chains can help explain their respective dynamics. 

For example, Croom et al., (Croom, Romano and Giannakis, 2000) introduce a novel 

framework to categorize and critically analyze existing literature in the field. Utilizing a two-

dimensional matrix, they examined literature based on the level of supply chain analysis (from 

dyadic to network levels) and the element of exchange within the chain. The authors 

emphasized the need for multi-disciplinary approaches to address the complexities inherent in 

supply chain research comprehensively. The authors of (Spanaki, Karafili and Despoudi, 2022) 

provide an analysis and a framework for data in the SC and how to ensure the data quality 

during information sharing in the SC regarding the context and infrastructure.  Another work 

proposed by Storey et al., (Storey et al., 2006) where they analyzed six supply chains that 

involved 72 European companies to evaluate the state of supply management today 

comprehensively. The study discovered that there is a significant gap between current 

theoretical frameworks and actual supply management practices. Most practitioners fail to 

exert full influence throughout the supply chain. It offers valuable insights into the difficulties 

and potential of supply chain management as a profession and a field of study. 

Furthermore, integration of tracking technologies is becoming a crucial organizational strategy 

as SCM complexity increases. Tracking technologies provide detailed visibility into the 

movement of commodities throughout the product supply chain, from sourcing raw materials 

to delivering goods to the end consumer (Aniello et al., 2020). Monitoring this movement helps 

avoid bottlenecks, maximize inventory levels, and ensure on-time deliveries.  

Moreover, tracking solutions stand out as critical enablers as SCM evolves to address global 

challenges—like ensuring sustainability, meeting regulatory compliances, or navigating 

geopolitical disruptions. Additionally, advanced monitoring technologies like blockchain and 

IoT enhance supply chain efficiency and dependability and promote accountability and 

traceability as core SCM principles (Moysiadis et al., 2022). However, with the adoption of 

these digital advancements, the exposure to cyber threats becomes more pronounced, 

necessitating robust security measures. These threats can manifest in various forms, including 

data leaks, business operation disruptions, and reputation damage. Recent researches 

emphasize the urgent need for a strong cyber security and threat management strategy in 

traceability systems. This is crucial not only for safeguarding business assets but also for 

maintaining the integrity and dependability of the entire supply chain. For example, Syed et 

al., (Syed et al., 2022) propose an extensive assessment of threat modelling, which aims to 

assist stakeholders in identifying and resolving potential vulnerabilities that may arise while 

incorporating technological solutions for traceability. The report's approach is systematic and 

comprehensive, highlighting over a hundred relationships between assets, threats, and 

countermeasures relevant to supply chain traceability. The paper focuses on conducting threat 



modelling for technologies used in supply chain tracking solutions but does not address the 

threats that target the supply chain as a network. 

While our primary focus has been on traceability in supply chains, it's noteworthy that threat 

modelling has broad applications across various fields, emphasizing its critical nature. For 

instance, recent advancements in threat modelling have been tailored to hybrid/smart systems, 

integrating physical, human, and cyber aspects to ensure robust security in intricate setups 

(Valenza et al., 2022). These diverse applications further underscore the importance of 

comprehensive threat analysis and management in any domain. 

This work discusses security threats in different supply chains and highlights the importance 

of understanding these risks to safeguard the integrity of product and service supply chains. 

Additionally, we provide a comprehensive review of advanced tracking solutions that improve 

supply chain visibility and critically evaluate their limitations, providing a balanced perspective 

on their role in enhancing supply chain resilience and efficiency. 

 

3 Supply Chain Threat Modelling based on CIST 

Knowing the various threats of a system is essential to protect such a system. Threat models 

allow to represent, identify, and reason with the various threats. In this section, we will first 

introduce CIST, a hardware SC threat model, then we will show how CIST is used to analyse 

the cyber security threats of three different SC systems. 

3.1 CIST threat model 

Threat modelling allows the analysts to identify potential threats in the systems. After 

determining the system threats, they can build an effective security mechanism based on the 

threat analysis. There are different types of threat models available such as Trike (Saitta et al., 

2005), P.A.S.T.A (Simopoulos et al., 2021), DREAD (Ram and Pant, 2010), STRIDE (Sancho 

et al., 2020).  The choice of which model to use depends on the challenges of the analysed 

system. The threat model for SC systems may require more specific categorization, such as 

counterfeiting and sabotage due to the nature of SC threats. 

In this study, we used the CIST threat model (Halak, 2021). CIST is a threat model for hardware 

SC systems, which consider the threats from the first design step to the discarded integrated 

circuits (ICs) recycling phase. Given that the nature of hardware SC threats is similar to the 

general SC threats, this threat model is amenable to cover other types of SCs.  

In the following subsection, we present how CIST can be easily used to model threats for three 

different SC systems. The CIST model defines threats in four categories counterfeiting, 

information leakage, tampering, and sabotage (Halak, 2021). All of these categories allow 

representing the various threats of different SC systems. We introduce below each of the 

categories in detail.  

Counterfeiting: The purpose of this threat is to produce and distribute fake products.  

Information Leakage: The attacker aims to reveal the system's secret or product design. This 

secret can be the entity credentials, secret key, design information of a product, or any other 

information useful for the attackers.  

Sabotage: Products over any stage of the SC can be sabotaged in different ways to damage the 

production process or the product itself. 



Tampering: This threat targets the integrity of the system. By tampering with the product, an 

attacker can cause faulty behaviour in the system process, such as obtaining the sensitive 

information stored in the product. 

3.2 Cyber Supply Chain Threat Modelling based on CIST 

Through threat modelling, we can provide an abstraction of the analysed system, where 

especially for SC, the types of threats are related to the system’s nature. In this section we show 

how the CIST threat model can be applied in three different SC scenarios with different natures, 

including digital, food, and pharmaceutical SCs. Together with each threat, we will introduce 

the corresponding countermeasures. 

3.2.1 Digital Supply Chain Threat Modelling and Countermeasures 

The rapid development of advanced technologies has brought tremendous demand for 

electronic components, resulting in an increase in cyberattacks against hardware surfaces. The 

security of the hardware products has gained increasing attention from daily electronic products 

including smartphones, PCs, smart cars to more critical infrastructure such as satellite 

communication, electrical grids. Using the high number of electronic products in the entities' 

systems may result in a complex SC network where critical potential threats occur.  

For the digital SC, we start by analysing the various stages of the production process (from the 

beginning until the end customer stage) as illustrated in Figure 1. IC production starts with the 

intellectual properties (IP) design stages, where third-party vendors provide sourcing (IP) 

designs. In the second stage, the system integrator generates the layout files. After the third 

stage, where foundries fabricate integrated circuits, testing and packaging these circuits occur 

in the fourth stage. The next stage is customer usage of the final products. Finally, the IC 

products which have completed their lifecycle are discarded by their users. 

 

 
 

In Table 1, we provide all these stages and the associated threats. Together with each threat, 

we show the affected security properties and what kind of impact would these threats have if 

Stage 1: Stage 2: Stage 3: Stage 4: Stage 5: Stage 6:

IP DESIGN
SOC 

Integration
IC 

Fabrication
Testing & 
Packaging

IC 
Usage

Discarded 
ICs

+

Figure 1  Schematic of the digital SC 



exploited by an attacker. These threats usually go from economic impact to reputation losses 

(which can be translated into economic impact) to system design undermining. Let us introduce 

our threat analysis based on CIST and provide the countermeasures for each category. 

A) Counterfeiting    

Counterfeiting threat is one of the most critical threats during electronics production and 

delivery. An attacker can imitate the authentic electronic products design and produce 

counterfeit ones. Counterfeit products can be remarked, overproduced, cloned or recycled 

devices (Xu et al., 2019). The attacker can relabel the used components and sell them, if the 

counterfeited devices are not detected during this process. Untrusted fabrication foundries can 

produce more electronic devices than the contract indicates among the suppliers and sell them 

using primary or secondary markets.  

There are several countermeasures for detecting and avoiding counterfeited electronics. For 

example, some ways to detect counterfeited electrical chips are physical tests, including 

external visual inspection (EVI), scanning acoustic microscopy (SAM), and x-ray fluorescence 

(XRF) spectroscopy. Moreover, electrical tests on the chips can detect the forged device in the 

SC (Yang et al., 2017). To avoid counterfeited electronics, the countermeasures should be 

applied at all stages of the SC. The execution of the proposed tests/checks is highly challenging 

for companies in terms of implementation complexity and costs. A cheaper and less complex 

alternative to such countermeasures is to track the electronic product in the trusted network. 

This solution is highly used to prevent potential counterfeiting infiltration to the SC since the 

organization can trace each movement of the products over the chain (Kulkarni et al., 2019; 

Yang et al., 2015, 2017).  
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Digital 

Supply 

Chain 

Counterfeiting 

 

Authenticity Cloning ICs Stage 1: IP design 

Stage 2: SoC Integration 

Stage 3: IC Fabrication 

Stage 4: Testing & 

Packaging 

Stage 6: Discarded ICs 

 

Financial losses. 

Loss of company reputation. 

Untested chips can cause a 

security risk to the system. 

Remarking ICs Stage 3: IC Fabrication 

Stage 4: Testing & 

Packaging 

Stage 6: Discarded ICs 

IC 

Overproduction 

Stage 3: IC Fabrication 

 

Information 

Leakage 

Confidentiality IP Privacy Stage 2: SoC Integration 

Stage 3: IC Fabrication 

Financial losses: if the 

products’ design IP is 

disclosed. Data Theft Stage 5:  IC Usage 

Sabotage Availability Stuxnet-Type 

Attacks 

Stage 5: IC Usage Financial losses and negative 

effects on company reputation 

due to SC system failure. 

 

Clkscrea 

Rowhammer 

Tampering Integrity Hardware Trojan Stage 2: SoC Integration Undermining the design 

integrity. 

Table 1 CIST threat modelling examples for the digital SC stages adopted from [32]. 



 

B) Information Leakage   

Information leakage threats in digital SC consist of all types of information that can be the 

target of the attackers at any stage of the SC. The data can be of different types, e.g., product 

design information, suppliers' sensitive data, logistics, or the data stored in the electronic 

device. For example, the design secret of electronics can be disclosed by an attacker to produce 

new counterfeited products. Another attack goal is to steal the information inside the chip after 

its deployment. The attacker might use different techniques for information leakages, such as 

a memory attack to steal sensitive information from memory, or a PUF modelling attack using 

a machine learning attack to model the PUF's CRPs (challenges and responses).  

The countermeasures for information leakage in the digital SC are various and depend on the 

information that needs to be protected. In case the main target of an attacker is the sensitive 

data stored in the electronic product, then protecting the physical components from 

unauthorized access or modification can prevent the information disclosure. Other 

countermeasures consist of implementing strong encryption over the communication channels 

of the SC in order to protect the companies’ and products’ information (Litke et al., 2019). 

Countermeasures that deal with the stealing of information inside the chip include side-channel 

analysis, cache timing and speculative execution attacks (Halak, 2021). 

C) Sabotage 

Sabotage threats in digital SC generally deal with threats exploited by the attacker to damage 

the product, a process, or the entire SC. For instance, in case the attacker's purpose is to damage 

the ICs (that can cause a delay in the supply process), then the attacked company can spread 

the sabotage attack/damages to other entities involved in other phases of the SC.  

Countermeasures should be put in place not only by the targeted company but also by the 

interconnected suppliers. The primary countermeasure is to perform a risk analysis. Analysing 

and ensuring the system security requirements, identifying and preventing possible 

vulnerabilities, and thorough risk analysis can help protect the system against sabotage attacks. 

D) Tampering  

Tampering threats in SC exploit the interdependent nature of digital SC. For example, to steal 

information stored in an electronic product such as encryption keys (e.g., through an 

information leakage attack), the attacker first tampers the electronics to unauthorize changes in 

the stored data. Through tampering, the attacker can cause faulty behaviour in the hardware 

products in different stages of the chain (Halak, 2021).  

Countermeasures against tampering for digital SC are the general countermeasures deployed 

against such threats. Analysing the possible tampering attacks, such as trojan insertion or fault 

injection to the hardware device, is an effective countermeasure. Another countermeasure is to 

apply tamper-resistant techniques before developing electronic products (Halak, 2021). 

3.2.2 Food Supply Chain Threat Modelling and Countermeasures  

The food SC's nature can be slightly different from the digital SC, where external conditions 

(e.g., room temperature, humidity) have high importance on product quality. Therefore, even 

though the SC threats are similar for the overall systems, the way how these threats occur in 

specific SCs (e.g., digital SC and food SC) can be different. The production chain of the food 

SC can be slightly different from the digital SC in terms of product type and manufacturing 



process. As shown in Figure 2, the initial step is harvesting and manufacturing the end product. 

The next step occurs at the warehouse by storing the final product to send suppliers. The third 

stage is the delivery of final products to the buyer. The final will be the selling process by 

retailers and customer usage. 

 
 

 

In Table 2, we introduce all the stages of the food production process (from the beginning until 

the end customer stage), their associated threats, attack examples and the potential impact these 

threats have on the food SC. 

Let us now introduce the analysis we performed on the threats of the food SC using CIST, 

where we categorized the threats using the CIST categories and provide each category with the 

possible countermeasures. 

Stage 1: Stage 2: Stage 3: Stage 4: Stage 5:

Farming Warehouse Distribution Retailers Costumer

Figure 2 Schematic of the food SC 



A) Counterfeiting 

Counterfeiting threat is a critical threat in the food SC, as counterfeited or contaminated food 

products can cause serious damages, like severe side effects for the consumers’ health that in 

some cases can also bring to death (Mäde et al., 2013). The adversary's goals through food 

counterfeiting or contamination are to cause illness of the food consumers and damage the 

company's reputation. Another threat in the food SC is the counterfeiting of electronic devices. 

In particular, logistic companies (part of the SC) may need to attach electronic devices to the 

food containers in order to control external conditions (e.g., room temperature, humidity) or 

track the products over the supplier process. If a significant amount of the electronic devices 

attached to food containers are counterfeited, then they will not be able to properly track the 

container or its conditions, with negative consequences, like loss/damage of the products or 

trust issues among suppliers. 

The main countermeasure against counterfeiting is to use technologies that allow food tracking 

in the SC. For tracking purposes, electronic components such as RFID, temperature, or 

humidity sensor are used (Bibi et al., 2017). To protect the system against cyberattacks, also 

these electronics' security should be protected (Costa et al., 2013).  
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Food 

Supply Chain 

Counterfeiting 

 

Authenticity Food 

contamination 

with foreign 

objects 

Stage 1: 

Farming/Production 

Stage 2: Warehouse 

Stage 3: Distribution 

Stage 4: Retailers 

 

Hazardous 

consequence on 

public health. 

Loss of company 

reputation and 

advantage on 

company’s 

superiority against 

the competitors. 

Information 

Leakage 

Confidentiality Data Theft Stage 1: Production Loss of IP, e.g., the 

formula 

information of food 

products can be 

disclosed. 

Financial losses. 

Sabotage Availability Cyberattacks on 

production 

facilities 

Stage 1: Production 

 

Bypass of 

organization’s 

security 

mechanisms. 

The attacker can 

cause a failure in 

the organization 

system, triggering 

the loss of company 

reputation. 

Loss of reputation. 

Tampering Integrity Fault injection 

attack to 

attached 

electronics of 

drugs’ 

containers 

Stage 2: Warehouse The attackers can 

tamper with the 

electronic products 

controlling the 

external factor for 

the drug quality, 

resulting in loss of 

company reputation 

and financial losses. 

Table 2 CIST threat modelling examples for the food SC stages. 



B) Information Leakage   

The attacker can exploit the information leakage threat in the production stage to steal the secret 

product formula, which would bring in losing the competitive advantage that a company has 

with respect to the competitors. Information is of high importance for organizations, thus, 

protecting information (related to the company’s competitive advantage and its products), is 

critical for all SC organizations. Moreover, the attackers may aim to steal information about 

the supply process to sabotage the SC flow using physical or cyberattacks. A successful attack 

against the SC can cause a delay, which can affect the food products' condition, such as 

freshness, and can result in loss of the supplier trust against the buyer companies. 

Several countermeasures can be put in place to protect information related to products, 

organizations, and their interconnected suppliers. The countermeasures applied for food SC are 

similar to SCs countermeasures for information leakage, like secure communication, 

secure/encrypted data storage, data access control. In particular, an attacker targets the 

company in several ways to steal the secret product formula. However, companies can protect 

their information by understanding the potential vulnerabilities that the attacker can exploit. 

Implementing strong encryption is one of the main techniques against information disclosure. 

Companies can define the information policies and the access privileges against unauthorised 

alteration of the stored data. To protect information related to the SC tracking process, 

companies can implement blockchain technologies. One of the main features of the blockchain 

is decentralization, providing robustness and reliability for the system.  

C) Sabotage 

Sabotage threats for the food SCs mainly try to attack the electronic devices that control the 

food quality, e.g., devices that monitor the storage temperature, moisture, delay in 

transportation. Another threat would be to sabotage the manufacturing devices that are 

employed during the food SC. Given the high sensitivity of the products, even a small alteration 

in the production and product life cycle can have serious negative consequences on the product 

and the entire SC.  

The main countermeasures against sabotaging threats are protection mechanisms against cyber 

threats, such as malware attacks. Analysing potential sabotage attacks and consequently 

updating the system defence mechanisms can help in reducing such risks (Ahmed et al., 2020). 

If the system implements electronics to track food products or control food containers’ 

conditions, the attacker can target the SC process for physical sabotage. In such cases, SC 

entities can implement an authorisation mechanism to reach the electronic devices physically. 

D) Tampering  

For the food SC, an attacker can tamper the products by injecting foreign objects (e.g., 

clenbuterol, Sudan red and melamine (Kamath, 2018)) or causing damage to the electronic 

devices of food containers that control internal and external conditions.  

Countermeasures for the tampering threats for the food SC depend on the type of threat. To 

prevent the tampering of the food product itself, the attacker requires physical access to the 

food. This threat can be prevented by applying an authorization mechanism, e.g., to the 

electronic devices used to track the conditions or positions of the food containers. In this case, 

techniques like a blockchain-based authentication system that reads RFID data can be used 

(Mondal et al., 2019). The usage of an authentication control system ensures that only trusted 

users have access to the electronics.  



3.2.3 Pharmaceutical Supply Chain Threat Modelling and Countermeasures  

In this section we analyse pharmaceutical SC threats using the CIST threat model. In Table 3, 

we show the various stages of the pharmaceutical SC with their associated threats, possible 

attacks, and the impact of these threats on the SC.  

 

This SC production process has some similarities with the food SC as shown in Figure 3, but 

it is more critical since detecting faulty products in the food SC is more straightforward than 

the pharmaceutical SC that might take months, even years to identify pharmaceutical faulty 

products. 

 
 

 

A) Counterfeiting 

Counterfeiting is a severe threat for pharmaceutical SCs, as counterfeited products pose a 

serious health risk to the users.  

Stage 1: Stage 2: Stage 3: Stage 4: Stage 5:

Production Warehouse Distribution Hospital /
Pharmacy

Patient

Table 3 CIST threat modelling examples for the pharmaceutical SC stages. 
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Pharmaceutical SC 

Counterfeiting 

 

Authenticity Fake drug product 

(i.e., the ones which 

have different 

ingredients from the 

original formula) 

Stage 1: 

Production 

Stage 2: 

Warehouse 

Stage 3: 

Distribution 

Stage 4: 

Hospital/Pharma

cy 

Hazardous consequence 

on public health. 

Loss of company’s 

reputation and advantage 

against the competitors. 

Information 

Leakage 

Confidentiality Data Theft Stage 1: 

Production 

Financial losses: as the 

formula information of 

drugs can be disclosed. 

Sabotage Availability Cyberattacks on 

production facilities 

Stage 1: 
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One of the main countermeasures for counterfeiting is to use tracking solutions, e.g., by 

tracking every single package over the SC (Abbas et al., 2020; Ahmadi et al., 2020; Sinclair et 

al., 2019; Sunny et al., 2020). To mitigate/prevent counterfeiting in the pharmaceutical SC, we 

can use similar countermeasures to the ones introduced in Sections 3.2.1 and 3.2.2. 

B) Information Leakage   

The main goal of the information leakage threats in the pharmaceutical SC is to steal the drug 

formula or design, which can occur through insider attackers or cyberattacks. The impact is 

similar to those mentioned in the previous SCs, i.e., economic losses.  

Similar countermeasures to the ones proposed in the previous SCs are applied for the 

pharmaceutical SC against information leakage, like secure communication, data access 

control, secure data storage. A risk analysis should be performed to understand the ways the 

attacker reaches the design information, and further specific countermeasures should be put in 

place. 

C) Sabotage 

The main sabotage threats for the pharmaceutical SC are conducted in the production and 

transportation phase. Since the nature of drugs requires specific conditions (e.g., low storage 

temperature), the attacker can aim to undermine them. For example, if the company does not 

determine a secure access control system for accessing the electronics that control these 

external conditions, the insider threat actor can exploit them to sabotage the product. 

Understanding the pharmaceutical SC threats is essential to provide efficient countermeasures 

for the sabotage threats. These threats can occur in several ways, i.e., the attacker can sabotage 

the electronics that control the external factors (needed for drug quality), products, and the 

production process. It is essential to identify the system vulnerabilities and the ways the 

attacker can sabotage the system. As mentioned previously, security analysis needs to be 

conducted to protect the system against cyberattacks and insider attackers. It is essential to put 

in place access control measures for the physical and cyber access of electronics and products. 

D) Tampering  

In pharmaceutical SC, the tampering threats are critical as they can cause critical consequences 

for both organizations and people. For example, some medications like the Covid-19 vaccine 

(e.g., Pfizer-BioNTech vaccine (James, 2021)) needs to be transported in an extreme cold-

storage condition between −80°C and −60°C. If the attacker tampers with electronics that 

control the temperature of the products, then the supply process is postponed or, more seriously, 

collapses. 

The tampering threat's main countermeasures are similar to those mentioned in Section 3.2.2, 

e.g., users' access can be controlled by an authorization mechanism so that only approved users 

can access and modify the attached electronic products. 

4 Supply Chain Security Tracking Solutions  

Let us introduce the main solutions for ensuring the security of SCs. In particular, we will focus 

on the traceability solutions for the three analysed SCs, i.e., electronic, food and 

pharmaceutical. For a detailed summary of the tracking solutions their used technologies, 

advantages and disadvantages check Table 5, in the Appendix.  



4.1  Electronic Supply Chain Tracking Solutions  

The main existing tracking solutions use technologies like authentication mechanisms, 

blockchains, PUFs, and a mixture of blockchains and PUF. In particular, the work in (Guin et 

al., 2018) presents a tracking solution for IoT edge devices. The proposed solution employs 

device authentication by using Static Random-Access Memory–based (SRAM-based) 

physically unclonable functions. In case the attacker can infiltrate the cloned products in the 

SC, the fake IoT edge devices are detected using periodic authentication mechanisms.  

Another technique is to use blockchain-based applications to record the ownership of electronic 

devices. In (Islam et al., 2018), PUF technology is employed in the manufacturing process to 

produce a unique ID for each IC component. The PUF's CRPs are stored in the blockchain 

system, and every manufacturer registers the system with the generated PUF-based unique ID. 

In this way, SC organizations can track the IC components and authenticate them using a 

unique ID stored in the blockchain. Similarly, in (Negka et al., 2019) is introduced a system 

that identifies each component through the SC using the blockchain technology (in particular, 

Ethereum) and PUFs, to prevent counterfeits. This work shows the cost information for contract 

deployment but fails to provide further explanations on how PUFs and Smart Contracts are 

employed. Therefore, the way of implementing those technologies can result in a high per-

transaction cost which may have a reverse effect on the system's practicality. Another solution 

based on blockchain focuses on tracking all the components circulating in the SC, e.g., chips 

(Cui et al., 2019). This solution proposes to perform the tracking of the devices in the digital 

SC through their authentication. An anti-counterfeiting tracking solution for the digital SC 

based on the blockchain and PUF technologies is introduced in (Aniello et al., 2020), where 

PUF and smart contracts are used. 

A blockchain-based certificate authority framework is proposed in (Nazmul Islam and Kundu, 

2019) to manage curial chip information (e.g., electronic chip identification, chip grade, and 

transaction time). The silicon PUFs are applied in the form of NFC (Near Field 

Communication) for the authentication process, which is launched through a software 

application, e.g., a mobile application. Although the system uses a PUF-based authentication 

process against counterfeiting attacks, the mobile authentication system may cause a vital 

security risk such as human error, information leakage, or other security vulnerabilities. 

Another solution based on blockchain certificate authority is introduced in (Xu et al., 2019), 

where the proposed framework ensures the integrity of the digital SCs. This framework allows 

to manage the information of the chips and can mitigate four common digital SC threats, 

including recycling, remarking, cloning and overproduction.  

A double-layer framework1 for the traceability of the SC is proposed in (Ding et al., 2020), 

where better scalability and performance is offered. However, the proposed multi-blockchain 

framework results in a high-cost transaction, leading to implementation and adaptation 

problems for the entities. A solution for tracing the reverse logistic process of mobile phones 

that uses smart contracts technologies is introduced in (Dasaklis et al., 2019). The 

implementation of the proposed architecture has several barriers to its adoption in the reverse 

 
1 A double-layer framework for blockchain-based solutions implements several types of blockchain 

technologies such as consortium, public and private blockchain.  



SC (i.e., technological, legal, financial/economical, market-oriented), and its interaction with 

the stakeholders is missing.  

4.2 Food Supply Chain Tracking Solutions 

Recently, novel solutions have been employed for food SC to provide transparency, 

traceability, reliability and improve food quality and safety. In this section, we will provide 

some of the most prominent solutions that mainly focus on the traceability aspects.  

A traceability system for agri-food SCs based on RFID  and blockchain technology used to 

enhance the safety and quality of the Chinese agri-food markets is presented in (Tian, 2016). 

The proposed framework implements RFID technology to track food products and stores their 

related information in the blockchain. In (Tian, 2017a) is introduced a conceptual model for 

the traceability of the food SC based on HACCP (Hazard Analysis and Critical Control Points), 

where the SC process is introduced with different application scenarios, i.e., production link, 

processing link, warehousing management link, cold chain distribution link, retailer link.  

Another work that presents an agri-food SC traceability solution, called AgriBlockIoT, is 

introduced in (Caro et al., 2018). AgriBlockIoT is based on blockchain technologies and offers 

transparency and immutability of the stored data. Furthermore, the edge devices (i.e., gateways 

and mini-PC) are used as full nodes of the layered blockchain where the network robustness is 

enhanced. 

Similarly, Wang et al. (Wang et al., 2019) propose a tracking system based on the Ethereum 

blockchain, where all the product information and transaction histories are permanently 

recorded using smart contracts. This solution provides a user-friendly web page interface and 

provides the detailed costs of using the smart contract deployment for raw materials.  

Other traceability solutions were proposed for specific food SCs such as cacao and soybeans 

(Salah et al., 2019), eggs (Bumblauskas et al., 2020), agri-food (Hayati and Gusti Bagus 

Baskara Nugraha, 2018; Kim et al., 2019; Lin et al., 2018). A blockchain-based framework is 

used to improve the tracking system's trust and resilience for the dairy sector (Casino et al., 

2020). Smart contract technologies are used in the study to provide a transparent and tamper-

proof solution. IoT devices that can interact directly with the blockchain are used to receive 

data, such as the products’ temperature. Although the study claims that the security and privacy 

of the system are ensured, the IoT devices may become vulnerable, i.e., advanced cryptography 

algorithms cannot be applied due to memory capacity and limited code space (Casino et al., 

2020) (Garg et al., 2020). Thus, a security analysis of the proposed framework is needed to 

detect the various system vulnerabilities. 

4.3 Pharmaceutical Supply Chain Tracking Solutions 

Given the high complexity of SC networks, if the attacker finds a way to introduce the fake 

product to the SC systems, especially the pharmaceutical SC, the consequences can be 

dangerous for human health (Chien et al., 2020). The Drug Supply Chain Security Act 

(DSCSA) provides protection requirements to clarify the regulations against the contamination 

of drugs. Under the DSCSA, a system tracking should be provided from start to end for the 

drugs SC. Thus, various solutions for drugs security have been proposed that use similar 

techniques to what we have explored in the previous sections.  

A solution based on blockchain technology that ensures data immutability is introduced in 

(Bocek et al., 2017). This solution, called Modum.io AG, implements the smart contract 

technology to share the product’s information (e.g., temperature) that is provided by IoT 



sensors used to maintain the quality of the product. Another blockchain-based solution that 

works towards meeting the regulations enforced by the DSCSA is proposed in (Sinclair et al., 

2019).  

A distributed application (DApp) based on blockchain to avoid a mismatch of data with RFID 

tags, used for tracking, is introduced in (Sylim et al., 2018). DApp detects malicious attempts 

in terms of malicious injection by checking data stored in the file system. Another blockchain-

based solution (Kumar and Tripathi, 2019b) is based on certificate authority for goods 

transactions where the entities' trust is required for the product security to protect against the 

action of attackers. Gcoin blockchain was used in (Tseng et al., 2018) to provide transaction 

transparency of drugs in the SC. A solution that ensures anti-tampering and high transparency 

of the information used in the system of product recall service is introduced in (Wu and Lin, 

2019).  

5 Analysis of the Limitations of Existing SC Tracking Security Solutions 

Due to the complexity of today's SC network, their security solutions comprise a limited part 

of the security of the companies and their products. Although existing solutions provide an 

important contribution to SC security, attackers can still exploit unexpected vulnerabilities. 

Therefore, the security analysis of the SC security solutions should be extended and performed 

for all types of SCs. In this section, we will provide the limitations of the existing SC tracking 

solutions. 

The first limitation deals with contract manufacturers (CM), in particular, malicious CM and 

the vulnerabilities and limitations introduced by them. In the framework introduced in (Cui et 

al., 2019), the security threats are analysed regarding trusted CM. The adversary manufacturer 

may target the big companies through their suppliers, as SC is a vast multi-supplier network. 

The malicious CM can generate an authentic ID for the malicious devices. In this case, the 

system will not recognize any anomalies as the system trusts the CM. For this type of threat, 

(Cui et al., 2019) proposed that the buyer organization implement an additional verification 

process to guarantee products security. However, this may not be a cost-effective strategy if 

extra security tests are needed. To avoid such extra costs, companies can choose to trust the 

manufacturer. Trusting suppliers without additional security tests on the provided products can  

have negative effects on the company in case the counterfeited chips are used. An example of 

such an attack occurred in 2018 called “Big Hack” (Businessweek, 2018). The attack targeted 

Table 4 PCB testing to detect tampered hardware (adapted from [66]]) 

Testing Technique Detection Level Cost 

In-Circuit Testing 

 
Can determine only Trojans that temper tested nodes  ≈ $20k+ 

Functional Testing  

 

Can determine only Trojans that temper tested board 

function 
≈$50k+ 

Bare-board Testing 

 
It may not be very effective to detect Trojans ≈$2k+ 

Visual Inspection 
Can determine potential Trojans in the system when 

multiple imaging modalities are applied 
≈$12k+ 



a Chinese motherboards company called Super Micro Computer Inc. (Supermicro) and fake 

chips were attached to the produced motherboards, allowing a backdoor for malicious actors. 

The result was catastrophic for Supermicro's stocks which were affected by a 41% decrease 

(Mehta et al., 2020) and according to Bloomberg Businessweek 30 U.S. companies could be 

affected by this attack, where they might not detect anomalies on chips as soon as the attack 

started. Additional PCB (Printed Circuit Board) testing methods to detect tampered hardware 

can be introduced, but the cost of external tests can be expensive for companies, as indicated 

in Table 4. Thus, companies may choose to trust manufacturers to reduce extra expenses, which 

can cause further vulnerabilities in the system. 

The second limitation deals with the costs associated with the use of private blockchain 

networks, such as Ethereum, where the total cost for storing and managing the data can be high.  

Although private blockchain can provide a secure transaction (e.g., private blockchain only 

allows the authenticated user where the users should have permission to make changes in the 

system), the cost for the overall system may not be practical for companies due to the per-

transaction cost. These studies (Caro et al., 2018), (Salah et al., 2019), (Kim et al., 2018), 

(Sylim et al., 2018) employ private blockchain but do not provide a cost analysis for the 

proposed solutions, but is expected to result in a high implementation cost. 

The other limitation deals with the authentication mechanisms of the products. There exist 

solutions that use authentication mechanisms for product verification, e.g., the solution 

introduced in (Zhang and Guin, 2020) performs an attack analysis and uses two-step 

authentication.  In the first authentication step, the ECID (electronic chip ID) stored in the 

RFID is checked to match the chip's *ECID (i.e., *ECID is the ID given by product foundry 

for physical identity). If the first step fails, then the second step does not proceed. In this case, 

the ECID can be cloned or tampered with to manipulate the original product authentication 

(Guin et al., 2014). If the attacker manages to tamper enough product IDs, the system assumes 

that the products are counterfeited, even though they are produced by trusted companies with 

original product IDs. This attack may damage the supplier's reputation and cause costs and time 

losses. If the authentication fails, the system integrator can contact the distributor and either 

trust or reject the chips. Rejecting or re-testing the chips results in economic losses for the 

supplier company and time loss for the buyer.  

Limitations also exist for authentication mechanisms that use the PUF technology, where these 

limitations mainly deal with storing problems and their security issues. In (Xu et al., 2019) is 

proposed a security analysis for threats such as recycling, overproduction and cloning, that 

carries several limitations for the authentication mechanism. Given the difficulties in storing 

the vast amount of PUF's CRPs and the reliability concerns for PUFs under external 

environmental conditions, the PUF model is stored in the IP owners' database. The attacker can 

find a way to reach this database and steal the PUF model, thus, can produce cloned chips. 

Moreover, the attacker can use reverse engineering or machine learning algorithms to produce 

original challenge-response pair from the stored PUF model (Polypufs et al., 2019).  

Another limitation of current SC security solutions deals with the data storage component. In 

(Patil et al., 2018) is proposed a security framework based on blockchain technology for smart 

greenhouse farming, where cloud storage is used for the data of the greenhouse devices. Cloud 

storage is a centralized network that suffers from security vulnerabilities, such as unauthorized 



access to the management interface (Grobauer et al., 2011), single points of failure and data 

integrity. 

Overall, the main limitations are due to the use of external technologies, like IoT devices, RFID 

technologies, QR codes, and the limitations and vulnerabilities that come with them. The use 

of IoT technologies, such as sensors for controlling food quality or RFID for reading the 

information, bring limitations as they might cause important security vulnerabilities, especially 

if a security analysis is not performed to mitigate and prevent potential threats against these 

devices. IoT devices might not provide strong guarantees for system security due to their 

limited nature, such as low storage capacity for advanced security protection methods. Thus, 

the attacker may exploit these devices to sabotage the system. 

A solution based on IoT technology for the food SC is provided in (Casino et al., 2020) together 

with limited security analysis. IoT technology is also used in the pharmaceutical SC. For 

example, in (Ahmadi et al., 2020) is proposed an IoT-based tracking solutions to prevent 

counterfeited drugs. However, this work fails to provide any security analysis for the proposed 

IoT-based solution. Similarly, a blockchain-based traceability solution for the pharmaceutical 

SC is proposed in (Kumar and Tripathi, 2019b), where the solution uses encrypted QR codes 

to store details of the medicine. However, the integrity of the information can be threatened by 

impersonation attacks, and the QR code can be copied or altered to sabotage the system.  

In (Raj et al., 2019) is introduced another blockchain-based pharmaceutical SC solution that 

uses unique EPC (Electronic Product Code) to perform the products’ authentication using 

RFID. However, the RFID technology brings new vulnerabilities (Tieyan and Robert, 2007), 

and further attacks can be performed on them (Xiao et al., 2009), e.g., if the attacker can copy 

or manipulate the RFID tag, then he can sabotage the system. 

Other limitations deal with the lack of threat analysis of the implemented security solutions for 

SC traceability. The usage of blockchain provides secure solutions as long as the used 

components/techniques, e.g., IoT devices, RFID, are secure as well. A good part of existing 

solution fail to provide a security analysis and the risk factors (Ahmadi et al., 2020), (Tian, 

2017b), [26], [41], [55], (Kim et al., 2018), (Negka et al., 2019), (Bumblauskas et al., 2020), 

(Bocek et al., 2017), or provide a very limited security analysis (Zhang and Guin, 2020), 

(Dasaklis et al., 2019), (Mondal et al., 2019), (Wang et al., 2019) on how the system can 

prevent or mitigate SC threats. Given the complexity of the SC systems and the heterogeneity 

of the implemented solutions, cyber threats can be exploited from any vulnerable point of the 

system and can cause negative consequences. 

6 Discussion and Future Direction 

Supply chain security has received increasing attention in the literature. Understanding the SC 

security threats, challenges, and requirements is critical in protecting the SC systems against 

security attacks. At the beginning of the study, we posed two primary research questions that 

we answered in this paper. The first question (Q1) is “How can the supply chain threat model 

be implemented to understand the potential threats and corresponding measurements?”, and 

we answered by introducing a SC threat analysis based on the CIST threat model. We showed 

that the CIST model with its four threat categories, i.e., counterfeiting, information leakage, 

sabotage, and tampering, can be applied in different SCs, e.g., electronic, food and 



pharmaceutical. Together with the threats for each analyzed SC, we also provided the 

associated countermeasures.  

We answered Q2 which is “What are the security solutions for SC traceability and the 

limitations of current studies?” by listing the current solutions and analysing the limitations of 

current tracking solutions. 

Based on our analysis, several future research directions in this field can be listed as follow: 

1. The provided security threat analyses in the existing SC solutions are limited to SC 

threats (e.g., overproduction, recycling, illegitimate device registration). The SC system 

is a vast network and can become more complex with the adoption of technologies like 

blockchain technology and IoT devices. Ensuring system security is extremely 

challenging, and the attacker can exploit unexpected vulnerabilities to damage the 

system and its interconnected suppliers. Although several solutions cover specific SC 

attacks for electronic goods, the research on food and pharmaceutical SCs that use 

electronic products in their solutions still require further security analysis. The SC 

network has an extensive connected structure where the potential risk in one 

organization can have a domino effect on the interconnected suppliers. Since a 

significant percentage of the existing works are built in a framework in which the 

suppliers are assumed as trusted. A single malicious SC entity can threaten an entire 

security system.   

2. The current studies do not include the relationship with off-chain distribution among 

suppliers where the companies may purchase products from the suppliers that do not 

involve in the proposed tracking solution. Therefore, they might not be able to provide 

security to SC entities for the off-chain supplier. In this case, the existing solution can 

be limited to meet real-life SC systems' requirements.  

3. Another interesting open challenge is the secondary market. The product sold through 

the secondary market opens a new way to sell and buy the excess inventory or 

refurbished products. However, the comprehensive security solution for the electronic 

product sold through the secondary market has not been considered. The secondary 

market is one of the critical parts of today's digital SC, which should be considered 

while introducing a secure system.   

While this paper offers a broad perspective on SC security threats, it is subject to limitations 

that future studies should consider. Firstly, our analysis primarily focused on three types of 

supply chains: digital, food, and pharmaceutical. This focus potentially limits the 

generalizability of our findings as there are numerous other supply chains, such as software 

supply chains, which might present unique challenges and threats not covered in this study. 

Further SC threats can be identified for each SC type, and possible mitigation techniques 

against them can be introduced. 

 

7 Conclusion  

This paper analyses the security of the global SC in terms of security threats and existing 

traceability solutions. Our main key findings can be listed as follows:  

- The SC system is a complex network. Implementing advanced technologies in SC security 

solutions can increase the network's complexity. Therefore, protecting the system against cyber 



threats may become more challenging for organizations. Analysing the system's threats can 

provide a broad understanding to the developer to implement strong security against SC 

attacks. From this perspective, the security analysis of the existing solutions is limited in 

covering comprehensive SC threats.  

- Blockchain and other technologies such as RFID, PUF, smart contracts used in the SC 

solutions may need to be investigated with actual data from SC organizations to prove the 

effectiveness of current solutions. 

While this paper presents a broad perspective on SC security threats, this study is subjected to 

several limitations, which should be addressed in future studies. We analyzed different systems 

that implement advanced technologies to provide security and product quality, such as RFID 

for food quality, blockchain for data integrity, PUF for product authentication. Although this 

work illustrates the extended threat analysis, further SC threats can be identified for each SC 

type, and possible mitigation techniques against them can be introduced. Secondly, our analysis 

aim is specific to SC security threats; however, this can be extended with more technologies 

used in SC management, such as machine learning, cloud computing, and big data analytics. 

Lastly, interviews and case studies should be conducted with organizations to verify the effects 

of cyber threats on companies and investigate the protection efficiency of the proposed 

solutions on the organizations' operations. 
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Solution Year Supply 

Chain 

Type 

Security 

Objective 

Addressed 

Challenge

d 

Technolog

y 

Advantages Limitation Target in 

Supply Chain 

IC 

traceability 

(Islam et al., 

2018) 

 

 

2018 Electronic Anti-

counterfeits 

Visibility 

Traceabilit

y 

Untrusted 

third-party 

vendors 

Blockchain 

Smart 

contract 

PUF 

Chaincode 

Tamper-

proof 

solution to 

track ICs 

against 

counterfeited 

products. 

No detail on 

PUF data 

management 

and smart 

contracts 

implementatio

n. 

Traceability 

Tracking of 

IC supply 

chain (Cui et 

al., 2019) 

2019 Electronic Anti-

counterfeits 

Traceabilit

y 

Untrusted 

third-party 

vendors 

Blockchain 

Smart 

contract 

PUF 

Chaincode 

The system 

feasibility is 

shown. 

No tracking 

solution for 

the 

independent 

distributors. 

Traceability 

 

Authenticati

on of IoT 

edge devices 

(Guin et al., 

2018) 

2018 Electronic Anti-

counterfeits 

 

Proof-of-

Authenticity 

Traceabilit

y 

Untrusted 

third-party 

vendors 

Blockchain 

SRAM 

PUF 

Smart 

contract 

Key-value 

store 

Periodic 

authenticatio

n 

mechanisms 

to protect 

against 

rogue device 

entrance. 

No 

implementatio

n cost 

information. 

Authentication 

for IoT 

devices in SC 

Counterfeit 

IoT devices 

detection 

(Negka et 

al., 2019) 

2019 Electronic Tamper-

proof 

 

Anti-

counterfeits 

Traceabilit

y 

Blockchain 

Smart 

contract 

PUF 

 

PUF for the 

used IoTs to 

mitigate the 

counterfeits 

and cloned 

devices. 

No details on 

IoTs attacks 

prevention. 

Traceability 

IC 

traceability 

(Nazmul 

Islam and 

Kundu, 

2019) 

2019 Electronic Resistance 

against 

cloning 

 

 

Visibility 

Traceabilit

y 

Untrusted 

third-party 

vendors 

Blockchain 

Smart 

contract 

PUF 

 

Software 

application 

for ICs 

verification. 

Vulnerabilities 

in the 

authentication 

system not 

considered. 

Traceability 

IC supply 

chain 

integrity (Xu 

et al., 2019) 

2018 Electronic Resistance 

against 

cloning, 

recycling, 

overproducti

Traceabilit

y 

Untrusted 

third-party 

vendors 

Blockchain 

Smart 

contract 

PUF 

Solution 

against 

common 

security 

No 

implementatio

n cost 

information. 

Integrity  



on, 

remarking 

vulnerabiliti

es. 

Counterfeit 

mitigation in 

IC supply 

chain 

(Aniello et 

al., 2020) 

2020 Electronic Anti-

counterfeits 

 

Visibility 

Traceabilit

y 

Untrusted 

third-party 

vendors 

Accountab

ility 

Blockchain 

Smart 

contract 

PUF 

 

Traceability 

solution and 

threat model. 

 

Do not cover 

SC risks like 

off-chain 

distribution. 

Anti-

counterfeit 

Product 

Traceability 

(Ding et al., 

2020) 

2020 Electronic Anti-

counterfeits 

 

 

 

Traceabilit

y 

Blockchain 

Smart 

contract 

 

Improved 

scalability 

and 

performance

. 

Higher costs 

due to multi-

blockchain 

use. 

Traceability  

Agri-food 

supply chain 

traceability 

(Tian, 2016) 

2016 Food Anti-

counterfeits 

Traceabilit

y 

Blockchain 

RFID 

 

Track and 

trace 

solutions. 

SC 

information 

identificatio

n. 

No details on 

attack 

prevention and 

vulnerabilities 

mitigation.   

Traceability 

Traceability 

for food 

safety (Tian, 

2017a) 

2017 Food Anti-

counterfeits 

Visibility 

Traceabilit

y 

Untrusted 

third-party 

vendors 

Blockchain 

Smart 

contract 

HACCP 

IoTs 

Provides the 

SC 

processes 

details. 

No 

implementatio

n details. 

Traceability 

for food 

safety. 

 

Traceability 

for food 

supply chain 

(Caro et al., 

2018) 

2018 Food Resistance 

against 

cloning 

 

Anti-

counterfeits 

 

Proof-of-

Authenticity 

Traceabilit

y 

Untrusted 

third-party 

vendors 

Blockchain 

Smart 

contract 

IoTs 

 

Edge 

devices are 

use as full 

nodes of the 

blockchain. 

Enhanced 

networks 

robustness. 

High 

transaction 

costs and no 

implementatio

n details.   

Agri-food SC 

traceability. 

Traceability 

for food 

supply chain 

(Casino et 

al., 2020) 

2020 Food Anti-cloning 

 

Visibility 

Traceabilit

y 

Blockchain 

Smart 

contract 

Smart 

contract 

technologies 

to improve 

products’ 

safety and 

quality. 

No details on 

IoT devices 

protection.  

Tracing for 

dairy-food SC. 

Pharmaceuti

cal supply 

chain’s 

integrity 

(Bocek et 

al., 2017) 

2017 Pharmaceu

tical 

Data 

integrity 

Traceabilit

y 

Blockchain 

Smart 

contract 

IoTs 

Electronic 

sensors 

Maintain 

good quality 

in 

pharmaceuti

cal SC. 

High 

transaction 

costs and no 

security 

analysis. 

 

Data 

immutability  



Traceability 

of medicine 

supply chain 

(Kumar and 

Tripathi, 

2019a) 

2019 Pharmaceu

tical 

Anti-

counterfeits 

Traceabilit

y 

Blockchain 

Encrypted 

QR code 

Drug 

authenticity. 

No security 

analysis and 

no 

implementatio

n details. 

Anti-

counterfeiting 

Table 5 Summary of the Traceability Solutions in SC
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