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Abstract

The increasing risks associated with cybersecurity in global supply chains
present a significant problem, threatening the operational integrity and se-
curity of organisations on a global scale. The UK’s Network and Information
Systems (NIS) Framework, although fundamental in cybersecurity regula-
tion, has significant gaps in effectively addressing the complexities of con-
temporary global supply chain architectures entangled with quickly advanc-
ing cyber threats. In this work, we analyse the UK NIS framework, identify
key gaps, and propose solutions drawn from other existing frameworks, e.g.,
US NIST, EU NIS2. We base this analysis on a comparative evaluation us-
ing defined criteria related to supply chain coverage, adaptability, and risk
management specificity. We enhanced the cybersecurity in supply chains
by proposing novel security requirements plans for each risk profile. Fur-
thermore, we examined various solutions for risk assessments and self-risk
assessments for supply chain security. We analysed practical risk assess-
ment approaches, including self-assessment strategies, particularly suited for
SMEs. Moreover, we investigated the contracting between supply chains in
the context of data and information sharing.

Keywords: supply chain, security, risk analysis, NIS Framework, risk

*Corresponding author
Email addresses: betul .gokkaya@soton.ac.uk (Betul Gokkaya),
kspanaki@audencia.com (Konstantina Spanaki), e.karafili@soton.ac.uk (Erisa
Karafili)



1. Introduction

In today’s global business environment, supply chain operations have
transformed into intricate networks that involve multiple organisations across
different layers. The intricate nature of this system, which enables exten-
sive trade and operational effectiveness, has unintentionally created notable
weaknesses, especially in the field of cybersecurity [I]. As businesses aim
to effectively control and simplify their supply chains, the complex relation-
ships between organisations have made it difficult to achieve a complete un-
derstanding of supplier networks. The limited visibility, combined with the
complex nature of supply chain relationships, greatly hinders organisations’
capacity to enforce strong security measures against cyber threats [2].

Attackers have redirected their attention to suppliers, particularly those
with less rigorous cybersecurity measures, as they are aware of the vulnerabil-
ities that exist inside supply chains. This tactic, referred to as a supply chain
attack, exploits compromised suppliers as channels to infiltrate and compro-
mise the final objective with greater efficiency. The consequences of such
attacks are not just hypothetical; events like the SolarWinds breach [2] have
clearly demonstrated the devastating capacity of supply chain cyberattacks,
affecting major enterprises, government institutions, and key infrastructures
in many industries. The NotPetya attack in 2017 highlighted the significant
risks involved in supply chain cyberattacks on critical infrastructures. The
origin of this attack can be traced back to a Ukrainian software enterprise
that operates in a small family-run firm whose product, M.E.Doc, was used
by almost every Ukrainian business for tax filing [3]. The attackers inserted
malicious code into a software update that was then sent to users, including
many businesses in Ukraine. The impact of NotPetya was far-reaching, with
victims spanning various critical infrastructure entities. These incidents high-
light the significance of enhancing the cybersecurity strategy of organisations
involved in global supply networks.

In order to facilitate this enhancement, governments, and regulatory agen-
cies have established diverse frameworks and rules with the objective of
strengthening cybersecurity in supply chains. Prominent instances encom-
pass the recommendations provided by esteemed institutions such as the Na-
tional Institute of Standards and Technology (NIST)EI in the United States,
the Network and Information Systems (NIS) [4] and NIS2 [5] laws in the
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European Union, and the NIS 2018 guidelines in the United Kingdom [6].
Although these frameworks are a positive advancement in ensuring supply
chain security, their shortcomings become apparent when we take into ac-
count the ever-changing strategies of attackers and the intricate interdepen-
dencies within global supply chains. For example, while the UK NIS 2018
framework offers a foundational approach to securing essential services, it
remains high-level and has not been updated to reflect recent developments
in cyber threats. In contrast, the updated NIS2 directive in the European
Union introduces more stringent requirements, particularly regarding supply
chain security, risk management, and incident reporting. The NIST Cyberse-
curity Framework, on the other hand, provides a voluntary yet detailed and
flexible model that emphasises continuous improvement and maturity-based
controls. Compared to these more dynamic frameworks, the UK NIS appears
less prescriptive and less adapted to modern supply chain complexities, par-
ticularly those impacting small and medium-sized enterprises (SMEs). As
a result, there is a growing need to critically evaluate the effectiveness of
current cybersecurity frameworks within the context of supply chains [7].

Our main goal in this work is to improve supply chain security. In par-
ticular, we will identify specific areas that require improvements in a well
known cybersecurity regulation framework that is the UK NIS 2018 frame-
work [6], for simplicity, we will call it the UK NIS framework. Our analysis
will identify the gaps in this framework in the context of supply chain se-
curity. We decided to focus on this framework (given that it has not been
updated yet) in order to provide some useful insights to improve it. We
will first perform a comparative analysis of the main cybersecurity frame-
works (including the UK NIS one). Building on the analysis findings, we will
analyse the limitations of the UK NIS framework in terms of its ability to
enhance cybersecurity within supply chains, with a specific focus on various
components such as digital service providers, operators of essential services,
and information systems utilised in supply chains. Furthermore, we will also
provide possible solutions on how to address the identified gaps. Instead of
coming up with new solutions that would be difficult to implement in a short
period of time by this framework, we opted to identify (when possible) exist-
ing solutions or techniques. We believe this will improve the applicability of
these solutions to a new, more secure UK NIS framework. Our work will also
be useful to other existing and developing frameworks, as they can use our
analysis to identify their own gaps and use parts of our proposed solutions
to fill these gaps.



Another important step towards improving the cybersecurity of a com-
pany and its supply chain in general is to perform a cybersecurity risk as-
sessment. Once the level of risk is established, then actions can be taken
to improve the security of the entity and the related supply chain network.
Current frameworks do not delve into the details of risk assessment. Fur-
thermore, there is a need to provide an analysis of current risk assessment
techniques.

In this paper, we address the above challenge by analyzing the current
solutions for risk assessment, emphasising self-risk assessment solutions. As
the latter can help SMEs, with small or no budget on security, to improve the
supply chain risk. Furthermore, we provide five novel risk plans for supply
chains, where every plan has an associated level of cybersecurity risk. To
develop these novel plans, we took inspiration from existing solutions in the
defence space, i.e., UK Def Stan 01-138 [8] and DEFCON [9]. For each of
our plans, we provide a set of security requirements that are strongly rec-
ommended, recommended, and desirable to the supply chain. Supply chain
companies can request their suppliers to guarantee these security require-
ments, depending on the level of risk, and can enforce these requirements
using contractual clauses.

Contracting can be a powerful tool to enforce security and privacy re-
quirements in the supply chain. In this paper, to improve the security of
the overall supply chain, we will also analyse the supply chain contracting,
especially in the case of data and information sharing [10].

The paper is organised as follows. In Section [2, we conduct a compar-
ative analysis of major global cybersecurity frameworks, highlighting their
limitations in addressing the specific needs of diverse supply chain partici-
pants. In Section [3| we identify the gaps in the current UK NIS regulations
and provide possible solutions taken from existing frameworks and regula-
tions like the NIST [II] and NIS/NIS2 [4]. In Section {4} we introduce novel
security requirements for each risk profile and cybersecurity risk assessments
solutions for supply chain. Supply chain contracting about data and infor-
mation sharing is discussed in Section [5} We conclude in Section [6] where we
summarise the main findings of our paper.



2. Comparative analysis of cybersecurity frameworks for supply
chain security

In this section, we explore how major regional cybersecurity guidelines,
such as the NIST Framework in North America, the NIS and NIS2 Directives
in the EU, the ISO standards, and the UK’s NIS Framework, approach the
challenge of securing supply chains in the context of evolving cyber threats.
For organisations across the supply chain spectrum, particularly those with
limited capacity, these frameworks can be complex and resource-intensive,
raising questions about their scalability and practical implementation.

To evaluate how well these existing frameworks support effective cyber-
security in diverse supply chain environments, we assess them based on the
following criteria:

e Clarity and practical guidance for implementation;

Cost-effectiveness and scalability across organisations of different sizes;

Threat-specific risk management relevant to modern supply chains;

Support for security awareness and training within supply chain actors;

Vendor and third-party risk management practices;

Adaptability to emerging technologies;
e Encouragement of collaboration and threat intelligence sharing.

The comparative analysis presented in Table [1| reveals that major cyber-
security frameworks, while offering foundational principles, often lack clear,
practical, and scalable guidance for organisations of diverse sizes, capabil-
ities, and resources [12]. Common gaps across frameworks include a lack
of tailored guidance, cost-effective solutions, attention to key threats (e.g.,
phishing, ransomware), and support for vendor risk management [13]. They
also lag in adapting to new technologies and fostering collaboration, espe-
cially for SMEs. These issues highlight the need for adaptable, context-aware
approaches to securing diverse, modern supply chains.

Building on this, our comparative analysis lays the groundwork for eval-
uating the UK NIS framework, emphasizing the need to better address the
varied risks and capabilities of supply chain actors, particularly SMEs. The



Table 1: Challenges in Adapting Existing Guidelines for Diverse Supply Chain Needs

Criteria

Government Guidelines and Frameworks

NIST Frame- | ISO/IEC Stan- | ENISA  Guide- | NIS/NIS2 Direc- | UK NIS
work dards lines tives
Simplified Complex and | Comprehensive but | Useful ~ resources | High-level  direc- | High-level and
and Tailored | resource-intensive; | requires certifica- | but lacks prescrip- | tives that require | static; lacks de-
Frameworks lacks simplified, | tion and extensive | tive frameworks | significant interpre- | tailed, actionable
modular guidance | resources; not | tailored to SMEs. tation; not tailored | guidance; not
for SMEs. SME-friendly. to SME-specific | tailored to SME-

challenges. specific needs.
Cost-Effective | High cost of im- | Cost of certification | Provides best | Implementation Lacks specific
and Scalable | plementation and | and audits is pro- | practices but no | and compliance | cost-effective  pro-
Solutions compliance, un- | hibitive for SMEs. | scalable implemen- | costs are  bur- | visions; generic
suitable for limited tation models for | densome for | requirements  im-
SME budgets. SMEs. SMEs, espe- | pose burdens on
cially in resource- | SMEs without

constrained  envi- | clear scaling.

ronments.

Focused Broad risk cate- | Generalised risk | Offers threat land- | Emphasis on crit- | Generic risk cat-
Threat-Based | gories, does not | assessments fail | scape reports, but | ical infrastructure | egories; lacks

Risk Assess- | emphasize =~ SME- | to focus on com- | not tailored risk | leaves SMEs’ spe- | SME-relevant
ment specific threats | mon SME-specific | prioritisation  for | cific risks underrep- | threat  prioritisa-
like phishing or | threats. SMEs. resented. tion and guidance
ransomware. for specific risk

profiles.

Employee Limited prac- | Focuses on formal | Awareness ma- | Mandates train- | Mentions training
Awareness tical advice on | training processes | terials exist but | ing but provides | requirements  but
and Training SME-appropriate without SME- | are not specific to | little actionable | lacks practical
training programs. | tailored resources. | SMEs’ operational | guidance for SMEs | tools or resources
contexts. to implement | tailored for SMEs.

cost-effectively.

Vendor and | Assumes SMEs can | Does not address | Provides guidelines | Encourages vendor | Limited — guidance
Third-Party enforce compliance | the  power im- | but lacks tools for | risk assessment but | on practical vendor
Risk Manage- | on vendors, which | balance SMEs | SMEs to monitor | lacks specific tools | risk management;
ment is rarely feasible. face with larger | vendor risks effec- | or frameworks for | assumes SMEs can
vendors. tively. SMEs. enforce require-
ments in contracts.
Adaptability Static framework; | Lacks flexibility | Limited focus on | Reactive rather | Static, prescriptive;
to Emerging | not easily adapt- | for rapidly evolv- | dynamic adapta- | than proactive in | slow to adapt to
Technologies able to dynamic | ing technology | tion for emerging | addressing emerg- | new  technologies
risks from IoT and | landscapes. tech-specific risks. | ing technology | and evolving cyber
cloud technologies. risks. threats.

Collaborative | Encourages col- | Minimal guidance | Promotes col- | Focused on mem- | Lacks  structured
and laboration but | on fostering collab- | laboration but | ber state collabo- | mechanisms for
Community- lacks mechanisms | oration for SMEs. lacks actionable | ration; limited em- | SME collaboration;
Based Ap- | for structured frameworks for | phasis on enabling | limited  emphasis
proaches partnerships for SME-specific SMEs to partici- | on shared threat

SMEs. needs. pate. intelligence.

UK NIS is the main cybersecurity regulation for UK supply chains but strug-
gles to offer practical, scalable guidance across diverse organisations. The
following section presents a gap analysis to identify areas for improvement
and adaptation to modern supply chain challenges.



3. Cybersecurity gaps analysis and solutions in the UK NIS

The NIS Regulations in the UKE] have been implemented to provide a legal
structure that protects the country’s crucial national infrastructure from the
growing number of cyber threats. While these regulations are a significant
milestone in strengthening the UK’s ability to withstand cyber attacks, the
constantly evolving nature of cyber threats and rapid technological advance-
ments necessitate regular review and reevaluation of regulatory frameworks.

In this section, we identify and analyse the gaps in the existing UK NIS
framework, revealing areas where the framework may be inadequate in tack-
ling modern cybersecurity concerns. In our analysis, we take into account
both theoretical knowledge and practical observations, to thoroughly investi-
gate these gaps in many aspects. We organise this section into distinct sub-
sections, each focused on clarifying a particular gap in the NIS framework.
Furthermore, we establish the specific areas where the existing framework
may require enhancement or adjustment to more effectively safeguard the
security of supply chains. We proposed enhancement and/or solutions taken
from other frameworks or existing regulations. We will explain each identi-
fied gap, provide existing solutions from other frameworks and regulations,
and finally propose how these solutions can be incorporated /developed in the
UK NIS framework.

Our analysis is useful not only to the improvement of the current UK NIS
framework but also for the security aspects of other existing frameworks.
The latter can use our analysis to identify their own gaps. Furthermore,
the proposed solutions, with a little tweaking, can be integrated into these
frameworks as well.

3.1. Operationalisation and measurement of success

The UK NIS framework highlights the significance of developing a na-
tional strategy that includes distinct objectives and goals for safeguarding
networks and information systems. This framework does not place much im-
portance on the methods of implementation, particular goals, performance
indicators, or metrics for assessing the efficacy of the adapted measures.
Hence, creating a big gap between strategies and objectives versus opera-
tionalisation and measurement of success.

Zhttps://www.legislation.gov.uk/uksi/2018/506
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To address the above gap, we analysed the NIST Cybersecurity Frame-
work [IT] that provides a thorough method for managing cybersecurity risk,
effectively addressing the gap in implementation. We conducted a thorough
analysis of the NIST Cybersecurity Framework version 1.1, for the sake of
simplicity, we will refer to it as the NIST Framework or simply NIST. The
NIST Framework does not suffer from the above gap, as it has the following
measures in place.

e Measurement of Success: NIST emphasises the use of cybersecurity
metrics and measurements to evaluate the efficacy of the security pos-
ture. By implementing this method, organisations can create measure-
ments that are in line with the strategic goals.

e Continuous Improvement: NIST recommends an ongoing system of
enhancement. This guarantees that the plan stays pertinent in the
context of developing cyber risks and technical advancements.

e Customisation to National Context: NIST is highly adaptable and can
be tailored to different sectors. It provides a customisable model that
can be adjusted to address the specific requirements and vulnerabilities
of a nation’s vital infrastructure and digital services.

In order to bridge the gap in operationalisation and measurement within
the national strategy for the UK NIS, policymakers and regulators in the UK
might consider incorporating the concepts and practices of the NIST Frame-
work into their strategic planning and implementation procedures. Possible
components of this could include:

1. Developing specific cybersecurity outcomes and activities aligned with
the NIS strategic objectives.

2. Establishing clear metrics and indicators for success, based on NIST
guidance, to monitor progress and effectiveness.

3. Regularly reviewing and updating the national strategy based on a
continuous improvement model, leveraging the iterative approach of
the NIST Framework.

3.2. Coordination and consistency

Another major gap in the NIS is ensuring efficient coordination and uni-
formity among different competent bodies, e.g., the Information Commis-
sioner. Due to the decentralised structure, with many bodies having ju-
risdiction over various sectors and subsectors, there can be variation in the



application of legislation, publication of guidance, and management of cyber-
security issues. Hence, there are variations in the implementation, direction,
and overall state of cybersecurity across different sectors. In addition, the
use of multiple lists, e.g., those for critical service operators and revocations,
and the requirement for collaboration with other agencies, including GCHQ
and law enforcement, increases to the difficulty of maintaining a consistent
and efficient cybersecurity framework.

To address this lack of coordination and consistency across competent
authorities, we analysed the EU NIS directive[4, 5]. The European version
of the analysed regulation incorporates a Cooperation Group to tackle co-
ordination and consistency issues. The Cooperation Group promotes strate-
gic collaboration and the sharing of information among EU Member States
concerning the security of networks and information systems. The EU NIS
directives [14] address this gapE] through strategic coordination. In particular,
the Cooperation Group serves as a platform for member nations to engage
in discussions and coordinate their strategic approaches, with the aim of en-
suring consistency across national borders. The EU NIS employs sharing of
best practices, where the exchange of best practices and knowledge sharing
among member states through the group fosters uniformity in cybersecurity
strategies and mitigating the inconsistencies in the application of regulations
across sectors. The Coordination Group supports the development and dis-
semination of guidance on the implementation of the EU NIS Directives.

To address the inadequate coordination and consistency across compe-
tent authorities, the UK NIS should establish a comparable national-level
cooperation group. Its main goals will be strategic collaboration, exchange
of information, and the sharing of best practices amongst all national com-
petent authorities. The setup could encompass representatives from each
designated competent authority, law enforcement, GCHQ, and other perti-
nent stakeholders. Let us provide some more details of how this gap can be
bridged.

1. To enhance compliance monitoring under the UK NIS, we suggest the
development of an advanced and centralised digital platform that ag-
gregates regulatory data from all competent authorities [15]. Incorpo-
rating Al-based analytics into such a platform could assist in identi-

Shttps://digital-strategy.ec.europa.eu/en/policies/
nis-cooperation-group
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fying discrepancies, non-compliance patterns, or systemic risks across
sectors more efficiently, especially given the scale and heterogeneity of
actors involved. Similar Al-supported systems have been used in finan-
cial regulation, anti-fraud detection, and public health surveillance [16],
demonstrating the potential of Al to improve situational awareness and
oversight at scale. While not strictly necessary, these technologies of-
fer promising capabilities that can strengthen regulatory coherence and
responsiveness.

2. Another suggestion is the usage of Blockchain technology to ensure
transparency and accountability, as it enables the tracking of adher-
ence to regulations [17]. By employing blockchain technology, the ac-
curacy and reliability of compliance data can be significantly improved,
thereby facilitating effective regulatory oversight.

3.3. Information sharing and analysis

Another identified gap is the lack of focus on the efficiency and efficacy of
exchanging and analysing information. The NIS requires GCHQ to communi-
cate, consult, advice, and collaborate with different organisations. However,
the success of these operations largely depends on the systems and platforms
used for sharing information and analysing it afterward. Rapid information
sharing and good analysis are essential for promptly identifying, responding
to, and reducing cyber threats in real-time.

To address the gap in information sharing and analysis, we looked at the
model of Information Sharing and Analysis Centers (ISACs) [18] that have
been established in various sectors globally. ISACs are sector-specific entities
created to facilitate the sharing of information about cyber threats, vulner-
abilities, and incidents among members within a particular sector. They
provide a structured mechanism for collecting, analyzing, and disseminating
actionable threat intelligence among their members, enhancing the sector’s
overall ability to respond to cyber threats. ISACs has a sector-specific focus.
By concentrating on specific sectors, ISACs ensures that the information
shared is relevant and tailored to the unique needs and challenges of each
sector, which can improve the efficiency of cybersecurity measures. Further-
more, ISACs facilitates a collaborative approach to addressing cyber threats,
allowing members to benefit from shared experiences, strategies, and response
efforts.

To improve information sharing and analysis, the UK NIS can encour-
age the establishment of sector-specific ISACs or similar information sharing

10



and analysis frameworks. To that end, GCHQ should serve as the national
coordination authority overseeing the establishment and operation of sector-
specific ISACs. While ISACs would manage their sector-specific operations
independently, GCHQ would provide strategic oversight, secure infrastruc-
ture, and policy alignment. Specifically, GCHQ could support these efforts
by:

1. Facilitating the establishment of ISACs in critical sectors identified
under the NIS Regulations.

2. Providing guidance, support, and potential infrastructure for the secure
exchange of information.

3. Acting as a bridge between ISACs, international partners, and other
relevant entities to ensure comprehensive coverage and response to cy-
ber threats.

4. Incorporating insights gained from ISACs into national cyber threat
assessments and strategies.

3.4. Balancing information sharing with privacy and security concerns

Another gap involves the difficulty of maintaining a balance between the
requirement of exchanging comprehensive and efficient information and the
obligation of safeguarding sensitive information and avoiding any adverse ef-
fect on the security or business interests of the involved companies. Although
the UK NIS states that information sharing must be relevant, proportionate,
and essential, implementing this balance can be intricate. To guarantee that
shared information does not unintentionally compromise privacy, security, or
business competitiveness, it is necessary to have strong systems in place to
classify, process, and share information.

To address this issue we analysed the General Data Protection Regulation
(GDPR)ﬂ The GDPR offers comprehensive guidelines on data protection and
privacy for all individuals within the EU and the European Economic Area.
It also addresses the transfer of personal data outside these regions. GDPR’s
principles on data minimisation, purpose limitation, and data protection by
design and by default can provide a framework for addressing the balance be-
tween information sharing and privacy /security concerns. We analyse below
some of the GDPR principles that address the information sharing balance.

4https://gdpr-info.eu
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e Data Minimisation: The GDPR requires that only data that is essential
for the specific purpose of processing is to be retained and processed.

e Purpose Limitation: Data gathered for a certain objective should not be
utilised for a different, unrelated objective without obtaining additional
consent or having a legal justification. This facilitates the preservation
of the accuracy and reliability of information exchange.

e Data Protection by Design and by Default: It refers to the incorpo-
ration of data protection measures into the development of business
processes for products and services.

e Confidentiality and Security of Processing: The GDPR highlights the
significance of safeguarding personal data from unauthorised or unlaw-
ful processing, as well as from accidental loss, destruction, or damage.

To address the gap in balancing information sharing with privacy and se-
curity concerns, the UK NIS enforcement authorities and relevant stakehold-
ers should adopt GDPR-compliant processes and technologies. For example,
by

1. Enforcing rigorous data classification schemes to determine which in-
formation can be exchanged and in what specific situations.

2. Creating robust, encrypted communication routes to safeguard data
during transmission.

3. Implementing data reduction and purpose limitation principles to guar-
antee that only essential information is sent to meet the obligations of
the NIS Regulations.

4. Performing periodic privacy impact evaluations for information-sharing
practices in order to detect and address possible concerns to privacy
and security.

3.5. Flexibility and adaptability to emerging threats and technologies

UK NIS capacity to effectively respond to quickly changing cyber threats
and developing technology is another issue. The criteria for designating OES
(Operators of Essential Services) are static, and the biannual review cycle
is not adequate considering the ever-changing nature of cyber risks and the
rapid evolution of technology and threat landscapes. Thus, organisations
that become crucial as a result of technical advancements or shifts in social

12



dependence are not immediately identified as OES, and regulatory oversight
of their cybersecurity practices might consequently be compromised.

In order to fill this gap, we recommend the use of adaptive cybersecurity
frameworks that include ongoing monitoring and dynamic risk assessment.
An example is the Continuous Diagnostics and Mitigation (CDM)f]initiative
implemented by the United States Department of Homeland Security. The
CDM programme offers government departments and agencies the means to
continuously discover cybersecurity vulnerabilities, prioritise them according
to their possible consequences, and empower cybersecurity specialists to ad-
dress the most critical issues as a priority. This is done through continuous
monitoring of cybersecurity risks, dynamic risk assessments, and the usage
of automated methods for detection and response to threats.

To enhance the adaptability of the NIS Regulations to changing cyber
threats and technologies, we propose the following implementations.

1. Implement Continuous Monitoring: Revise the regulations to require
the ongoing monitoring of cybersecurity risks by both competent au-
thorities and OES, guaranteeing prompt detection and reaction to emerg-
ing threats.

2. Dynamic Designation Process: Create a more flexible procedure for
the identification of OES, enabling more regular evaluations and mod-
ifications to the list of designated organisations, taking into account
evolving risk assessments and technological interdependencies.

3. Leverage Automated Tools: Facilitate the adoption of automated cy-
bersecurity solutions among OES to promptly detect, evaluate, and
mitigate threats, hence improving their capacity to swiftly respond to
incidents.

4. Cross-Sector Collaboration: Enhance cooperation among sectors and
competent authorities to exchange information on potential threats and
effective strategies, utilising knowledge from other sectors to enhance
overall resilience in cybersecurity.

3.6. Dynamic nature of digital services and emerging technologies

Given the static and rigid nature of the UK NIS another gap related to
its capacity to adjust to the swiftly changing landscape of digital services

Shttps://wuw.cisa.gov/resources-tools/programs/
continuous-diagnostics-and-mitigation-cdm-program
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and the ongoing introduction of novel technology. NIS stipulates precise
activities and considerations for Relevant Digital Service Providers (RDSPs),
with a particular emphasis on modern digital services models such as online
marketplaces, search engines, and cloud computing. Nevertheless, the rapid
rate of advancement in digital services and the emergence of new technologies,
e.g., Al, IoTs, can surpass the specific regulations. This results in new services
or technologies being inadequately regulated or not explicitly addressed by
existing guidelines.

In order to understand how to fill that gap, we analysed more flexible and
technology-neutral frameworks such as ISO/IEC 27001|ﬂ which is the global
standard for managing information security systems (ISMS). This standard
offers a methodical way to effectively manage confidential information to en-
sure its security. It encompasses the protection of people, processes, and
IT systems by implementing a risk management strategy. This standard
possesses the ability to adjust and accommodate to emerging security risks,
advancements in technology, and alterations in the surrounding conditions.
In particular, ISO/IEC 27001 prioritises the administration of information
security instead of dictating particular technologies or approaches, allowing
it to be flexible for different digital services. It has a risk management pro-
cess that consistently evaluates the information security risks related to its
operations, particularly those arising from new technologies and emerging
digital service models, and takes necessary actions to mitigate those risks.
ISO/IEC 27001 is based on the concept of ongoing enhancement, necessi-
tating organisations to periodically assess and enhance their ISMS in light
of internal audits, incidents, and changing external risks, guaranteeing the
long-term effectiveness of security measures.

In order to address the challenge, i.e., keeping up with the fast-paced
development of digital services and emerging technologies, we recommend
that RDSPs and regulatory authorities should take the following actions:

1. Integrate ISO/IEC 27001 principles: Require RDSPs to implement
ISO/IEC 27001 standards for their information security management
practices, ensuring an adaptable and strong approach to security that
can adjust to emerging threats and technology.

2. Implement a system for regularly reviewing and amending rules to in-
corporate the most recent advancements in digital services and tech-

Shttps://www.iso.org/standard/27001
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nologies. This may involve a formal procedure for seeking input from
industry experts, technologists, and other relevant parties.

3. Encourage Risk Management Practices: Establish an approach of risk
management within RDSPs, highlighting the significance of recognis-
ing, evaluating, and minimising risks linked to the delivery of digital
services, especially those stemming from emerging technologies.

3.7. International cooperation and compliance

The digital services ecosystem is fundamentally global, with RDSPs oc-
casionally operating in different jurisdictions that have diverse regulatory
needs. The UK NIS Regulations prioritise the importance of RDSPs in risk
management and reporting serious occurrences to the appropriate authori-
ties. However, it struggles to guarantee adherence to regulations in diverse
regulatory environments. Thus, creating disparities in the criteria for report-
ing incidents, the speed at which responses are provided, and the regulation of
the movement of data across borders. These variances can make the response
to and handling of cybersecurity incidents having more complex international
consequences.

In order to address these challenges, we suggest the implementation of
the mechanisms for international collaboration and adherence outlined in
the GDPR and the Council of Europe Budapest Convention on Cybercrime.
In particular, the use of the GDPR will allow cross-border cooperation mech-
anisms, as it offers organised procedures for international collaboration, en-
compassing reciprocal aid and exchange of information among nations. These
mechanisms are essential for effectively addressing incidents that impact dig-
ital services spanning many jurisdictions. Furthermore, RDSPs can enhance
the consistency and efficiency of handling cybersecurity incidents, regard-
less of their location, by implementing standards for incident reporting and
response.

3.8. Specificity and clarity in cybersecurity measures and incident reporting
criteria

The UK NIS requires RDSPs to take “appropriate and proportionate mea-
sures” to manage risks and to notify authorities of incidents having a “sub-
stantial impact”. However, the requirements for determining what qualifies
as “appropriate and proportionate measures” and a “substantial impact” are
generally outlined and may lack the necessary clarity for RDSPs to consis-
tently implement these criteria, creating a gap between the regulations and
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implementation. This discrepancy can result in diverse interpretations and
applications of the regulations, thereby compromising their efficacy in guar-
anteeing a superior degree of security across all RDSPs.

In order to address this gap, thus, to ensure precise and clear cybersecu-
rity measures and incident reporting, we analyse the NIST Framework and
the ISO/TEC 27005 standard for information security risk management. In
particular, both guidelines provide extensive guidance on adopting efficient
cybersecurity measures, giving RDSPs more precise benchmarks for deter-
mining “appropriate and proportionate” actions. RDSPs can enhance their
comprehension of incidents that have a “significant impact” and necessitate
notice by using the structured incident management and reporting princi-
ples outlined in these frameworks. NIST and ISO/TEC 27005 are specifically
designed to be regularly updated and adjusted, allowing for RDSPs to consis-
tently align their security policies with the most current threats and optimal
methods.

To bridge the gap in specificity and clarity, RDSPs and regulatory bodies
should:

1. Adopt and Reference Established Cybersecurity Frameworks: Include
explicit mentions of well-established cybersecurity protocols outlined
in regulatory guidelines, urging or mandating RDSPs to conform their
activities to these benchmarks.

2. Provide Clear Examples and Case Studies: Provide comprehensive in-
stances, case studies, and situations to demonstrate the implementation
of "suitable and commensurate actions" and the definition of a "signif-
icant influence," aiding RDSPs in gaining a clearer understanding of
their responsibilities.

3. Regularly Update Guidance Based on Emerging Threats: Create a
systematic procedure to regularly assess and revise cybersecurity pro-
tocols and criteria for reporting incidents, taking into account emerging
threats and improvements in technology, to ensure continuous relevance
and efficacy.

3.9. Discussion: gaps and implementation challenges

As cybersecurity threats continue to evolve, the gaps identified in the UK
NIS framework may become even more critical. Emerging attack techniques,
such as Al-generated malware, highly targeted ransomware campaigns, and
exploitation of Internet of Things (IoT) devices, are expected to intensify
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the risks faced by supply chains. Without regular updates and adaptive risk
management strategies, the static and prescriptive nature of current reg-
ulations could leave organisations increasingly vulnerable to new forms of
attacks. Thus, regulatory frameworks must be designed with built-in flexi-
bility and periodic revision mechanisms to remain effective against emerging
and unforeseen threats.

Implementing the proposed solutions to address these gaps is not with-
out challenges. SMEs, which form a significant portion of supply chains, may
face resource constraints that hinder their ability to comply with enhanced
security requirements. Larger organisations may encounter operational re-
sistance or face legal complexities when enforcing security obligations across
international supply chains. Drawing lessons from industries such as finance
and healthcare, which have implemented risk-based, tiered compliance mod-
els, one strategy is to introduce scalable security requirements proportionate
to the risk profile and size of the entity. Additionally, public-private partner-
ships, subsidised cybersecurity support programs for SMEs, and harmonisa-
tion of international standards could facilitate more effective and practical
adoption of the proposed regulatory enhancements.

4. Security plans and risk assessment for supply chain security

In the previous section, we presented a gap analysis of the UK NIS reg-
ulations, where we identified existing solution that can be implemented to
bridge these gaps. Our main focus on the UK NIS is on the supply chain
cybersecurity and the risks that arise. In this section, we analyse the supply
chain security from risk analysis perspective. In particular, we introduce, to
the best of our knowledge, the first security plans for each cybersecurity risk
profiles for supply chains. This work complements the previous section, which
focused on the UK NIS (where suggestions on how to improve the framework
were provided), as it provides practical cybersecurity requirements that need
to be satisfied by the components of the supply chain.

We start by proposing security plans and their associated security re-
quirements for the supply chain. Identifying the level of risk is an important
aspect of the supply chain, as it comes with its own challenges. In this sec-
tion, we introduce some existing solutions that perform a cybersecurity risk
assessment for the supply chain.
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4.1. Security plans for supply chain

It is important for companies of a supply chain to define security plans
for their suppliers. These plans are composed of security requirements that
provide a certain level of guarantee between companies of the supply chain
against cyber-attacks in the supply chain. In case security requirements are
requested, it is mainly done on a single basis and it is part of the contractual
obligations between the involved parties. In order to identify these security
requirements, we decided to analyse the security requirements requested by
the UK government for their defence suppliers. Our goal is to suggest possible
security requirements that general supply chains can ask their companies.

We analysed the Def Stan 05-138 [§] guidance, which is a defence standard
that specifies the measures that defence suppliers are required to achieve. In
particular, it divides the suppliers into five levels of cyber risk and provides
each of them with the requested security requirements.

Cyber risk profiles for supply chains. In the Def Stan 05-138 the companies
are divided into five categories regarding their cyber risk profile. We rec-
ommend these categories be kept the same also for the cyber risk profile of
general supply chain companies. The five categories are provided below:

e Not applicable: there is no need for specific cyber control measures,
even though, a good practice is to comply with the Cyber Essentials
Scheme, when IT systems are used for conducting business.

e Very low: the cyber risk is basic and untargeted.

e Low: the cyber risks are basic but more targeted, with not persistent
attackers that might be semi-skilled.

e Moderate: the cyber risks are more advanced, and the attacks are
targeted and tailored to get access to an asset(s) or to have a denial of
service.

e High: the cyber risks are subjective to Advance Persistent Threats
(APT) and the attackers are highly sophisticated, organised, well-
resourced, and persistent. These attacks may continue for long periods
and go unnoticed for months or even years during their initial stages.

Depending on the category of risk profile that a company has, it needs
to comply with specific security requirements. To identify these security
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requirements, we analysed the requirements provided by Def Stan 05-138,
which are very restrictive and sometimes unnecessary when it comes to the
general supply chain. They can be used as a starting point for our security
requirements of general supply chains. We introduce below the security plans
for each of the cyber risk profiles for generic supply chains. In this paper, we
introduced three novel categories of implementation for the security require-
ments: strongly recommended, recommended, and desirable by taking into
consideration the level of cyber risk level that generic supply chains havem.
Furthermore, when appropriate, we also add some further recommendations,
mentioned in the below tables as Extra recommendations, (that were not
provided in Def Stan 05-138). Except for the not applicable and very low
risk profiles, for the others we divide the security requirements into sic cat-
egories, i.e., governance, security culture and awareness, etc. to provide a
further level of granularity to our security requirements. Let us now, explain
each of the security plans and their requirements.

For the Not Applicable and Very Low the recommendations are provided
in Table[2l Cyber Essential is desirable for Not Applicable and recommended
for Very Low. Please note that Cyber Essentials [19] is a certification scheme
identifying the minimum steps an organisation should take to protect them-
selves against cyber risk.

We provide in Table [3| the security recommendations for supply chains
with a Low level of cybersecurity risk. We divide the security requirements
into six categories, plus a seventh (i.e., Extra) where we provide some further
requirements. The only strongly recommended requirement for this level is
the Cyber Essentials Scheme certificate. Recommended requirements deal
with access control policies and defined roles to be put in place, as well as
incidents and violations management policies.

In Table {4 the security recommendations for supply chains with a Mod-
erate level of cybersecurity risk are provided. The division between the six
categories is kept for the Moderate as well as the High cyber risk require-
ments. For the Moderate, we introduced the Multi-Factor Authentication as
a strong requirement, access control policies and back-up recommendations.
We also mention risk assessment processes as a desirable requirement. The
division of the requirements was made by keeping in mind that we are deal-

"For developing our novel security plans, we were based on the requirements provided
in the Def Stan 05-138 guidance.
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ing with general supply chains, where some of the entities involved are SMEs
with little resources to be dedicated to security.

Finally, we present in Table [5| the security recommendations for supply
chains with a High level of cybersecurity risk. Given the High risk, we build
on top of the Moderate requirements, where we strongly recommend back-
ups, policies for data loss prevention as well as employee security trainings.
IDS and control of traffic flow are desirable. While the availability of critical
assets, network monitoring tools, firewalls for critical servers, and security
countermeasures are recommended.

Strongly Recom- | Recommended Desirable
mended
Not applicable Comply with the
Cyber Essentials
Scheme.
Very Low Comply with the
Cyber Essentials
Scheme.

Table 2: Security Requirements for Not Applicable and Very Low Cyber Risk Supply
Chains

4.2. Performing cybersecurity risk assessment in supply chain

In the previous section, we introduced five novel cybersecurity plans (com-
posed of security requirements), one for each risk profile, to improve the
supply chain cybersecurity and prevent increasing their risk level. Another
important aspect to consider is how the risk assessment is performed by the
supply chain. Generally, the cybersecurity risk assessment is performed by
a third-party entity or cybersecurity risk experts from the company of the
supply chain and requires a certain level of resources to be devoted to this
process. Not all companies/entities involved in the supply chain have that
level of resources and/or experts. So, it is crucial to identify other solutions
for supply chains to perform this risk assessment.

A solution, inspired by the current risk assessment procedure required by
the UK MOD [20], is the one where the supply chain companies provide the
answers to the cybersecurity risk assessment questionnaire to a governmental
body, as a central authority (for example in the UK this body can be NCSC or
GCHQ). This solution can work for a limited number of companies or sectors
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(e.g., defence), but cannot be a reliable one for all types of supply chains,
given the enormous amount of companies that might require this service.
Furthermore, a good part of SMEs involved in supply chains do not have the
right personnel to be able to answer cyber risk assessment questionnaires.

Another solution is the self-risk assessment, performed by the company
itself. This solution would remove the centralisation of the cyber risk as-
sessment process, and reduce the resources required to have a third party
performing the assessment. Specifically, we envision that risk assessment
forms to be provided to the supply chain companies. The risk assessment
forms should include a supplier assurance questionnaire, an industry risk
assessment (e.g., simpler versions of the following [21], [22]), together with
Cyber Implementation Plan (see the security requirements in Section .
This type of risk assessment should be performed either through an online
form and issuing a certificate as an output, or through an online website
where the companies have authenticated access and can submit the answers
to the various questions, and receive their certificate.

Currently, there are solutions that allow the cybersecurity self-risk assess-
ment for supply chains. For example, the solution introduced in [23], where a
methodology for self-risk assessment for the supply chain is provided. The au-
thors of this paper provide also an online platformf that allows supply chain
companies to identify their level of interconnected supply chain cybersecurity
risk. The methodology employs specific categories of assets, vulnerabilities,
and threats that are relevant to most organisations, based on principles out-
lined in the NIST Framework and insights derived from academic literature.
The questionnaire is designed to collect basic information from suppliers
without needing them to have extensive knowledge about their cybersecu-
rity posture or the technical complexities of their organisation’s assets. The
approach aims to calculate cybersecurity risk ratings for each pre-defined
threat groups (e.g., software threats) by aggregating the estimates given as
answers to the questionnaire. The five levels of risk security used in [23] can
be mapped directly to the five levels of risk provided in Section 4.1} The ad-
vantage of this solution is that the user performing the risk assessment does
not need to be a security expert, thus, solving the issue of needing security
experts in the company performing the self-risk assessment.

Another self-risk assessment solution is the EU Agency for Cybersecu-

8https://www.securechains.co.uk/login/?next=/
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rity tool [24], which is developed for mapping out the network of depen-
dencies and interactions among essential service operators and digital ser-
vice providers, aligning these with international cybersecurity standards and
guidelines. Aimed at assessing the vulnerability due to increased dependency
on digital platforms and service providers, which is a key factor in modern
supply chains, the tool incorporates indicators aligned with recognised stan-
dards including ISO IEC 27002, COBITS5, the NIS Cooperation Group secu-
rity measures, and the NIST Framework. This facilitates a comprehensive
and standardised approach towards assessing and mitigating risks in supply
chains.

Other tools are available to assess an organisation’s cybersecurity readi-
ness, depending on the specific requirements provided by NIST. These tools
cover a broad spectrum of assessments, from comprehensive reviews of cy-
bersecurity programs to targeted evaluations of particular areas. The Axio
Cybersecurity Programme Assessment Tool”| is another resource that allows
organisations to measure their cybersecurity preparedness against recognised
standards. The Baldrige Cybersecurity Initiative tool'] combines the thor-
oughness of their proposed framework with the NIST Framework. By align-
ing cybersecurity risk management with larger organisational objectives, this
solution enhances operational preparedness while improving cyber health.
The Cyber Security Evaluation tool (CSET)EI developed by the US Depart-
ment of Homeland Security provides a thorough assessment of compliance
with many standards, including the NIST Framework. CSET offers an anal-
ysis of an organisation’s cybersecurity procedures, identifying weaknesses and
suggesting strategies to enhance security.

Another interesting problem is how the result of the cybersecurity risk
assessment can be shared with the supply chain. Once the “certificate” about
the level of risk is released, then a possibility is to make this information
available to the public. This option will make companies that have medium
or higher risk targets for future cyberattacks. Instead, other solutions might
be the sharing of a digital signed certificate with the suppliers, or the usage
of a portal where the company can share their certificate together with the
cybersecurity plan in secure and safe manner.

9https://learn.axio.com/free-tool
Ohttps://www.nist.gov/baldrige/products-services/
baldrige-cybersecurity-initiative
Uhttps://wuw.nist.gov/cyberframework/assessment-auditing-resources
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5. Supply chain contracting about data and information sharing

Supply chain contracts are legally binding agreements between two or
more parties involved in the production, distribution, or sale of goods or
services within a supply chain network [25, 26, 27]. These contracts help
establish the terms and conditions under which the parties agree to conduct
their business relationships and play a crucial role in establishing clear expec-
tations, minimising risks, and ensuring smooth coordination among the vari-
ous stakeholders involved in the supply chain process [28]. The supply chain
contract design typically includes the parties involved in the supply chain
process, terms and conditions of the agreement, roles and responsibilities,
risk management and allocation, resolution of disputes, and compliance with
regulations and clauses signed by the parties. Recently the supply chain con-
tracts have been enhanced with features relevant to confidentiality clauses,
intellectual property rights, information sharing, and security clauses as well
as how the data and information are shared among the parties involved and
how secure is the technological infrastructure for the transmission of such
data and information |29, [30].

Supply chain contracts and information security are intimately linked due
to the sensitive nature of data exchanged and the potential risks associated
with sharing information across supply chain networks [31], 32]. Information
security within supply chain contracts involves protecting confidential data,
mitigating cybersecurity threats, and ensuring compliance with relevant reg-
ulations [33] [34].

Information security can be ensured through the supply chain contract
design in various levels that protect all the parties involved, provide liability
clauses and risk management measures, but also ensure the secure transmis-
sion of data and the maintenance of the technology among the contracting
parties [34]. Initially, the supply chain contract should contain specific data
protection and privacy requirements that all parties must adhere to when
handling personal or sensitive data throughout the procurement process or
other supply chain steps. This may include compliance with regulations
such as the GDPR or the California Consumer Privacy Act. Information
sharing among supply chain partners should also be defined when the con-
tract is established. The supply chain contract should include the types
of data that can be shared, the methods of transmission, and the security
measures that must be implemented to safeguard the data during transit
and storage [35, [36, 37, 38]. Supply chain contracts often include clauses

26



relevant to confidential information and explain specifically how sensitive in-
formation shared between parties will be handled. This includes provisions
for protecting trade secrets, proprietary technology, customer data, financial
information, and other confidential data.

Another important aspect that should be highlighted in the contracts
should include provisions for vendor risk management, where suppliers and
other third-party vendors are required to demonstrate compliance with infor-
mation security requirements and undergo periodic assessments to evaluate
and provide proof for their security posture [39,[34]. As mentioned in previous
parts of the paper, there should be safeguarding measures explained in the
contracts relevant to cybersecurity standards and controls to protect against
data breaches, unauthorised access, malware attacks, and other cybersecu-
rity threats. This may include implementing encryption, access controls,
firewalls, intrusion detection systems, and regular security audits.

Finally, supply chain contracts may also include directions about inci-
dent response and notification in cases of security breaches, guidelines about
regular controls and audits, but also how to terminate or transfer the con-
tract to a new vendor in cases of security breaches. These procedures include
compliance monitoring to ensure that all parties are meeting their informa-
tion security obligations. Supply chain contracts should foster in a stronger
manner the security provisions, provide guidelines to organisations for risk
mitigation, protect sensitive data, and provide trust and confidence among
supply chain partners and customers.

6. Conclusion and Future Work

The main goal of this work is to improve and strengthen the cyberse-
curity in supply chains. In particular, we worked in different directions to
reach our goal, by focusing on the UK NIS Regulations [6] and its existing
infrastructure around supply chain security.

We started by identifying the critical gaps of the UK NIS that, if ad-
dressed, could significantly increase the effectiveness of the framework in
protecting against cyber threats. These gaps cover various aspects of cy-
bersecurity management, such as implementation and metrics, coordination
and information sharing, finding a balance between information protection
and sharing, adaptability to evolving threats, international cooperation and
compliance, and regulatory specificity. For each of the gaps we provided so-
lutions taken from other existing frameworks or technologies, and how these
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solutions could be implemented. Our gaps analysis and proposed solutions
benefit not only the UK NIS framework improvement, but also the enhance-
ment of other existing frameworks.

Our second contribution is more general to supply chain security, where
we introduce novel security requirements for each of the risk profiles, with
a focus on the UK cyberspace. These requirements can be applied to every
type of supply chain in the UK, but can be easily adapted to supply chains
in other countries. We continued our analysis by identifying solutions for
cybersecurity risk assessments, with an emphasis on self-assessment solutions.
The above are more regulatory and technical solutions, which sometimes
are difficult to enforce. This is why, we also analysed how supply chain
contracting can be used as a powerful tool to improve the security and privacy
of data and information sharing.

There are different interesting future work directions. In the area of risk
assessment, it would be interesting to integrate the results of the risk as-
sessments in more formal tools [40, 4] that help the prediction of risk as
well as the preventive and mitigative actions to take. Another interesting
area of future work is the usage of Al. Future cybersecurity risk assessments
should address AI’s potential to automate tasks while mitigating privacy
risks. For example, incorporating Al-driven solutions for real-time monitor-
ing and feedback [42] to risk assessment, can drastically improve the security
of supply chains. Another interesting approach, in combination with Al-
driven solutions, is the usage of behavioral analytics [43], which can act as a
complementary approach to traditional risk assessment frameworks.

Moreover, a longitudinal study evaluating the adoption and long-term
effectiveness of the proposed cybersecurity solutions, including the security
plans and self-risk assessment methods introduced in this paper, would be a
valuable research contribution. Tracking organisations over time would al-
low for a deeper understanding of how supply chain cybersecurity evolves,
how compliance and risk levels change, and which practices sustain resilience
against emerging threats. Another interesting research direction is the anal-
ysis of risk interdependencies among supply chain members. An extended,
dependency-aware risk model would enable more precise risk assessments and
support the development of effective countermeasures.

Future research should also focus on empirical validation of the proposed
risk assessment plans and self-assessment models. This could include pi-
lot studies within industry supply chains or simulation-based evaluations to
measure improvements in risk management, compliance, and supplier ac-
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countability.

In addition to these directions, it is also important to explore how emerg-
ing technologies like blockchain and advanced IoT networks impact supply
chain cybersecurity. Blockchain can enhance transparency, integrity, and
trust but also brings new security and privacy risks that regulators must
address. Likewise, the growing use of IoT devices expands attack surfaces,
demanding new security and risk mitigation strategies.
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