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Environmental Sensor Networks (ESN) are widely deployed for monitoring in remote and hazardous 

environments where energy is constrained. ESN nodes are typically battery-powered and are required 

to operate reliably for long periods. Benefiting from standardisation, the concept of Environmental 

Internet of Things (E-IoT) has emerged. Energy-constrained E-IoT systems commonly adopt duty-cycled 

MAC protocols such as ContikiMAC and 6TiSCH to reduce energy consumption. Although such proto-

cols can effectively reduce the activation time of wireless transceivers, the unnecessary radio activa-

tion caused by periodic idle monitoring or frequent network maintenance cannot be further limited. 

Moreover, once the system is deployed, certain predefined parameters such as the communication 

rate become difficult to adjust in response to changing environmental conditions or application re-

quirements. 

In contrast, schedule-based sleepy networks are designed to maximise the sleep duration of all nodes 

to conserve energy, while only transmitting data and maintaining the network during scheduled com-

munication windows. Although extended sleep periods introduce additional communication delays 

and limit the ability to handle bursts of data, sleepy networks are still suitable for long-term environ-

mental monitoring in remote or hazardous areas. This thesis investigates whether schedule-based 

sleepy networks can achieve lower energy consumption than systems deploying duty-cycling MAC pro-

tocols, and how to optimise communication windows within multi-hop tree topology network to re-

duce energy consumption. Firstly, through observation of system activities and energy consumption 

measurements, this work estimates the energy consumption of a sleepy network system in a star to-

pology and compares it with the same system operating under ContikiMAC and 6TiSCH. 

Secondly, based on scheduling experiments in a tree topology network, this study determined the min-

imum time required for nodes to complete network maintenance and data transmission after wake-

up. Furthermore, in this thesis, an optimised scheme for communication window is proposed, and a 

corresponding energy consumption model is established to evaluate system energy consumption and 

the impact of other factors on it (such as changes in communication rate, packet retransmissions, and 

increases in routing depth). 
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1 

Chapter 1 Introduction 

Over the past few decades, the development of the Internet and communication technologies has 

shifted from linking people to each other and online Web content toward the development of in-

terconnected systems that involve massive numbers of physical devices. This shift has resulted in a 

new technological concept, the Internet of Things (IoT) [1, 2]. By integrating sensing, computation, 

and wireless communication capabilities, IoT enables physical objects to interact autonomously 

with their surrounding environments. Among IoT applications, environmental monitoring is an im-

portant field. IoT-based environmental monitoring systems can be deployed with large numbers of 

sensors construct a large-scale system. Such systems face several key challenges, including energy 

consumption, reliability and robustness, and ease of maintenance [2].  

Advances in sensor miniaturisation and wireless connectivity have enabled the rapid deployment 

of Wireless Sensor Networks (WSNs), which provide a mature and effective solution for automated 

environmental data collection. When deployed in unpopulated or harsh environments, WSNs must 

be designed with consideration for adaptability and long-term reliability within the given environ-

ment. To address these challenges, Martinez et al. [3, 4] proposed the notion of Environment Sen-

sor Network (ESN), a subtype of WSN specifically designed to withstand natural environmental con-

ditions and support large-scale environmental. Furthermore, the development of low-power com-

munication protocols and IP-based standards for sensor networks has further enabled Internet con-

nectivity and interoperability of ESNs, making the ESN an open, heterogeneous sensor network 

compatible with various sensor nodes. Finally, the Environmental IoT (E-IoT) [5] emerges while gain-

ing from standardisation, which is often lacking in ESNs.  

1.1 Related Work and Current Challenge  

In remote or hazardous environments, E-IoT nodes are required to operate for long periods under 

resource-constrained conditions, especially for energy. In such application scenarios, it is not always 

necessary for the network to continuously maintain reachability. However, how to minimize system 

energy consumption while satisfying basic data collection and network maintenance requirements 

remains critical. Therefore, when designing such systems, it is essential to focus not only on the 

network architecture and node distribution, but also on the energy consumption of the system. 

Based on this, a wide variety of energy-saving techniques have been proposed and applied to ESNs, 

including optimizing radio mechanisms, low-power-sleep/wake-up switching, energy harvesting, 

energy efficient routing and network architecture, and data reduction mechanisms [6]. While these 
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approaches can improve energy efficiency, their advantages and limitations must be considered in 

overall system design, as discussed in Sections 2.6 and 2.7.4. 

Generally, compared to sleep states and computational energy consumption, communication is a 

major source of energy consumption for nodes in WSNs [7, 8]. It has been identified that the energy 

consumption in the communication mode is much higher than the energy consumption in the sleep 

mode. The focus of radio optimisation techniques is to reduce the energy cost of radio transmis-

sions [9-11], but not reduce the energy consumption by unnecessary radio activation. Similarly, 

through energy harvesting can provide nodes with the ability to harvest energy and extend their 

lifetime [12-14], but it does not reduce the overall energy consumption of the system. 

In term of data-driven energy saving approaches, such as data reduction/compression [15-17], data 

aggregation [18], and data prediction [19], aim to improve communication efficiency and reduce 

communication energy costs by reducing the volume or frequency of data transmission. However, 

these technologies may also introduce additional complexity and cannot fully guarantee the accu-

racy of information [19, 20]. Event-triggered communication mechanisms further reduce commu-

nication demand by allowing transmissions only when sensed environmental changes exceed pre-

defined thresholds, and have been widely applied in long-term disaster monitoring and early warn-

ing systems [21, 22]. However, in multi-hop event-driven networks, relay nodes typically require 

maintaining awake or frequently wake up to receive potential forwarding traffic. This continuous 

or periodic switching on of radio transceiver causes additional energy cost. 

Although data-driven, event-triggered and energy harvesting technologies can significantly extend 

network lifetime, they primarily focus on enhancing transmission efficiency or energy supply rather 

than fundamentally reducing communication related network activity. This work considers 

sleep/wakeup approaches to be essential for the development of wireless sensor network systems, 

as it can efficiently limit the activation duration of communications. Existing classifications of 

sleep/wake-up schemes and duty-cycling mechanisms have been reviewed in the literature [6, 23]. 

However, commonly adopted asynchronous and synchronous duty-cycling protocols, such as Con-

tikiMAC [24] and 6TiSCH [26], still require frequent radio activation for activities such as low-power 

listening, data transmission, and network maintenance, leading to additional energy consumption 

that cannot be further restricted after deployment [6]. 

Under this context, the design of schedule-based sleepy networks provides an approach, enabling 

all nodes (including child and parents nodes) to remain unreachable for extended periods of time 

and only carry out data transmission and network maintenance within predefined communication 

windows. Although such designs may introduce additional communication delays and may not ad-

equately handle data bursts, sleepy networks are particularly suitable for long-term environmental 
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monitoring in remote or hazardous area. In these environments, reducing the system's overall en-

ergy consumption and extending the network's lifetime can be more important than maintaining 

continuous network accessibility. However, existing studies have not clearly established whether 

sleepy networks with restricted communication windows can achieve higher energy efficiency than 

ContikiMAC- or 6TiSCH-based systems. 

At the network layer, the IPv6 Routing Protocol for Low-Power and Lossy Networks (RPL) [25] is 

widely applied in constrained networks, and RPL-based routing protocols have been comprehen-

sively surveyed in [26]. Although lost of enhancements to RPL have been proposed, including en-

ergy-aware objective functions [27-29] and QoS-oriented improvements [30, 31], these improve-

ments often come at the expense of generality. Considering common applicability and generality, 

it remains unclear how a sleepy network using native RPL, without modifying default protocol pa-

rameters, can achieve improved energy efficiency. In particular, the minimum communication win-

dow duration required to maintain valid routing while minimising energy consumption has not been 

investigated. 

Meanwhile, in terms of system energy analysis, simulation-based approaches have been an im-

portant way to analyse the performance of WSN systems. As an example, in the study of [32], WSN 

system performance was modelled and network lifetime was predicted by analytical modelling and 

simulation methods. While simulation can provide flexibility and usability, simulators that rely on 

simplified real-world systems can lead to inaccurate results due to the inherent complexity and 

diversity of WSNs [32]. Thus, assumptions must be made to accurately model such systems, and 

these assumptions need to be as realistic as possible to enhance the accuracy of the results. Cur-

rently, there are no studies on minimum communication windows for energy-constrained long-

term environmental monitoring in sleepy networks with RPL. In addition, no studies have been con-

ducted to estimate the energy consumption of such systems with optimised communication win-

dow lengths based on practical measurements. 

1.2 Research Questions 

1.2.1 Can a schedule-based sleepy network reduce overall energy consumption compared 

to duty cycling MAC approaches? 

The duty cycling scheme reduces radio power consumption by periodically switching the transceiver 

between active and sleep states. Asynchronous schemes such as ContikiMAC can effectively reduce 

the duration of radio transceiver activation, though periodic channel assessments introduce addi-

tional overhead. Synchronous approaches like 6TiSCH can efficiently minimise idle listening periods 

and lower energy consumption, yet they cannot constrain network maintenance activities 
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controlled and organised by other layer protocols (such as routing and neighbour information 

maintenance). Furthermore, radio activation within duty cycling schemes can support mechanisms 

such as low-power listening, data transmission, and protocol-controlled network maintenance 

(routing updates and neighbour discovery). These activities continuously consume system energy 

and cannot be further restricted once deployed. Unlike duty cycling MAC protocols that rely on 

frequent radio activation to perform channel assessment and maintain network availability, the 

sleepy network completes essential communications only within limited communication windows. 

Sleepy networks can effectively limit the activity time of transceivers, but at the cost of increased 

communication latency and reduced network reachability. However, the impact of limiting the 

communication time of a sleepy network on energy consumption and network maintenance still 

needs to be analysed experimentally. 

The hypothesis for this research question: For long-term operating and energy-constrained E-IoT 

networks, compared to duty cycling methods (specifically ContikiMAC and 6TiSCH), sleepy networks 

can achieve lower overall energy consumption by restricting all communication and network 

maintenance activities within predefined communication windows. 

To investigate this hypothesis, for sleepy network system, this study measured and characterised 

the actual energy consumption of different activities in various states (e.g., sleep, sensing, and com-

munication). Then it estimated the energy consumption of same system under the conditions that 

applying duty cycling schemes (ContikiMAC and 6TiSCH). Finally, this work illustrated design details 

of the sleepy network and the system energy stack. 

1.2.2 How can energy consumption be reduced by optimising communication windows 

within a tree topology? and what is the resulting energy consumption model? 

While extending sleep duration is an effective means of reducing energy consumption, in multi-hop 

networks it introduces additional overhead associated with network maintenance, routing updates, 

and forwarding responsibilities after nodes wake up. Through analysis of deployment experiences 

in the literature, this thesis has identified some challenges introduced by sleepy network mecha-

nisms in Section 2.7 and these can be summarised as follows:  

1) In sleepy networks, communication windows may be over-allocated to address uncertain-

ties arising from contention, network maintenance, and data exchange delays.

2) If numbers of nodes simultaneously wake up and attempt to rebuild the network and trans-

mit data at the start of a communication window, this may cause radio conflicts, retrans-

missions, and packet loss, leading to energy waste.
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3) Conversely, if a request-based communication mode is applied, where parent nodes or 

base stations query child nodes for data during wake-up periods, certain child nodes may 

remain radio-active for extended periods awaiting requests. 

In a tree topology, the above issues are further amplified because parent nodes must carry the data 

forwarding responsibilities of their dependent child nodes. 

The hypothesis for this research question: By optimising the communication window design under 

different wake-up strategies in sleepy networks (sequential and simultaneous wake-up respectively), 

network maintenance and data transmission can be restricted to a minimal but sufficient commu-

nication window which can further reduce the overall energy consumption. 

This thesis investigates the minimum time required for network maintenance, routing information 

updates, and data transmission after node wake-up, and develops communication window optimi-

sation solutions for different wake-up strategies within tree topologies. Based on the optimised 

scheme, this paper derives an energy consumption model to analyse the impact of communication 

rates, transmission success rate, and topological complexity on system energy consumption in a 

sleepy network with a tree topology. In this work, the data delivery rate is defined as the ratio of 

the number of successfully transmitted data packets to the total number of packets intended for 

transmission. Meanwhile, the success rate is defined as the ratio of successfully delivered packets 

to the total number of transmission attempts, including retransmissions. 

1.3 Thesis Structure 

This thesis is divided into five chapters, each chapter will describe and analyse some aspects of the 

research problems. This thesis focuses on understanding and optimising low power sleepy network 

scheduling for IPv6-based environmental IoT systems. 

Chapter 2: Literature Review 

This chapter first overviews the developments of IoT and E-IoT, subsequently detailing the network 

protocols and standards commonly applied across the physical layer to application layer within E-

IoT systems. It further reviews operating systems widely discussed in WSNs and analyses the design 

of monitoring systems deployed in different environments. Finally, it discusses existing energy sav-

ing techniques and the design of low-power sleepy networks, focusing on energy saving, design 

trade-offs, and protocol selection. 

Chapter 3: Design and Implementation of Sleepy Networks in an E-IoT System 
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This chapter designs a sleepy network based on a star topology using standardised low-power pro-

tocols and a schedule-based sleep/wake-up mechanism. The current consumption and duration of 

various network activities in a star topology, including read sensor, store data, CoAP transmission, 

and network maintenance (ICMPv6, RPL, 6LoWPAN control messages) are measured in the de-

ployed a test scenario. In addition, the system applied IEEE 802.15.4 MAC, 6LoWPAN, RPL and CoAP, 

and this chapter also estimates the energy consumption of system applying MAC protocols such as 

IEEE 802.15.4, 6TiSCH and ContikiMAC based on the current consumption measurements. The ex-

perimental results show that the network maintenance activities have some regular pattern, and 

the optimisation of the communication window scheduling in the sleepy network can effectively 

reduce the system energy consumption. 

Chapter 4: Optimization and Energy Profiling of Low Power Sleepy Network Design for Environ-

mental IoT System 

Using a tree topology, this work further investigates the radio activity patterns of nodes that wake 

up after a sleep duration longer than the default RPL lifetime (3 minutes), focusing on the charac-

teristics of the neighbour discovery and routing updates activities. Through experiments and sched-

uling control, this chapter proposes an optimisation solution for the communication window under 

different wake-up strategies (sequential and simultaneous). This work also analyses the time cost 

of different types of radio activities and models the energy consumption of the system applying the 

optimised communication window solution. Finally, this chapter presents a methodology for pre-

dicting the impact of different transmission rates and topological complexity on the system's energy 

consumption. These evaluations can help with energy consumption prediction during the develop-

ment of similar sleepy networks. 

Chapter 5: Conclusion and Future Work 

The final chapter summarised the contributions of this thesis and the limitation of this study, while 

also providing suggestions for possible future research directions as well as new opportunities. This 

chapter summarised the design of a low-power sleepy network for IoT systems over IPv6 and high-

lights the possible impact of the optimisation strategy for the sleepy network scheduling scheme. 
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Chapter 2 Literature Review 

This chapter reviews the development history of ESN and E-IoT, and presents the relevant network 

protocols, standards, and OSs relevant to those concepts. This chapter also reviews examples of 

practical ESN deployments in diverse environments, analysing and summarising common design 

considerations including data sampling, communication, and energy-saving strategies. Based on the 

above observations, this chapter provides a detailed review of the energy-saving technologies in-

volved in relevant deployments. It also summarises the design concepts of sleepy networks for E-

IoT systems and the differences between it and traditional duty-cycling based approaches. 

2.1 The Internet of Things 

The concept of the Internet of Things refers to the integration of the internet into physical objects, 

enabling such objects to become addressable entities within the internet. Typical IoT devices inte-

grate environmental sensing, embedded processing, and communication capabilities, enabling de-

vices to continuously sense the physical world and automatically respond to environmental changes 

[33]. Accordingly, the Internet of Things emphasises the continuous access to information of the 

environment through the integration of physical objects with the internet and improving remote 

interaction between users and these objects.  

As early as 1999, Kevin Ashton coined the term “Internet of Things” [1, 2]. Several well-known at-

tempts in the complex real-world environment, such as smart city, has shown people a fascinating 

vision of the future smart world. Smart City improves the ability of the city to provide reliable ser-

vices to citizens in the face of various complicated problems such as congestion and injustice [34]. 

As an example, the processing smart city project, #SmartME, aims to transfer Messina municipality 

(Italy) into a smart city to enhance interaction between citizens and government by sharing/analys-

ing every valuable physical object based on one large Open Data Platform [35-37]. A. Bassi et al. 

have listed potential future applications on utilizing IoT technology [38], for example, intelligent 

logistics, the smart home, smart factory, and E-healthcare (telecommunications operators as O2 UK 

invested in advance on the relevant industry) [39].  

2.2 Environmental Sensor Networks and Environmental Internet of 

Things 

Wireless sensor networks (WSNs) are a special low-power personal area networks and it are also 

important component of IoT [40, 41], and It consists of many low power sensor nodes capable of 
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sensing, processing and wireless communication. Since nodes have limited resources, especially 

power resources, the design priority of such systems is to balance the energy efficiency and extend 

the lifetime of nodes. Additionally, as network scale increases, system performance is further con-

strained by data collection and aggregation capabilities at sink nodes [42]. 

Some studies focused on the simulation of the performance of WSN such as [43] have contributed 

to the development of sensor network research and encouraged researchers to deploy systems in 

the real world (e.g. [44]) to identify the actual performance compared with simulation results. How-

ever, for unpopulated/geohazard-prone areas, designing real-world WSN systems require high re-

liability and adaptivity. Such WSN systems deployed in hazardous or remote environments need to 

pre-consider the possible challenges such as communication interference from terrain, lack of 

maintenance and resources limitations (e.g. power supply). 

Therefore, when applying a WSN to monitor the environment in a target remote/hazardous area, 

the design of the WSN needs to consider the specificity of the deployment environment and the 

detailed needs of monitoring objectives. Martinez et al. [6] proposed the notion of Environmental 

Sensor Networks (ESNs) which is a subtype of WSNs specifically designed to carry out continuous 

sensing of the natural environment. ESN was proposed to monitor and understand the environment, 

which requires system design to consider environmental challenges and deployment details [3]. To 

enable ESNs to become a more open and heterogeneous network, various low-power protocols 

and IP-based standards need to be considered for integrating into the network design to achieve 

fuller Internet connectivity. Low-power protocols standardised for sensor networks and IP-based 

standards have been summarised by Nikoukar et al. [45]. Additionally, ESN emphasizes utilizing the 

large-scale deployed sensors to collect environmental data near real-time to format a global envi-

ronmental monitoring system that can help researchers to investigate, model, and predict the eco-

logical changes of hazardous regions [46]. Digital Earth [47] is an example of globalized monitoring 

system notion. For a globalized environment researching and monitoring, the ESN system can inte-

grate various sensor data and different distributed sensing systems for systematic analysis and mul-

tiple access. Hart and Martinez [46] and Stacey and Berry [48] indicated two fundamental resources 

for earth system science for environmental analysis: remote sensing system and earth observation 

system. Furthermore, ESN should consider integrating into the environment to reducing the uncer-

tain influence (such as ecological changes and pollution) caused by system deployment and system 

deployment should be limited in size and lightweight [46].  

A number of ESN systems have already been widely deployed in the real world for applications such 

as water level monitoring [49, 50], target tracking[51], and landslide warning [52]. As another ex-

amples, the Mountain Sensing [53, 54] and Glacsweb [55, 56]  are two implemented ESN projects 
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for monitoring environmental changes in a remote and hazardous environment. Those real-world 

implementations have allowed the system to update/access data periodically and require node and 

whole system to be energy efficient by turning off the radio for most of the time as the battery 

replacement in those scenarios is quite challenging [57]. To further reduce energy consumption, 

the Glacsweb project designed a sleepy network using custom protocols (e.g. communication pro-

tocol) that requires the system to turn into a deep sleep mode most of the time and wake up to 

communicate in a fixed time window daily.  

The concept of the Environmental Internet of Things (E-IoT) [5] has led to network designs that 

allow interconnection of cross-vendor devices and integrate with the Internet to enhance interop-

erability. Hart and Martinez [46] have comprehensively introduced and discussed all the aspects of 

the E-IoT. To withstand various real-world environmental challenges when designing networks, 

there are some aspects that should be considered such as the collaboration of different low-power 

protocols and technologies. E-IoT should be a heterogeneous system allowing the integration of 

various sensor types and cooperation on lower power communication standards such as 6LoWPAN 

and CoAP, and the system should be Internet-accessible [46].  

When developing remote E-IoT systems, it is critical to apply various low-power protocols and effi-

cient system energy saving strategies to improve system lifetime and reliability [3][6]. Meanwhile, 

seamless access to the Internet should also be considered for obtaining RT information. In addition, 

sensor nodes can apply certain data optimization strategies (optimizing the data format), such as 

autonomy in deciding or filtering the data, to transmit as much data as possible and reduce the 

power consumption to a certain extent. Related literatures have introduced and summarised the 

application of data reduction model in WSN [19, 58]. Additionally, system energy consumption can 

be reduced by efficiently scheduling tasks to operate and switching the node between low-power 

mode and operating mode. Specifically, communication module can switch to low power listening 

mode or be completely turned off to save energy when there is no further requirement for data 

transmission. Also, processing unit can be scheduled to entry sleep/deep sleep mode to save power.  

2.3 Network Protocols and Standards in E-IoT 

Low-power Lossy Networks (LLNs) often consisting of devices constrained by limited resources such 

as power and memory size. ESNs is also an LLN that are specialized in collecting, transmitting, and 

processing data from environment. The deployment scale of nodes within such networks is usually 

considerable, with limited resources (particularly energy). To support long-term environmental 

monitoring and internet connectivity under these constraints, consideration should be given to ef-

ficient network management, communication protocols, and network architecture.     
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Traditional ESNs gather the detected data to the server for the user without the direct accessibility 

from the user side to the remote nodes. The main differences between ESN and E-IoT systems are 

that E-IoT emerges while benefiting from standardisation which is often lacking in ESNs, and E-IoT 

allows bidirectional communication where users can access data through the Internet [57]. Trading 

off the maintaining cost, deploying cost and continuous accessibility of the system has promoted 

the development of low power networking development, which enable nodes to have a longer life-

time. As an example, real-world applied projects like Glacsweb [55] can tolerate network outage 

for months, reminding the researchers to pay close attention to the low power design of the system.  

From the application layer to the physical layer, various low-power protocols and standards such 

as CoAP, 6LoWPAN, ZigBee, LoraWAN can be applied to construct the LLNs stack. Figure 2.1 shows 

the protocol stack for low-power networks in IoT. For achieving minimized maintenance, simple 

data interoperability, and a longer system lifetime for ESN, the system design should consider low 

power and IP-based protocols and standards such as 6LoWPAN, RPL, and CoAP. The participation 

of those protocols makes the ESNs can evolve in a more standardised system which is E-IoT. This 

section reviewed low-power network protocols and standards, such as 6LoWPAN, RPL, CoAP, 

ZigBee [59], and LoraWAN [60]. Additionally, MAC layer mechanisms specifically designed for en-

ergy-efficient operation were introduced and discussed, including ContikiMAC [24] and IEEE 

802.15.4e TSCH (6TiSCH) [61]. Besides, the selection of protocols at different layers of the network 

stack for the system considered in this work, including a comparative analysis of existing technolo-

gies and their respective advantages and limitations, will be discussed in section 2.7. 
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Figure 2.1.  Protocol Stack for Low-Power Networks in IoT (part of the figure is adapted from [62] and [60]).
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2.3.1 Physical Layer 

As a radio protocol standard, IEEE 802.15.4 has standardised the regulation of the physical layer 

and media access layer which aims to enable devices to send data with low data rate (ranging from 

10 kbps to 1Mbps) [63]. IEEE 802.15.4 physical layer has defined the regulation of the radio trans-

ceiver operation in unlicenced frequency band including 868/915 and 2450 MHz band. To accom-

modate unlicensed frequency bands in various regions and different modulations into the standard, 

IEEE 802.15.4 has defined the channel numbers and channel page to correspond to relevant fre-

quency band with specific modulation method [64]. Commonly, radio frequency used in WSN is 

based on Industrial, Scientific and Medical (ISM) band with 2 options: 2.4 GHz and sub-GHz [65]. 

For the sub-GHz band, popular frequency applied in transceiver radio are: 915 MHz (North America) 

[66], 868 MHz (Europe) [54], 433 MHz [67], 315 MHz [68], and 173 MHz [69]. Typically, lower-fre-

quency radio signals experience lower path loss and thus support longer transmission distances. 

However, such benefits come at the expense of lower data rates. Also, considering the Fresnel Zone, 

the Fresnel zone must be relatively clear to avoid interference, especially zone 1. For the same 

transmission distance, lower frequencies result in wider Fresnel zones than higher frequencies, 

which also means that lower frequency radios are more sensitive to the obstruction of terrain, 

plants, or buildings in the area. To balance the communication range, data rate and the influence 

of the obstructions, this work will use the 868 MHz frequency band (European area), of which the 

centre frequency is 868.3 MHz with channel number equal to 0.  

2.3.2 Link Layer Protocols 

This subsection will discuss IEEE 802.15.4 MAC, ContikiMAC (RDC layer with CSMA as MAC protocol) 

and 6TiSCH stack (6TiSCH working with 6top (6P) and 6TiSCH MSF together). Specifically, Conti-

kiMAC is designed as an asynchronous protocol. Generally, the asynchronous mechanism may in-

crease the probability of collision thus reduce the packet delivery rate [70] [71].  

2.3.2.1 IEEE 802.15.4 MAC  

IEEE 802.15.4 MAC is the underlying MAC specification for devices to run in low-power mode to 

save power [72]. By using the CSMA/CA as the MAC mechanism, the IEEE 802.15.4 protocol [73] 

was proposed with energy-efficient options but still comes with limitations in the nature of MAC 

[74]. Existing research indicates that both the reliability and packet delay of the IEEE 802.15.4 MAC 

layer can be further improved [75]. 

Unslotted (nonbeacon-enabled) and slotted (beacon-enabled) CSAM/CA are the two channel ac-

cess mechanism types used in IEEE 802.15.4 low-rate wireless personal area network (LR-WPAN). 
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According to IEEE 802.15.4-2011 [76], devices should to wait a number of random backoff slots 

before transmit the data, and also need to wait for a recalculated random backoff slots if the chan-

nel is not idle. The CSMA/CA algorithm is illustrated in Figure 2.2. Back-off Exponential (BE) is de-

fined to calculate the random number of backoff period units that device needs to wait before 

transmission. If the maximum number of fallbacks allowed has not been reached, the transmission 

is returned as successful, otherwise the transmission fails. Equation 2.1 below can be used to cal-

culate the random BE period (the default minimum BE is 3, maximum BE is 5, unit of backoff period 

is 20 durations of symbol period) [76]: 𝐵𝐸 𝑝𝑒𝑟𝑖𝑜𝑑 = 𝑟𝑎𝑛𝑑𝑜𝑚ሺ0, 2஻ா − 1ሻ ∗ 𝑈𝑛𝑖𝑡 𝑜𝑓 𝑏𝑎𝑐𝑘𝑜𝑓𝑓 𝑝𝑒𝑟𝑖𝑜𝑑 2.1 

 

Figure 2.2. CSMA/CA Algorithm: the number of back-offs (NB) and the contention window (CW) 

length (Source: [77] – permitted by Elsevier, licence No. 6012100082438 (Apr 18, 

2025)). 
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2.3.2.2 6TiSCH 

In order to improve MAC performance in dense deployment scenarios (e.g., industrial applications) 

and real-time performance, IEEE 802.15.4 was extended to form IEEE 802.15.4e TSCH [78, 79]. The 

concluded limitations of IEEE 802.15.4 are mainly two aspects: the insufficient performance relia-

bility caused by the application of CSMA/CA and the shortage at collision avoiding problem. 

6TiSCH is a standardised protocol based on TSCH. The stack architecture adds a sublayer named 

6TiSCH Operational (6top) between 6LoWPAN and IEEE 802.15.4 MAC (TSCH MAC) [80]. 6TiSCH 

supports multi-hopping topology by utilizing RPL and enables IPv6 through 6LoWPAN [81]. A light-

weight secure joining process in 6TiSCH is designed by integrating the link-layer security mecha-

nisms with a secure joining protocol using the CoAP [81]. Time Division Multiple Access (TDMA) and 

Frequency Division Multiple Access (FDMA) have provided the mechanism for supporting timeslot 

division and frequency slot division. By combining and referencing TDMA and FDMA, the TSCH has 

enabled channel hopping for enhancing reliability and time synchronisation (both frame-based and 

ACK-based synchronisation are supported) for networking. With the development of wireless con-

trol and increasing accuracy requirement of interoperability for industrial IoT, 6TiSCH has been pro-

posed to enable seamless access between devices and the Internet. The Enhanced Beacon (EB) is 

designed as a MAC control message for nodes synchronisation which contains the TSCH parameters 

(Absolute Slot Number (ASN), slotframe size and channel number, etc.) and sends in the specific 

cell between the source node and the destination node. Transmission between nodes is scheduled 

and reserved in a specific cell (slot_offset, channel_offset) in one single slotframe, which is com-

puted by channeloffset value (which is equal to the row position of TSCH schedule in a slotframe 

and the maximum value is equal to the available number of frequencies, 16 in 2.4 GHz band) and 

slotoffset (which is equal to the column position of TSCH schedule in a slotframe and the maximum 

value is 101 slots in this work with 10ms for each slot) [82].  

 
Figure 2.3.  Fundamental TSCH Schedule example [82]. 

Figure 2.3 illustrates the fundamental TSCH Schedule example. The cell can reserve a node for 

sleeping and listening and make it critical to make the number of cells stay minimum. 6TiSCH has 

defined the schedule regulation/component, optimised schedule for other protocols to refer (such 

as routing protocol), and communication security function [83].  
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2.3.2.3 ContikiMAC 

For achieving the power-efficient of low-power networking, the radio should be turned off as long 

as possible without affecting the packet exchanges. However, nodes in sleep mode can affect syn-

chronising and packet exchanges. Thus, asynchronous MAC mechanism can potentially be an effi-

cient solution for MAC control in low-power networking. ContikiMAC, as an asynchronous mecha-

nism, is designed for easy implementation for low power devices to avoiding unnecessary radio 

power consumption by applying timing and fast sleep optimization [24]. ContikiMAC are designed 

to optimise the power consumption further. ContikiMAC uses a Radio Duty Cycle (RDC) and CSMA 

[24]. It applies a duty cycling mechanism (8 Hz by default), waking up nodes for transmission after 

two successive Clear Channel Assessments (CCAs) are identified [24]. The Mountain Sensing [54] 

project used ContikiMAC as it saves power while making the network appear to be always alive.  

As a duty cycling mechanism, it contains two driver interfaces, RDC driver interface and CSMA driver 

interface. Two RDC protocols are provided in ContikiMAC are low-power probing protocol and LPL 

protocol. Compared with another duty cycling mechanism, X-MAC, ContikiMAC spends 1.78% time 

on average for listening, receiving, and transmitting packets, while X-MAC requires 7.83% of the 

total time when RPL is applied [84]. CSMA is used as the MAC layer, and the RDC layer is used to 

control the radio [85] . The callback function would be used to control a message whether it should 

be deleted from the queue as successfully transmitted or controlled by CSMA to indicate the packet 

should be retransmitted again. Packet sending is repeatedly done, and the receiver will wake up 

and start receiving the package after two successive CCAs are identified as negative (incoming 

packet existed) according to the radio signal strength indicator (RSSI) thresholds [84]. The receiver 

will execute fast sleep action if CCA is identified as positive (RSSI lower than decided thresholds) 

with no incoming packet in the space to save power. Figure 2.4 illustrates the data receiving after 

waking up with two CCAs be identified as negative and ACK transmission procedure in ContikiMAC. 

 
Figure 2.4.  Data Receiving and ACK Transmission Procedure in ContikiMAC (adapted from [24]). 
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Figure 2.5.  Timing Mechanism of ContikiMAC (adapted from [24] and [84]). 

ContikiMAC has been designed with an advanced timing mechanism (as illustrated in Figure 2.5) to 

enable power-efficient functionality. Simply, there are five time parameters that should be consid-

ered for timing: time interval between data packet 𝑡௜, the time interval of CCA 𝑡௥  (definition is var-

ious depend on the transceiver), the time interval between two CCAs 𝑡௖, the time between ACK and 

receiving a data packet 𝑡௔ and time of ACK successful detecting 𝑡ௗ. Default value of 𝑡ௗ  (equal to 12 

symbols which are 12* and 12 ∗ ସଶହ଴  𝑚𝑠) and 𝑡ௗ  (equal to 10 ∗ ସଶହ଴  𝑚𝑠) is 0.192 ms and 0.16 ms as 

defined in IEEE 802.15.4, respectively. And in Contiki 2.5, 𝑡௜  is 0.4 ms, 𝑡௖  is 0.5 ms and data packet 

length is 0.884 ms. To conclude, there are three rules that should be followed as listed below: 

i. Data packet length should be bigger than 2 ∗ 𝑡௥ + 𝑡௖  for two successively CCAs can be de-

tected as negative (lower than RSSI threshold).  

ii. Also 𝑡௖  should be bigger than 𝑡௜  in case that the second CCA is detected as positive. 

iii. 𝑡௜  should be bigger than 𝑡ௗ + 𝑡௔ to ensure that ACK can be received before the conflict with 

the next incoming packer at the sender side. 

2.3.3 6LoWPAN 

Low-Power Wireless Personal Area Networks based on IPv6 (6LoWPAN) can enable the wireless 

connection of all possible physical objects by applying IPv6 for addressing problems caused by lim-

ited IPv4 address pool, which has already been applied in the IP-based ESN system such as the 

mountain sensing project [53] [54]. 6LoWPAN is dedicated to adapting to the LLNs network, and 

IPv6 is proposed to release the stress of address limitation in IPv4. However, the significant differ-

ence in the size of IPv6 Maximum Transmission Unit (MTU) and IEEE 802.15.4 MTU challenges the 

6LoWPAN. Thus, the working group proposed RFC 6282 designed 6LoWPAN with reliable compres-

sion ability of IPv6 Header, IPv6 Extension header, and UDP header [86]. 6LoWPAN is like an adap-

tion layer, by providing header compression and segmentation mechanisms, it makes IPv6 suitable 

for networks based on IEEE 802.15.4. Normally, lower layer MTU is smaller than IPv6 MTU (1280 
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bytes for IPv6 and 127 bytes/octets for IEEE 802.15.4. More importantly, the reduction of the 

header in the 6LoWPAN packet provides more space for payload [87]. 

2.3.3.1 6LoWPAN: Features and Advantages 

The scalability of 6LoWPAN is one significant advantage, supporting extensive IoT deployments that 

can include thousands of devices. Its scalability is achieved through efficient routing protocols and 

the ability to segment the network using routers and border routers. By using these mechanisms, 

6LoWPAN can maintain high performance and reliability even as the network size increases, making 

it an ideal choice for large-scale applications such as smart cities and industrial automation. Interop-

erability is an important feature of 6LoWPAN, particularly because of its use of IPv6. This feature 

ensures seamless integration with existing IP networks, allowing devices within the 6LoWPAN net-

work to effortlessly communicate with devices on other networks. This capability helps to create 

large interconnected systems that can work together to enhance the overall functionality and reach 

of IoT solutions. The ability to interoperate with other IP-based systems is critical to the develop-

ment of an integrated IoT ecosystem that can leverage existing infrastructure and technologies. In 

environments where bandwidth is a limited resource, the efficient use of bandwidth becomes crit-

ical. 6LoWPAN's header compression mechanism significantly reduces the overhead in data pack-

ets, freeing up more bandwidth for actual data transmission. This efficiency is particularly beneficial 

in scenarios where maintaining high data throughput is essential, such as in industrial monitoring 

and environmental sensing applications. By maximizing the use of available bandwidth, 6LoWPAN 

ensures that data is transmitted quickly and reliably, even under constrained conditions. Energy 

efficiency is an important consideration considering that many of the devices in a 6LoWPAN net-

work are typically battery-powered. 6LoWPAN has been designed with a variety of features, includ-

ing duty cycling and low-power listening, to minimise power consumption. These features help to 

extend the battery life of the device, ensuring that it can run for long periods of time without fre-

quent charging or battery replacement. This energy efficiency is critical for devices deployed in re-

mote or inaccessible areas where maintaining power is a challenge. Security is an integral aspect of 

6LoWPAN, with robust mechanisms to ensure data integrity, confidentiality, and authentication. 

These security measures are essential to protect the network from a variety of threats, including 

eavesdropping, data tampering and unauthorised access.  

2.3.3.2 Network Architecture and Components 

The architecture of a 6LoWPAN network is designed to facilitate efficient and scalable wireless com-

munication. It consists of three fundamental elements: the host, the 6LoWPAN router, and the 

6LoWPAN border router [88]. The host is the end device that communicates within the network, 

performing tasks such as sensing or actuating. The 6LoWPAN router manages packet forwarding 
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within the network and connects different network segments, ensuring that data can travel effi-

ciently from one part of the network to another. The 6LoWPAN border router serves as a gateway 

between the 6LoWPAN network and other IP-based networks, enabling seamless integration and 

communication across different network domains. Figure 2.6 below gives detailed information 

about 6LoWPAN network architecture.  

 

Figure 2.6.  6LoWPAN network architecture [89]. 

2.3.4 ZigBee, LoraWAN, NB-IoT and Mobile Network 

ZigBee has already been applied in a wide range of application scenarios and it is designed to target 

a scenario that requires low-energy, low data throughput, and stable communication [90]. ZigBee 

architecture includes four layers, PHY layer, MAC layer, network layer, and application layer. net-

work layer in ZigBee has the following functions: (a) providing routing and node addressing; (b) 

communicating and data exchanging with application layer; (c) network topology maintenance and 

(d) ensure network security [90]. IEEE 802.15.4 mainly defines PHY and MAC layer, network and 

application layer are designed by ZigBee standard with essential security features [77]. 

Low-Power Wide-Area Network (LPWAN) standards such as Long Range Wide Area Network (Lo-

RaWAN), Sigfox and Narrowband IoT (NB-IoT) are formulated for long-distance communication 

with low power consumption and low data rate features and mature standards, and LoRaWAN have 

already been applied in the industry [91]. For example, LoRaWAN is targeting a communication 

range between 5-15 km with a battery lifetime up to an estimated ten years theoretically, and gate-

way/base station can support a massive number of items with specific topologies [91]. Furthermore, 

IEFT has standardised a lightweight adaption layer for LPWAN, which is called static context header 

compression (SCHC) and fragmentation, to enhance the adaptability of IPv6 for LPWAN under strict 
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capacity limitations [92]. By applying SCHC [93] solution, LPWAN standards like NB-IoT, Sigfox and 

LoRaWAN can work over IPV6 [92]. However, unlike 6LoWPAN, nodes in LPWAN especially in Lo-

RaWAN, cannot communicate with each other because of the network architecture design [89]. 

2.3.5 IPv6 Routing Protocol for Low-Power and Lossy Networks - RPL 

The IPv6 Routing Protocol for Low-Power and Lossy Networks (LLNs), commonly known as RPL, is a 

specialized protocol designed to meet the routing requirements of LLNs. These networks, charac-

terised by their low power, limited resources, and lossy communication links, are common in IoT 

applications. RPL is defined by RFC 6550 [25] and provides a robust framework for establishing and 

maintaining efficient network topologies in challenging environments. 

2.3.5.1 DODAG 

The key design of RPL is the Destination Oriented Directed Acyclic Graph (DODAG). The DODAG is a 

key component that organizes the network into a tree-like structure with a single root node. As the 

fundamental structure of, DODAG is essential for routing efficiency and ensuring reliable data trans-

mission across the network. In the context of an ESN system with large-scale sensor node deploy-

ments, RPL facilitates packet hopping among nodes, constructing, and maintaining low-power 

routes. Referring to RFC 6550 ‘RPL: IPv6 Routing Protocol for Low-Power and Lossy Networks (LLNs)’ 

[25], RPL is explicitly designed to fulfil the routing requirement of LLNs. One important terminology 

is Objective Function (OF) which defines all the routing metrics, especially the method of formatting 

DODAG, and OF also indicates the method to select root node. There is three fundamental traffic 

flow method; (a) Multipoint to Point; (b) Point to Multipoint and (c) Point to Point. OF selects the 

optimal path defined by different routing costs and Rank value (position indicator). Besides, RPL 

would allow the node to communicate with surrounding nodes and select a root to join DODAG by 

exchanging the Internet Control Message Protocol for IPv6 (ICMPv6) messages: DODAG Advertise-

ment Object (DAO), DODAG Information Objective (DIO), DODAG Information Solicitation (DIS) [94]. 

Four RPL instances introduced by RFC 6550 [25] are (a) Single DODAG with one root; (b) Multiple 

DODAG; (c) Single DODAG that uses a virtual root on backbone network; and (d) a combination of 

(a) (b) and (c) dependent on a real scenario.  

OF is defined for indicating the rule of DODAG formation and decide the parent/child routing table 

by related objective value (Rank and Path Cost) computing. There are two different OFs: OF Zero 

(OF0) and Minimum Rank with Hysteresis OF (MRHOF) [95-97]. OF0 is used can determine the 

DODAG’s parent/child set and preferred parent for each node by computing and comparing rank 

values. MRHOF uses the metrics of the DIO metric container (such as Expected Transmission Count 
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(ETX)) for finding the optimal-metric path (such as minimum-ETX) or use the metric to compute 

rank value instead.  

2.3.5.2 Neighbour and Routing Registration Process: applying RPL in 6LoWPAN 

 

Figure 2.7. Node registration process applying with RPL and 6LoWPAN: (a) Neighbour Registra-

tion Process (adapted from Figure 3 of [98]); (b) RPL Control Message Sequence 

(adapted from Figure 2 of [99]). 

The typical node joining process (also called registration process) when applying RPL in 6LoWPAN 

networks is illustrated in Figure 2.7. During the Neighbour Discovery (ND) address registration pro-

cess a sequence of control message exchanging between node and border router as followed [98]. 

The node initially issues a Router Solicitation (RS) for network configuration information. Then, the 

border router will send a Router Advancement (RA) message in response to receiving RS. Following 

to this, the node sends the Neighbour Solicitation (NS), and the BR receives it and sends the Neigh-

bour Advancement (NA) in response. Next, RPL control messages will be exchanged to complete 

the network registration process [99]. Firstly, within the routing information registration process, 

node will send a DIS message to request to join the DODAG and the BR will reply to the DIS with 

DIO messages which help BR to multicast trickle timer information. After node synchronise its rout-

ing information following with the DIO message, node will issue a DAO message upward to BR 

through any possible parent node to announce its existence and reachability. To reply to the DAO 

message, BR will send a DAO Acknowledgment (DAO-ACK) message to the joining node through the 

routing table to finish the registration process. The explanation and information contain in the pack-

ets mentioned during the node registration process is listed in Table 2.1. 



Chapter 2 

21 

Table 2.1. The explanation of radio packets during the node registration process. 

Packet Description Information Contained (with options) 
Router  

Solicitation 
(RS) [100] 

Request the router to send RA im-
mediately (unscheduled send). 

Sender’s link-layer address. 

Router 
Advancement 

(RA) [100] 

To advertise the presence of the 
node with prefix information. 

Router lifetime, Neighbour Unreachability 
Detection (NUD) information, prefix infor-
mation, MTU, source link-layer address, 
etc. 

Neighbour 
Solicitation 
(NS) [100] 

Request the router to send the 
link-layer address of the neigh-
bour and reachability. 

The target address (IPv6) of the solicita-
tion (BR), source link-layer address, etc.  

Neighbour  
Advancement 

(NA) [100] 

In response to NS to announce its 
link-layer address change. 

The IPv6 address of the source and desti-
nation, the target address of the solicita-
tion (BR), etc. 

DIS [25, 101] To request and find DODAG from 
nearby neighbours, and it can also 
multicast to all nodes to reset the 
trickle timer for DIO transmission. 

Flags and DIS Options. 

DIO [25] To advertise node with the infor-
mation of RPL instance and node 
will select reasonable parent node 
according to DIO message. 

RPL Instance ID, DODAG ID, Rank & trickle 
timer of the DODAG root, Mode of Oper-
ation, prefix information option, DODAG 
Configuration, routing information, etc. 

DAO [25] To inform the reachability of the 
node and will transmit upwardly 
to the parent node by unicast. 

RPL Instance ID, DODAG ID, RPL Target, 
etc. 

DAO-ACK [25] Sent by the parent node in reply to 
the receiving of a DAO message. 

RPL Instance ID, DAO Sequence, status of 
completion, DODAG ID, etc. 

The router node will start constructing the topology by sending the DIO message to neighbour 

nodes. The nearby nodes within the router’s communication range will respond to this DIO message 

to announce that the corresponding node will join the DODAG or not. If a node is outside of the 

radio range of the DODAG parent but within the communication range of the parent’s child, this 

out-of-range node A will send DIS for neighbour solicitation. And nearby node can send DIO to let 

node A join with the DAO response from a node after. After all, this DAO from node A will be trans-

mitted to the DODAG parent [96].  

2.3.5.3 RPL Instance and Trickle Timer 

RPL allows for the creation of multiple DODAG instances, which can coexist and provide redundancy 

or serve different applications. The Trickle Timer is a mechanism used to control the frequency of 

DIO messages, balancing the trade-off between network overhead and responsiveness. The ex-

change of the RPL control message is periodic and controlled by the RPL “Trickle Timer” which has 

four parameters, Minimum Interval (Imin), Maximum Interval (Imax), Redundancy Constant (K), and 

DIO Timer. 
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RPL's design is characterised by its DODAG structure, objective functions, and efficient traffic clas-

sification, which makes it a powerful and versatile routing protocol for low-power and lossy net-

works. Its ability to manage traffic via ICMPv6 messages, support different modes of operation, and 

adjust the frequency of activity using a trickle timer ensures that it meets the diverse and demand-

ing needs of IoT applications. Through continuous improvement and adaptation, RPL remains a key 

component in the development and deployment of efficient IoT networks. 

According to RFC 6550, the RPL networking construction will start with building a DODAG. DIO mes-

sage will be transmitted at the beginning which includes DODAG information (especially trickle 

timer information). The minimal interval of exchanging DIO message will affect the RPL construction 

especially the DODAG construction time, and this will critically determine the minimum time cost 

to start the CoAP packet hopping.  

2.3.6 The Constrained Application Protocol (CoAP) 

The constrained application protocol (CoAP) was designed to support the communication between 

nodes and the internet using the RESTful paradigm [102]. CoAP is a lightweight application-layer 

protocol designed for constrained devices and low-power lossy networks and enables RESTful com-

munication between constrained devices and networks [102]. It supports node-to-node (in same or 

different constrained networks) and node-to-internet interactions over low-power and lossy net-

works by enabling a direct RESTful paradigm [102]. As an HTTP-like application protocol designed 

for these resource-limited systems [103], CoAP has low complexity as it uses UDP, not connection-

based TCP protocol. While UDP lacks built-in mechanisms for error recovery or retransmission of 

lost packets CoAP provides these features. The CoAP message format is shown in Table 2.2 below. 

Size 
(bits)  2 2 4 8 16 0-64 

0 or 
more 8 If any 

Field 

 
Ver-
sion Type 

Token 
Lengt

h 
Code Mes-

sage ID Token Options End of options 
Marker Payload 

 

Table 2.2. CoAP message format (adapted from [103]). 

To enhance packet reliability, a CoAP transaction can optionally wait for an acknowledgement (ACK) 

from the receiver and retransmit the packet after a timeout. The inclusion of a 2-byte Message ID 

in the CoAP header allows the sender to identify ACKs to avoid duplicate transmissions. RPL can 

effectively extend the range of the network through packet forwarding. Previous studies have fo-

cused on improving the efficiency, applicability, and operation of 6LoWPAN, RPL and CoAP by sim-

ulation [103], and have concluded that limited power is the main challenge of WSNs based on these 

protocols [104]. CoAP message includes an 8-bit unsigned integer that indicates the message and 
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response type, and the request method code (GET, POST, PUT and DELETE). Furthermore, RFC 8323 

[105] proposes CoAP to support TCP, Transport Layer Security (TLS), and Web Sockets.  

2.3.7 Other Application Protocols 

As introduced by Rayes and Salam [63], in addition to CoAP, there are other application protocols 

that have been widely used in IoT contexts, such as Extensible Messaging and Presence Protocol 

(XMPP), Message Queue Telemetry Transport (MQTT), Advanced Message Queuing Protocol 

(AMQP), Session Initiation Protocol (SIP), and Distributed Data Service Real Time Publish and Sub-

scribe (DDS RTPS). As defined in RFC 6120 [106], XMPP is designed to address the needs of applica-

tions (proximity) to exchange messages in real time with low latency. The instantaneity of XMPP 

enables the protocol to be used in real-time scenarios such as multimedia calls, alarm notifications, 

and device configuration [107]. AMQP, as well as XMPP, are open messaging protocols based on 

TCP [108]. Moreover, AMQP is been initially applied in financial industry to provide reliable point 

to point message exchange [63] [108]. Same as XMPP and AMQP, MQTT is another TCP based ap-

plication protocol. And MQTT is a publish/subscribe messaging protocol which need a broker in the 

network to receive the data from publisher(client) and then report the data to the subscriber(base 

station/cloud). Compared with COAP, MQTT is TCP/IP based which has more network over heading 

than UDP [109], and MQTT has higher power consumption and resource requirements [110]. How-

ever, the developed MQTT-SN based on UDP which reduces network overhead can be potentially 

more powerful than CoAP in the application of resource limited IoT [109]. However, MQTT-SN relies 

on a broker-based publish-subscribe model and does not support message fragmentation [111]. A 

summary of application protocols discussed above is listed in Table 2.3. CoAP provides advantages 

in enhancing network connectivity and interactivity with the Internet, as it uses a RESTful architec-

ture. As a short conclusion, the simple UDP-based application protocol, CoAP, will be applied in this 

study due to its suitability for ESNs. 

Table 2.3. A summary of application protocols (adapted from [63]). 

Protocol Transport Main application scenario RESTful paradigm 
CoAP UDP Resource constrained IoT Yes 
XMPP TCP Instant message exchange No 
AMQP TCP Financial services No 
MQTT TCP Enterprise telemetry No 

DDS RTPS UDP IP telephony No 
MQTT-SN UDP Resource constrained IoT No 
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2.4 Operating System: Contiki, TinyOS, LiteOS and RIOT-OS 

Due to the limited resources of devices, the operating systems (OSs) running on them are often 

constrained in functionality. Supporting complex protocols such as IPv6, 6LoWPAN, and CoAP can 

therefore be challenging. Widely accepted OSs like TinyOS [112], Contiki [113], LiteOS [114], Zephyr 

[115] and RIOT-OS [116] [117] are all mature platforms that have already supported several IoT 

functionality. The requirements for an IoT OS (e.g. modularity, energy management and protocol 

support) have been discussed in previous studies [118-120]. These studies also discuss the ad-

vantages and limitations of well-known OSs such as TinyOS, Contiki and RIOT-OS. There are a sev-

eral additional articles that have summarised the features of various IoT OSs [121-125], and some 

of the key features the project is focusing on will be discussed next to summarise the real-time 

operating system selection strategy for this project. Referring to those publications, here are some 

key design characteristics summarised therein that will be further analysed: (a) kernel architecture 

and standardised interfaces; (b) RT behaviour; (c) supported programming languages; (d) required 

memory space; (e) diversity of IP protocol support and (f) diversity of hardware support.  

As summarised by Qutqut et al. [126], Contiki has modest requirements, needing less than 2 kB of 

Random Access Memory (RAM) and less than 30 kB of Read Only Memory (ROM). As a more light-

weight option, TinyOS requires less than 1 kB of RAM and less than 4 kB of ROM, and this make it 

suitable for resource-constrained environments. However, LiteOS has a relatively high requirement 

of about 4 kB of RAM and 128 kB of ROM. Also, Zephyr project documentation [115] has indicated 

the minimum ROM footprint is 2-8Kb with many features and services disabled (e.g., network stack, 

file system, etc.). In contrast, RIOT-OS requires lightweight ROM (about 5kB) and RAM (about 1.5kB) 

space, which is quite close to the minimum requirements of TinyOS.  

Secondly, communication protocol support and network connectivity are key considerations for 

this project. Fundamentally, the real-time operating system applied in this project should be able 

to support at least communication standards such as IEEE 802.15.4, especially in the sub-GHz radio 

band. Support for 6LoWPAN is also one of the main requirements. In addition, to address the po-

tential coverage and routing challenges in this project, widely used routing protocols (e.g., RPL) 

should be considered to provide reliable and efficient network connectivity. Furthermore, hetero-

geneous device support and interoperability should be also considered when selecting the OS. OSs 

for IoT applications should be able to support different devices/boards/components manufactured 

by various brands to ensure compatibility. In this context, a popular solution is to design standard-

ised interfaces and application program interfaces (APIs) that allow different brands of devices to 

communicate and work together in a portable and efficient manner [124] [125]. Table 2.4 lists the 

partial MCU support for different OSs. To implement these OSs in hardware, a minimum 
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requirement of RAM and ROM space is required for the different OSs. The modularity of OSs is also 

important which allows the operating system to simplify hardware access, protocol integration and 

development processes through standardised interfaces (e.g., POSIX) and APIs [119]. Table 2.5 lists 

a comparison of design characteristics between OSs as discussed above.  

Table 2.4.  Microcontroller Unit (MCU) supports of different OSs. (○) full support or par. al sup-

port, (×) no support. 

Operation System AVR MSP430 ARM ESP32 RISC V 

Contiki [127] ○ ○ ○ × × 

TinyOS [128] ○ ○ ○ × × 

RIOT-OS [129] ○ ○ ○ ○ ○ 

LiteOS [114] [125] ○ × ○ ○ ○ 

Zephyr [125] [130] ○ × ○ ○ ○ 

Table 2.5.  IoT OSs comparison: (√) full support, (∆) partial support, (×) no support. 

RIOT is a good platform choice for this work given its developer-friendly design and high level of 

modularity. Specifically, RIOT-OS supports various protocols that are essential for the experiments 

related to this topic. It not only provides comprehensive support for IPv6 over 6LoWPAN but also 

implements the RPL through its Generic (GNRC) network stack [124]. Full support for C program-

ming, multithreading, and RT aspects make RIOT the better option for this design than other OSs. 

Operation 
System 

Program-
ming Lan-
guage sup-
port [123]  

Programming 
Model [121, 
124, 125, 
131] 

Modularity 
[124] 

RT Behav-
iour 
[121] 

6LoWPAN 
[121, 
123] 

RPL 
[121] 

Contiki C Event Drive, 
Protothread 

∆ ∆ √ √ 

TinyOS 
[128] 

nesC Event Drive, 
TOS Threads 

× × √ 
(Tiny6LoW-

PAN) 

√ (Ti-
nyRPL) 

RIOT-OS 
[122] 

C and C++ Message-
based, Multi-

threading 

√ √ √ √ 

LiteOS 
[114] 

C and C++ Event Drive, 
thread 

∆ ∆ ∆ × 

Zephyr 
[115, 
132] 

C and C++ Message-
based, Multi-

threading 

√ √ √ √ 
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However, RIOT does not support protocols (e.g. 6TiSCH) itself but is able to adapt to and collaborate 

with other network stacks to provide implementation. As an example, RIOT integrates the Open-

WSN network stack [133] via the internal packet system that  will allow calls to the OpenWSN library, 

which was released in Dec.2020 [134].  

2.5 Characterising of Existing System Designs from Real Deployments 

To address the requirements and properties for ESNs, this section will provide a comprehensive 

analysis of various ESN projects documented in the published literatures. Also, this section will an-

alyse and category the goals, designs and deployments of these projects and attempt to summarise 

the design considerations of the ESN project using characteristic parameters. As a specialized type 

of WSN, ESNs require targeted design of low-power networks based on an understanding of the 

environment [4]. It should also provide specific task-oriented services and be able to interact with 

the user and the development environment like generic WSNs [135]. 

To analyse the ESN system design, this work will refer to the study of Borges et al. [135] where a 

comprehensive taxonomy of characterisation parameters is used to analyse and evaluate the sys-

tem. Six categories of characterisation parameters are summarised in Borges et al.'s approach, 

namely service, communication and traffic, service component, network, node, and operation en-

vironment [135]. Additionally, the data delivery model of the system can be classified into four 

different driven approaches, event-driven, query-driven, continuous transmission, and time-driven 

[135, 136]. In particular, this work will focus on the time-driven mode, in which sensing data are 

collected from the environment at a certain data sampling rate periodically. 

Sensor nodes can collect various types of data from the deployed environment and send the data 

to one or more receiver ends, which will then send the data to a designated server [136]. Generally, 

sensor node is composed of multiple components, including but not limited to sensor, processor, 

transceiver, positioning system, and power supply unit [136]. ESNs can assist people in detecting 

environmental changes by configuring numbers of nodes in a targeted physical area to sense the 

surrounding environmental parameters, and then aggregating the sensed data to stations with pro-

cessing capabilities through technical approaches. In general, ESN applications will involve all kinds 

of subject areas based on task requirements, which typically increases the system complexity. Fur-

thermore, with the increasing number of nodes in the network, the power consumption of the en-

tire system is non-negligible, which also causes challenges for system lifetime and maintenance in 

resource-constrained environments. On the other perspective, this has further validated that it is 

necessary to improve the system energy efficiency to realize an efficient ESN system. The system 

must minimize energy consumption while maintaining sufficient sensing and communication 
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capabilities under assumptions of realistic access requirements and power availability. In this sec-

tion, the system design needs to firstly identify the system technical details of the various published 

ESN projects, including sensor types, monitored environments, applied protocols, etc. To analyse 

and category the existing literature, this section will characterise and summarise these ESN systems 

based on the system features listed in Table 2.6. 

Table 2.6:  Characterisation parameters explanation of ESN systems (adapted from [135]). 

Characterisation parameters Description 

Data delivery model Event-driven, query-driven, continuous transmission, and 
time-driven 

Monitoring target Specific environment that system is designed to monitor 

Sensor type All the sensors that have been integrated into the system 

Data sampling rate The rate at which sensors read data from the environment 

Communication rate The rate at which nodes transmit data to the server or sink 
node 

Operating system The operating system that the project has used 

Network protocol The network protocols involved in the different protocol stack 
layers of the system, including application layer protocol, 
transport layer, network layer, data link layer, and physical 
layer 

Power management Approaches applied in the project to manage power consump-
tion and harvest energy from environment 

2.5.1 Artificial Environment Monitoring  

 

Figure 2.8.  Applications of WSNs in urban area (adapted from [137]). 
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In artificial environments such as urban areas, indoor spaces, and controlled ecological areas like 

greenhouses and botanical gardens, deploying ESN systems can typically support decision-making 

and management by sensing the environment. The diversity of environmental monitoring in urban 

areas allows for the application of ESNs at various scales to help city management systems respond 

in a timely manner and minimize resource wastage, such as monitoring of hazardous gases and 

temperature changes [138, 139], traffic management [140], and energy saving in indoor lighting 

[141, 142]. In terms of the system applications in urban areas, Rashid and Raimani have summarised 

as illustrated in Figure 2.8 [137].  

As an example, OutSense targets was designed to monitor the environmental influence of traffic 

on urban air quality in Sofia, Bulgaria [138]. The design of this project is based on two assumptions. 

Firstly, it can operate continuously when supplied with a constant power source. alternatively, 

when powered by batteries, it takes data samples periodically (every 10 minutes) and delays data 

transmission to the network until a connection becomes available (e.g. Wi-Fi), subsequently enter-

ing sleep mode after data transmission [138]. This design demonstrates that system energy savings 

can be achieved not only through sleep modes, but also by taking advantage of tolerance for delays 

to transmit data only after satisfying specific conditions. By contrast, an urban air quality real-time 

monitoring system deployed in Taipei City utilises CC2420 wireless transceivers to aggregate data 

to a gateway based on the IEEE 802.15.4 protocol standard and ZigBee specifications [139]. In this 

project, the gateway was configured to send message through GSM module to server. Meanwhile, 

the operation of sensor nodes is divided into different stages (networking, configuration, data col-

lection, and sleep stage. Its energy-saving mechanism is to allow nodes to enter sleep mode after 

periodic data transmission (every 10 minutes). The two urban air quality monitoring systems reflect 

differing design assumptions based on requirements, including varying expectations regarding in-

frastructure availability and data timeliness. 

As another example, a WSN based urban environment monitoring system using LoRa technology 

was deployed in Medellín, Colombia [143]. LoRa technology is characterised by long range and low 

power consumption, making it easy to cover large areas. Compared to the previous two projects, 

this LoRa-based monitoring deployment utilises data processing at the node end. The system oper-

ates at a relative-high sampling frequency (every 7 seconds), but the data can be processed using 

Kalman filtering and down-sampling techniques before transmission. 

Compared to outdoor environments, the deployment of WSN systems in indoor areas can take 

more advantages on utilising various infrastructure resources (such as power and networking). In-

telligent Workplace (IW) at Carnegie Mellon University [144] is a typical case of indoor environmen-

tal monitoring and control applications. The design and implementation of the IW system are 
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described and summarised in [141, 145, 146]. The system was designed to be integrated with the 

infrastructure and IT systems in the building. IW system aimed to monitor and manage various fac-

tors of the working environment in the building, including heating, ventilation, air conditioning, 

lighting and energy use, hence adaptively controlling the environment to improve occupant com-

fort and work efficiency. This system can take advantage from uninterruptible power supply and 

the support of IT systems to provide real-time environmental data for seamlessly control, which is 

fundamentally different from other resource-constrained ESN systems. 

In urban environment monitoring applications, except for some disaster early warning systems, 

other projects usually only require the system to record environmental data for a long period of 

time and usually do not need to respond in a timely manner. Compared to urban monitoring, arti-

ficial ecological environments such as greenhouses and botanical gardens typically require custom-

ised monitoring of growth processes for specific targets, and may sometimes require the imple-

mentation of early warning or environmental control measures. Rustia et al. applied a system inte-

grated with environmental sensing and image processing to monitor the insect pests [147]. This 

project is characterised by its two different data types: environmental data and image data. These 

two different data types have separate requirements in terms of processing capacity, data sampling 

and transmission rates. For ESNs, another design approach for energy saving could be to dynami-

cally adjust the frequency of data collection and transmission based on the environment and re-

quirements. As a similar example, Ripple-1 project proposed an adaptive sampling strategy, where 

the project guides sampling through a strategic sensor deployment strategy to minimize the de-

pendence on a dense sensor deployment [12]. The nodes were designed to measure environmental 

data through soil moisture sensors with sampling frequencies ranging from once per minute to once 

per hour or tens of hours (depending on external weather conditions and previous moisture values). 

Furthermore, the ENS system can adopt different operational strategies based on awareness of the 

resources (for example, adjusting operating modes according to the available energy sources). In 

another example, the Sensor Web project [148] proposed a system, which used a coordination 

mechanism supporting multi-hop communication (with a 916 MHz radio). Node batteries can be 

charged via solar power and support switching to a low-power operating mode when battery levels 

are low. 

Table 2.7 analyses and characterises these ESN Applications in Artificial Environments. The analysed 

ESN systems deployed in artificial environments demonstrate that: 1) When real-time data trans-

mission is not required, the system can save energy through periodic or delayed transmission; 2) 

When infrastructure and power resources are available, the system can reliably support continuous 

or real-time data transmission; 3) The system can reduce data transmission volume through tech-

nical approaches (such as data processing and adaptive sampling) to save energy. 
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Table 2.7. Key Features and System Characteristics of ESNs in Artificial Environment. 

ESN project case  OutSense [138] Urban Air Quality 
Monitoring [139] 

Urban air pollution 
Monitoring [143] 

Intelligent Workplace 
(IW) [144] 

Automated Green-
house Insect Pest 
Monitoring [147] 

Ripple-1: Wireless 
Smart Sensor Net-

work [12] 
Sensor Web [148] 

Monitoring Target Urban Areas Urban Areas Urban Areas Indoor Areas Greenhouse Botanical Garden Botanical Garden 

Sensor type 

Gas (CO2, CO, NO2, O3, 
O2), temperature, hu-
manity, and pressure 
sensor 

Light, temperature, 
humidity sensors, CO 
Concentration Sensor, 
and WS-2316 weather 
station module 

Air quality indicators 
(e.g., PM2.5, PM10, 
etc.) and hazardous 
gases (e.g., CO, CO2, 
O3, etc.) 

HVAC, electrical usage, 
and outdoor environ-
mental conditions sen-
sors, temperature, CO2, 
motion, and others 

Camera, AM2301 
Sensor, and BH1750 
light sensor 

Soil moisture sen-
sor 

Air temperature, soil 
temperature, relative 
humidity, O2 level, soil 
moisture, light level 

Data Sampling rate 
Continues or Every 10 
minutes Every 10 minutes Every 7 seconds Real-time 

Every 5 mins (Envi-
ronment); every 
10mins for im-ages 

Per minute to once 
per hour or tens of 
hours 

Every 5 minutes 

Data Transmission 
Rate 

Transmit all the un-
send data once it has 
connected to Wi-Fi 

Every 10 minutes every 7 seconds (from 
node to gateway) 

Continuous data stream 
with real-time pro-
cessing capabilities 

every 5 mins (Envi-
ronment); every 
10mins for images 

Defined by base 
station, could be 
various 

Every 5 minutes 

Operating System Linux TinyOS NA central building manage-
ment system Linux NA A commercial microcon-

troller 

Network Protocol 
Standard Internet pro-
tocol, Wi-Fi, GPRS (can 
be added) 

IEEE 802.15.4 PHY and 
MAC, ZigBee, and 
GSM 

LoRa 
Seamless integration 
with existing IT infra-
structure 

UDP and HTTP POST 
ZigBee, IEEE 802 
15.4 PHY and MAC, 
and 3G 

Multi-hopping, Sensor 
Web protocol (coordi-
nated with 916 MHz ra-
dio) 

Power Manage-
ment 

Uninterruptible power 
supply or battery pow-
ered, entry Sleep 
mode after transmis-
sion 

Battery-powered, en-
try sleep stage after 
transmission and wake 
up as scheduled 

Battery-powered with 
solar panel charging, 
turn off radio after 
sending data 

Uninterruptible power 
supply 

Uninterruptible 
power supply, low-
power-sleep/wake-
up switching 

Battery powered 
with solar panel 
charging, low-
power-sleep/wake-
up switching 

Battery powered with 
solar panel charging, 
low-power-sleep/wake-
up switching 
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2.5.2 Natural Landscape Environment Monitoring 

In contrast to the artificial environment applications discussed in the previous subsection, ESN de-

ployments in complex landscape environments (e.g., mountainous areas, forests, wetlands, etc.) 

are typically constrained by complex natural terrain, climatic variability, deployment coverage and 

transmission distance. These factors impose fundamentally different design assumptions, particu-

larly with respect to transmission distance, communication reliability, and long-term energy sus-

tainability. 

At small spatial scales, ESNs can be developed to monitor micro-environmental variations around 

specific natural targets. The Redwood’s life monitoring system deployment [149] is an example of 

this deployment type. This project was designed to obtain spatial gradients of temperature, humid-

ity, and light levels that affect redwood trees, and it helped to study the relationship between 

changes in environmental factors and changes in tree height. Data were sampled and transmitted 

every five minutes using a 433 MHz radio. Nodes rely on TinyDB [150] to filter and aggregate data, 

subsequently transmitting it to the gateway with the support of MintRoute [151] following data 

collection. Regarding energy-saving considerations, this project applied a duty cycling approach and 

pointed out that the duration for each network awake is 4 seconds. Besides, nodes are battery-

powered and capable of solar charging. Although solar charging technology is available, this ap-

proach essentially combines sensing with communication activity, resulting in frequent radio acti-

vations at the node level. By contrast, it is expected that communication energy consumption could 

be further reduced by buffering sampled data and transmitting information with higher payload 

utilisation during a constrained, lower-frequency communication window. 

Moreover, Light Under Shrub Thicket for Environmental Research (LUSTER) [152] project was pro-

posed to monitor the micro-environment of shrub thicket. LUSTER employed high-frequency sens-

ing (default sampling every 1 second) and relied on LiteTDMA to regulate transmission and sleep 

schedules. On the other hand, the transmission interval in LUSTER is closely linked to the network 

topology and varies according to changes to the number of child nodes. The nodes in the LUSTER 

project are configured by the MAC protocol controlling the transmission and sleep states of the 

nodes. In addition, when data collection and transmission were not taking place, the sensor nodes 

would enter sleep state and only wake up for a scheduled time slot. It is notable that as the number 

of child nodes increases, the data receiving duration for parent nodes extends. However, child 

nodes within the project continuously listen to the channel whilst other nodes are transmitting, 

resulting in energy waste. 



Chapter 2 

32 

In ESN deployments within large-scale natural landscapes (e.g. mountains, deserts, island, etc.), 

system design may also need to consider environmental diversity and the extension of communi-

cation range and monitoring coverage. The Mountain sensing project [53, 54] integrated Internet 

protocols into a low-power WSN architecture to support long-range, multi-hop communication 

over 3.5 km using 868 MHz radio. By combining 6LoWPAN, ContikiMAC, RPL, UDP, and CoAP on 

Zolertia Z1 nodes running ContikiOS, this project enabled data sampling rate of every 20 minutes 

and communication rate of every hour as schedule. This project used energy harvesting and the 

duty-cycling based ContikiMAC protocol to conserve power, but successive channel assessments 

after the radio switched on still resulted in unnecessary energy consumption.  

As another example, the CiROCCO project [153] was deployed to continuously monitor environ-

mental parameters in harsh desert ecosystem. This system applied Bluetooth Low Energy (BLE) and 

LoRaWAN, combined with solar energy harvesting, to continuous collecting and transmitting data 

from nodes to gateway. Similarly, the Bidong Island deployment [154] applied long-range LoRa 

communication to transmit data across a 23 km sea link. Although such designs effectively address 

coverage and environmental challenges, the relatively frequent or even continuous data transmis-

sion needs to rely on energy harvesting or infrastructure support, otherwise it would cause issues 

for the sustainability of deployment.  

Table 2.8 analyses and characterises these ESN Applications in Natural Landscape Environments. 

Overall, these deployments demonstrate that ESN designs in natural landscape environments need 

to consider the challenges caused by complex natural terrain, climatic variability, deployment cov-

erage and transmission distance. In system design, duty-cycling based low-power MAC protocols 

(such as ContikiMAC) and energy harvesting technologies have been widely implemented. Duty-

cycling based low-power MAC protocols can optimise energy usage, and energy harvesting can ex-

tend system lifespan, while neither can eliminate unnecessary network activity. Furthermore, as 

many such systems are deployed in areas where frequent maintenance is difficult, the ability to 

adaptively adjust settings after deployment also need to be considered. In other words, for ESN 

deployments in resource-constrained remote areas, key considerations include remote manage-

ment capabilities (IP-based system architecture), optimisation of communication frequency and 

unnecessary overhead, and power management. 

  



Chapter 2 

33 

Table 2.8. Key Features and System Characteristics of ESNs in Natural Landscape Environment. 

ESN project case Redwood’s life monitor-
ing WSN system [149] LUSTER [152] Mountain sensing [53] 

[54] CiROCCO [153] Bidong Island environ-
ment monitoring [154] 

Monitoring Target 70m redwood tree shrub thicket Mountain Desert Island weather point 

Sensor type 
SHT11 temperature and hu-
midity sensor and two 
S1087 photodiodes 

Light sensor, expandable to 
other ecological parameters 
such as temperature, hu-
midity, CO2, and soil mois-
ture 

temperature, soil moisture, 
strain gauge, water level, 
rain gauge sensors 

air temperature and humid-
ity, the meteorological 
characteristics of wind and 
other climate parameters 

DHT22 temperature sensor 
or YL-69 soil moisture sen-
sor 

Data Sampling rate every 5 minutes every 1 second (default) every 20 minutes continuous Every 6 seconds 

Data Transmission Rate 
every 5 minutes (communi-
cation time cost is 4 sec-
onds) 

570 ms (32 child nodes) to 
260 ms (1 child nodes) Every 1 hour continuous Every 6 seconds 

Operating System TinyOS and TASK software TinyOS ContikiOS N/A Arduino 

Network Protocol TinyDB and MintRoute, 
GPRS 

IEE802.15.4 radio, 
LiteTDMA MAC 

IEEE 802.15.4, 6LoWPAN, 
ContikiMAC, RPL, UDP, 
CoAP 

BLE, LoRaWAN, Wi-Fi, LTE 
(4G/5G), L-Band satellite 
communication, MQTT 

LoRa (915MHz) 

Power Management 

Battery powered with solar 
panel charging, duty-cycling 
based low-power-
sleep/wake-up switching 

Battery powered (Node) 
Battery powered with solar 
panel charging (base node), 
low-power-sleep/wake-up 
switching 

Battery powered with solar 
panel charging, duty cycling 
protocol 

Battery powered with solar 
panel charging, low-power-
sleep/wake-up switching 

Battery powered 
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2.5.3 Inland Water and Ocean Environment Monitoring 

In this subsection, ESN deployments for inland water and ocean environments will be analysed. 

Compared with land-based deployments, ESN applications in water and ocean environments often 

operate under distinct operational constraints, such as specific physical environments and commu-

nication requirements. In inland water environments, The Reactive Environmental Monitoring WSN 

system [155] was deployed to measure soil moisture. This project was raining event triggered, and 

system would respond to the rainfall while adjusting the sensing frequency. The data sampling rate 

would be increased to every 10 minutes if rain is detected, and the data sampling rate would drop 

to once a day if the event is not detected. To detect the rainfall, rain node deployed in this system 

would check the rain gauge every 12 seconds (controlled by SMAC) with the threshold of 1mm rain 

(Note that every trigger was reset a 2-hour timer). Within this system, the event-triggered mecha-

nism enables the network to reduce unnecessary data communication during inactive periods. This 

selective data transmission activation is energy-efficient for systems monitoring specific events, but 

for long-term monitoring, it only allows for low-frequency collection of environmental changes 

when no events are triggered. For long-term environmental monitoring applications, where com-

munication latency is acceptable, minimizing communication frequency remains an important de-

sign consideration for improving energy efficiency. 

In contrast, ESN deployments in ocean environments must address different challenges. The Un-

derwater Sensor Network project [156], demonstrated how communication limitations in under-

water environments can be overcome by combining static sensor nodes with mobile platforms (an 

autonomous underwater vehicle (AUV) called Amour AUV and Starbug AUV). In this deployment, 

static Aquaflecks nodes collected environmental and visual data at fixed rates, while data transmis-

sion is broadcast with delay when the storage threshold is reached or transmitted via optical com-

munication when the mobile AUV accesses the node. This design effectively overcomes environ-

mental challenges but also introduces additional complexity and transmission delays.  

As another case, Sensor Exploration Apparatus utilizing Low-power Aquatic Broadcasting system 

(SEA-LABS) [156], was proposed to monitor the health of coral reefs in shallow marine environ-

ments and surrounding environmental conditions. SEA-LABS does not rely on standard OSs , instead 

using custom task scheduling to manage transitions between sleep, sensing, and transmission 

states. The system prioritises energy efficiency over real-time data transmission, restricting com-

munication to occur only after each data collection cycle. This project designed a sensor node, 

called Programmable Oceanic Devices (PODs), equipped with temperature, light, pressure, conduc-

tivity and pH sensors. The data collection and transmission rate were controlled by designed task 
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scheduling algorithm (network load requirements are typically less than 1 percent). Instead of using 

TinyOS, this project applied custom scheduling algorithm to control and switch the operation mode 

of the node among sleep, data processing, and data transmitting mode. Nodes were battery-pow-

ered and would transmit data only after each data sampling slot, otherwise they would enter sleep 

mode to save power. This project demonstrates that algorithmically controlled sleep/wakeup 

switching can also achieve low network load rates, thus improving system energy efficiency. 

Features and system characteristics of ESNs in inland water and ocean environment are tailed in 

Table 2.9 below. In such systems, it has indicated that system energy efficiency can be improved by 

combining sleep/wake scheduling with other technical approaches, such as event-triggered or de-

layed transmission. However, these approaches typically increase system complexity, reduce data 

timeliness, or increase dependence on specialised hardware, which needs to be balanced against 

deployment scenarios and requirements. 



Chapter 2 

36 

 Table 2.9. Key Features and System Characteristics of ESNs in Inland Water and Ocean Environment. 

ESN project case Reactive Environmental Monitoring 
WSN [155] Underwater Sensor Network project [156] SEA-LABS system [156] 

Monitoring Target Groundwater Mound Underwater Oceanic Environment: coral reefs 

Sensor type Echo-20 dielectric sensors and Echo rain 
gauge 

Pressure sensor, temperature sensor, and a CMUCam cam-
era 

Temperature, light, pressure, conductivity 
and pH sensors 

Data Sampling rate 

every 10 minutes (rainfall) 

once a day (no rain) 

every 12 seconds (rain detected) 

every 10 minutes 

Controlled by designed task scheduling al-
gorithm (network load requirements are 
typically less than 1 percent) 

Data Transmission 
Rate 

Event-triggered: 

Event alert (1mm of rain measured) 

Event ends (2 hours after last alert) 

Optical communication: Depend on duty cycling mode of 
AUV 

Acoustic communication:  when the amount of data col-
lected exceeds the storage limit 
 

Operating System TinyOS  TinyOS Custom task scheduling algorithm 

Network Protocol SMAC, GSM, 433 MHz radio Data Mule, Optical communication, Acoustic communication half-duplex slotted-Aloha, 900 MHz radio 

Power Management 
Battery powered, low-power-sleep/wake-
up switching, event-triggered transmission, 
adaptive sampling 

Battery powered, low-power-sleep/wake-up switching Battery powered with solar panel charging, 
low-power-sleep/wake-up switching 
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2.5.4 Disaster Monitoring 

Real-time monitoring systems for various types of disasters can help humans to warn the occur-

rence of disasters early and thus reduce the threat of disasters to human lives and the possible 

economic losses. ESN system can be placed in disaster-prone areas to monitor potential disasters 

and provide early warning. In the case of earthquakes, tsunamis and floods, ESNs application can 

provide early warning by detecting data on unusual changes in the environment. 

For disasters requiring rapid response and having an extremely short warning window, ESN deploy-

ments typically prioritise continuous monitoring and real-time data transmission. As an example, 

the self-organizing seismic early warning information network (SOSEWIN) [157, 158] has already 

wide implemented in different countries, including Türkiye, Italy, and French. SOSEWIN sensor 

nodes applied in this project sampled seismic signals at rates up to 100 Hz. System network was 

designed to rely on communication technologies such as WLAN (2.4 GHz and 5 GHz), Optimised Link 

State Routing (OLSR), SeedLink Protocol, to ensure low-latency and high-throughput data transmis-

sion. Additionally, Incorporated Research Institutions for Seismology (IRIS) Global Seismographic 

Network (GSN) system [159, 160] has been deployed to provide worldwide seismic data for earth-

quake and tsunami warning. Both earthquake monitoring ESN projects were designed with high-

precision environmental sensing and real-time low-latency data transmission capabilities. This 

demonstrates that for earthquake early warning ESNs, the system priorities are to satisfy reliability 

and real-time performance rather than energy efficiency. 

Tsunami monitoring systems, while also requiring timely data delivery, typically incorporate 

sleep/wake methods and event-triggered mechanisms to reduce energy consumption, given that 

deployment locations may be remote from land. The Deep-ocean Assessment and Reporting of 

Tsunami (DART) [161, 162] system maintains a default sampling rate and transmission rate for hy-

drological information during non-event triggering periods. Conversely, in event-triggered mode, 

both the duration of sampling and the data transmission rate are increased. This design satisfies 

the requirement for long-term environmental monitoring while enhancing system energy efficiency 

through its sleep/wake mechanism. Meanwhile, under the event-triggered mechanism, the system 

is enabled to respond rapidly to abnormal environmental changes. 

Similarly, flood monitoring ESNs also emphasise long-term environmental monitoring and monitor 

the environment at a higher frequency during rainy periods. Remote water-level monitoring system 

(RWMS) [163], was proposed to monitor water levels change and alert flood in China's largest fresh-

water lake, Poyang Lake. The system collects water level data hourly and transmits it via GPRS/GSM. 

Monitoring frequency can be dynamically adjusted through the collaboration of the data centre 
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and the data releasing module. This design demonstrates that ESN systems can conserve energy by 

maintaining moderate sensing and communication rates during stable periods, while still allowing 

post-deployment adjustments of parameters, such as data sampling and transmission rates, to ac-

commodate changing monitoring requirements. 

Volcanic activity monitoring and eruption warning is also an important application area for ESNs. 

To monitor an active volcano in Ecuador, Reventador, an volcano monitoring ESN system was de-

ployed [21]. This project typically transmits sampled data at fixed rate(every 10 seconds). However, 

when the number of triggered nodes exceeds the threshold, multiple nodes will perform bulk data 

transmission. Time Synchronisation Protocol (FTSP), MintRoute, Deluge protocol, and Fetch Proto-

col were applied in this system supported by TinyOS.   

The dry conditions in forests and mountainous areas that are prone to wildfires. In addition, moun-

tainous and forest areas typically cover an extensive area, and the location of wildfires is typically 

random and unpredictable. As a result, wildfire monitoring typically requires long-term early warn-

ing monitoring over relatively large physical ranges and at certain densities. As an example, Remote 

and In-Situ Monitoring for Biodiversity and Environmental Areas (RIMBAMON) system [22] applies 

periodic sampling and permits nodes within a certain region to perform continuous monitoring ac-

cording to base station requirements. In contrast, the forest fire surveillance system deployed in 

South Korea [164] requires continuous environmental monitoring and alerts only when events are 

triggered. 

According to the analysed ESNs based disaster early warning system, the frequency of data collec-

tion/transmission of the system tends to be tightly correlated with the level of the detectability of 

the disaster (Check Table 2.10 below for more details). Earthquake early-warning systems typically 

require continuous sensing and low-latency communication, often relying on uninterruptible mains 

power to ensure reliability. Besides, other early warning systems for natural hazards mostly apply 

event-triggered mechanisms to monitor the possibility of disasters over long-term in a low-power 

approach. Also, switching node to low power mode and energy harvesting solutions are also valu-

able to consider to further enhance the system reliability especially in system lifetime prospective. 

However, for disaster monitoring ESNs, improvements in energy efficiency must be balanced 

against the requirements for data timeliness and communication reliability.
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Table 2.10. Key Features and System Characteristics of ESNs in Disaster Early Waring. 

ESN project case SOSEWIN [157] [158] 
Global Seismographic 

Network (GSN) system 
[159] 

DART [161] 

Remote water-
level monitor-

ing system 
(RWMS) [163] 

Volcán Reventador sen-
sor network [21] 

RIMBAMON sys-
tem [22] 

Forest Fire Sur-
veillance System 

[164] 

Monitoring Target 
(Early warning 

events) 
Earthquake Earthquake Tsunami and Tides Floods Volcanic Activity Forest Fire Forest Fire 

Sensor type 
3-Axis MEMS Accel-
erometers and geo-
phones 

Seismometers, 
auxiliary sensor, 
motion accelerometers, 
pressure sensors 

Tsunami gauges, 
pressure sensors, 
acoustic modems and 
sensors, tilt sensors 

water-level sen-
sors 

single-axis seismometer or 
three seismometers, om-
nidirectional microphone 

temperature, light in-
tensity, acoustic, ac-
celeration and mag-
netic sensor 

Temperature and 
humidity, light 

Data Sampling rate 
Real-time monitoring 
with sampling rate up 
to 100 Hz 

Sensors use fixed sampling 
rates (from 0.5 Hz to 40 
Hz). Only motion accel-
erometers can rise to 100 
Hz following event trigger-
ing 

Every 15 seconds 
(Triggered - increased 
to 60s data) 
every 15 minutes – 
tidal report 

Every 1 hour (will 
increase during 
rainfall) 

100 Hz Every 30 minutes Real-time monitor-
ing 

Data Transmission 
Rate 

Continuous data han-
dling Continuous data handling Every 6 hour 

Every 1 hour - Event 

Every 1 hour(will 
increase during 
rainfall) 

Every 10 seconds 
Transmit continuous 60s 
data - Event 

Event triggered: 
Base station requests 
5 readings 

Send event alert 
when reading ex-
ceeds threshold 

Operating System OpenWRT (Linux) NA Embedded System ZKOS [165] TinyOS TinyOS TinyOS 

Network Protocol 

Optimised Link State 
Routing (OLSR), Seed-
Link Protocol, and 
WLAN (2.4 GHz and 5 
GHz) communication 

NA Satellite communica-
tion 

2.4 GHz ad hoc 
network, or the 
GPRS/GSM 

2.4 GHz Radio, Flooding 
Time Synchronisation Pro-
tocol (FTSP), MintRoute, 
Deluge protocol, and Fetch 
Protocol 

ISM Band communi-
cation 

2.4 GHz radio, Min-
imum Cost path 
Forwarding (MCF) 

Power Management 
Mains electricity supply 
with optional battery 
backup, idle monitoring 
and event-triggered 

Mains electricity supply 

Battery powered, 
duty-cycling based 
transceiver on/off 
mechanism 

Battery powered, 
low-power/detec-
tion mode switch-
ing 

Battery powered 

Battery powered 
with solar panel 
charging, low-power-
sleep/wake-up 
switching 

Battery powered 
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2.5.5 Arctic and Glacial Environment Monitoring  

As a result of global warming, climate change in the Arctic and glacial regions has attracted the 

attention of a significant number of scientists. However, for in situ environmental monitoring, the 

environmental conditions in this region are hostile and many areas are unsuitable for long-term 

settlement. Therefore, for remotely monitoring in the polar regions, implementing ESNs to address 

the challenges of environmental monitoring under these extreme conditions has become a reliable 

option. As an example, SensorScope project [166] deployed several WSNs targeting a specific envi-

ronment in Switzerland. As an example of harsh environment targeted deployment on the top of a 

rock glacier in Switzerland, this deployment was designed to monitor the microclimate of the rock 

glacier. The system deployed sensor nodes equipped with multiple environmental sensors and op-

erated with a fixed sampling rate of every 120 seconds and the system network duty cycles is 10%. 

Although this approach can be useful for saving energy for long-term monitoring, it still relies on 

frequent radio activation, which may limit the system's lifetime.  

To study extensive environmental changes, such as glacial movements and earthquakes for harsh 

arctic environments, ESNs have also been designed with highly constrained communication sched-

ules. The Glacsweb project [55, 56] was developed to investigate the results influence that climate 

change might have on glacier movement in Briksdalsbreen, Norway. In this deployment, heteroge-

neous sensor nodes were programmed to collect data only during predefined timeslots and to com-

municate within one daily communication window. This design, which activates communications 

according to a strictly limited schedule, effectively avoids the energy consumption caused by fre-

quent radio activation. However, it introduces new challenges. Firstly, once all nodes' radios are 

activated simultaneously, how long will it take for the nodes to complete the autonomous network 

construction to allow data transmission. Moreover, it is foreseeable that multiple nodes initiating 

communication simultaneously will cause collisions, retransmissions, and data loss. Secondly, if the 

base station queries data from child nodes as designed, certain nodes may experience excessively 

long wait times. Solutions to these issues have not yet been investigated. 

Martinez et al. also proposed and deployed the geophone wireless sensor network (another sub-

system alongside the Glacsweb project) [69] to investigate the link between sub glacial processes 

and  climate change. In contrast to periodic environmental sensing, the sensor node only sampled 

data at 512 Hz frequency when it detects an earthquake event. Meanwhile, data transmission was 

scheduled at the same daily communication window same as the main Glacsweb system. This de-

sign effectively suppresses redundant data collection and transmission, and it minimised 
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unnecessary radio activation. However, this design still depends on precise event detection mech-

anisms and the reliable coordination with surface node.  

Similarly, the geoPebble System [167] was deployed on the Greenland and Antarctic ice sheet is 

aimed to collect the natural earthquake data to investigate its relationship with Ice lakes drying up 

and glaciers disintegrating. This system introduced multiple operational modes, including operation 

modes, burst mode, continuous mode and sleep mode for each sensor node. While such multi-

mode operation improves flexibility and balances varying data sampling requirements with energy 

efficiency for long-term operation, it also increases system complexity and introduces challenges  

on synchronisation and network management. 

Taking this further, the Distributed Arctic Observatory’s (DAO) research team proposed a system in 

Arctic Tundra and this system was deployed for about 12 months [168]. This project aimed to in-

vestigate the influence of climate changes on the environment of arctic tundra. The designed sensor 

node was called Observation Units (OUs), and it was designed to collect sensor readings every 30 

minutes and to send data to central server once per day over LTE-M networks. Except sensing and 

transmitting mode, OUs were planned to entry deep sleep mode to save power. However, the bat-

tery power sensor nodes are not equipped with solar panel or other devices to harvest energy from 

environment yet. 

As a short summary, Table 2.11 below lists all the system characteristics of the analysed cases in 

this subsection. In resource-constrained environments such as the Arctic and glaciers, ESN systems 

should be deployed with as much consideration as possible to reliable design and energy saving 

technologies. In terms of energy-saving technologies, the fundamental technology to consider is 

sleep/wake approaches, including timetable-based scheduling methods and duty-cycling based 

protocols. Additionally, the system may apply event-triggered mechanisms to minimise unneces-

sary data sampling and transmission, whilst energy harvesting (such as wind energy) is also a pos-

sible option. In harsh and resource-constrained environments, while energy efficiency remains a 

primary design consideration, system design still requires trade-offs between energy efficiency and 

data reception latency, as well as node accessibility.
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Table 2.11. Key Features and System Characteristics of ESNs in Arctic and Glacial Environment. 

ESN project case SensorScope [166] Glacsweb [55] [56] Geophone Wireless 
Sensor Network [69] geoPebble System [167] Distributed Arctic Obser-

vatory (DAO) [168] 

Monitoring Target  Rock Glacier Glacier Glacier Greenland and Antarctic ice 
sheet Arctic Tundra 

Sensor type 

Air temperature & hu-
midity, precipitation, soil 
moisture, solar radiation, 
surface temperature, 
water content, and wind 
direction & speed sensor 

Pressure, temperature, orientation 
(tilt in three dimensions), external 
conductivity and strain gauge sensor 

Geophone, 3D accel-
erometer, digital com-
pass, temperature sen-
sor 

Triaxial geophones, tempera-
ture and pressure sensors 

Carbon dioxide level and tem-
perature 

Data Sampling rate Every 120 seconds Every 4 hours at 00:00, 4:00, 8:00, 
12:00, and 20:00 in a day 

Event triggered: sample 
data at 512 Hz when a 
seismic event is detected 

Event triggered: sample data 
for 60s at 10 kHz 
or sample at 625 Hz if passive 
seismics is detected 

Every 30 minutes 

Data Transmission 
Rate 

Every 120 seconds (net-
work duty cycles is 10%) Once a day at 16:00 Once a day at 16:00s After sampling data Once a day 

Operating System TinyOS Linux Linux NA MicroPython 

Network Protocol 

868 MHz radio, custom 
multihopping, custom 
self-organizing network, 
synchronous duty cycling 
MAC, anypath routing 
[169] 

Customized packet-based communi-
cation protocol with error detection, 
433 MHz and 173 MHz radio and 
GSM 

GPRS or Wi-Fi based on 
IPv6 (surface station), 
868 MHz (surface node) 
or 173 MHz radio (under 
glacier node) 

Wi-Fi (2.4 GHz) LTE-M networks 

Power Management 

Mains electricity supply 
with optional battery 
backup, low-power-
sleep/wake-up switching 

Battery powered, low-power-
sleep/wake-up switching 

Battery powered, low-
power-sleep/wake-up 
switching 

Battery powered, low-power-
sleep/wake-up switching 

Battery powered, low-power-
sleep/wake-up switching 
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2.5.6 Summary 

In Section 2.5, by analysing and categorising deployed ESN projects, this work expects conclude the 

characteristic parameters (as listed in Table 2.6) of ESNs designed for environmental sensing. In this 

section, the relevant projects were classified into five categories, namely, examples of ESN deploy-

ments in artificial environments, natural landscape environments, inland water and ocean environ-

ments, arctic and glacial environments, and the deployments for disaster monitoring. The cases 

discussed above involve a variety of hardware platforms and sensors, all of which were selected to 

serve the specific target of environmental monitoring. Expanding to this, when the project's objec-

tive is to monitor the artificial environment, the system design needs to give more consideration to 

continuous monitoring of specific environmental parameters at a comparably high data sampling 

rate (or even in real time). In another situation, such as disaster monitoring, system should consider 

targeting at specific disaster and develop efficient early warning mechanism. 

Although the analysed projects differ in their system design due to different objectives and design 

ideas, energy saving strategies have been applied in these projects to some extent. The energy 

saving technologies applied includes duty-cycling MAC protocols, event-triggered mechanism, 

schedule-based wakeup/sleep mechanism, data reduction, and energy harvesting. Among these 

technologies, the most fundamental energy-saving strategy is the sleep/wake up approaches.  For 

example, in artificial environments, even if nodes are required to turn on sensing and communica-

tion functions fairly frequently, such as real-time monitoring, the system design should consider 

allowing the node entering low-power sleep mode after completing the task to save energy. Alt-

hough some nodes have unlimited power supply, they still need to enter low-power sleep mode 

periodically to maintain reliability, save energy and extend device lifetime. Also, when the designer 

wants to deploy the network to an environment where human intervention (e.g., changing batter-

ies or maintaining the device) is more difficult, the nodes are expected to enter a low-power sleep 

state after completing the scheduled tasks. Similar design ideas can be found in other deployment 

categories that have more resources constraints than the artificial environment.  

Furthermore, ESN system design requires trade-offs in several aspects depending on the design 

objectives and the characteristics of the targets. For instance, in ESN deployments for disaster warn-

ing systems, low-latency data transmission should be prioritised over energy efficiency. Conversely, 

systems for long-term environmental monitoring can achieve energy savings by accepting delayed 

data transmission and reduced radio activation frequency. Thus, as a short summary, different ESNs 

have been designed to optimize energy consumption to maximize lifetime while maintaining sys-

tem abilities of environment sensing and data transmission.  
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2.6 Energy Saving Technologies 

For WSNs, the energy saving approaches can be classified into five categories, optimizing radio 

mechanisms, low-power-sleep/wakeup switching, energy harvesting, energy efficient routing and 

network architecture, and data reduction mechanisms [6]. This section will outline representative 

energy-saving methods, covering sleep/wake mechanisms and other non-duty-cycling techniques 

(including data reduction, aggregation and prediction, together with event-trigffgered mecha-

nisms). This work considers sleep/wakeup approaches to be essential for the development of wire-

less sensor network systems, and this section will focus on the advantages and limitations of en-

ergy-saving methods in radio activity management. 

2.6.1 Sleep/Wake Up Approaches 

As the wireless transceiver consumes more power than other modules within the sensor node, and 

when no communication activity is present, it can be temporarily disabled to conserve energy [7]. 

Therefore, Consequently, disabling the radio transceiver during non-active periods has been widely 

recognised as an effective approach to reducing energy consumption in wireless sensor networks. 

Sleep/wake-up techniques build upon this principle by controlling radio state transition, and it can 

be categorised into topology control and duty cycling schemes [6]. 

Topology control can selectively active nodes and control the network structure to ensure connec-

tivity of the network, which relies on the dense and redundant deployment of nodes. The solution 

proposed by Misra et al. [170] is an example of an energy efficient approach that inspired the idea 

of this work to control the energy consumption of the network, i.e., it is possible to control the 

mode of the nodes using algorithms. Specifically, since it is possible to algorithmically control the 

activation and inactivation of nodes covering a specific area [170], it is also feasible to algorithmi-

cally control the node's task scheduling and entering sleep mode after completing the task for 

sleepy network. 

As summarised by Carrano et al. [23], duty cycling schemes can be classified into three main cate-

gories: 1) synchronous; 2) semi-synchronous and 3) asynchronous schemes. In synchronous 

schemes, system should enable all nodes within a cluster or even globally to turn on and off their 

radios simultaneously, ensuring that nodes can exchange data at the same time (e.g. RT-Link [171], 

Traffic-Adaptive MAC protocol (TRAMA) [172], and 6TiSCH). However, this scheme can potentially 

lead to increased waiting time due to communication conflicts, even when skewed scheduling (e.g. 

DMAC [173]) is used to shift wake-up times. In terms of semi-synchronous schemes, it introduces 

small virtual clusters, where nodes dynamically synchronise their schedules within their group (e.g. 

Sensor-MAC (S-MAC) [174] and Timeout-MAC (T-MAC) [175]). For Elected Cluster-head (e.g. Low-
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Energy Adaptive Clustering Hierarchy (LEACH) [176]) and Random Duty Cycling scheme (e.g. Ran-

dom Asynchronous Wakeup Protocol (RAW) [177]), they are generally suitable for larger, dynamic 

topologies but it will cost additional signalling. Similarly, mechanisms that utilize wakeup sig-

nals/beacons, such as receiver-Initiated transmission (e.g. Receiver-Initiated MAC (RI-MAC)) and on 

demand wakeup mechanism (e.g. Sparse Topology and Energy Management (STEM) [178]), could 

potentially bringing in additional energy consumption, increasing protocol overhead and system 

complexity. Preamble Sampling (e.g. XMAC [179]) or Low Power Listening (LPL) Technique, which 

requires nodes periodically listen to detect the channel activity while maintaining the node in sleep 

mode expect exchanging data. 

Duty cycling scheme is widely adopted in WSNs projects [53, 180] which periodically switches the 

radio transceiver between active and sleep states to reduce energy consumption, at the cost of 

increased communication latency [181] [182]. In duty cycling scheme, asynchronous approaches 

may require nodes to wake up more frequently to achieve overlap with the wakeup slots of par-

ent/child nodes. Synchronous approaches can effectively reduce idle listening and lower power 

consumption but introduce additional overhead [182]. One critical parameter in duty cycling 

schemes is the duty cycles, which describes the proportion of time a device/node‘s transceiver is 

active relative to the total operational period. Duty cycling protocols with lower duty cycles can 

reduce the system's daily energy consumption more efficiently. However, in actual deployment, 

duty cycling MAC protocols are usually configured prior to deployment. Even for protocols with 

extremely low duty cycles, adjustments made such as changing the data sampling rate after deploy-

ment will require the whole network to be re-coordinated or redeployed. 

2.6.2 Non-Sleep/Wake Up Energy Saving Approaches 

In WSNs, communication module is the primary source of energy consumption. The key focus of 

radio optimisation techniques is to reduce the radio energy cost required for data transmission. As  

summarised in [6], typical technologies include adaptive control of transmission power [9], cooper-

ative communication [10], and energy-efficient modulation techniques [11]. Additionally, relevant 

technologies also include the low power communication module and low power embedded board. 

Such methods can reduce the average energy consumption during communication. However, they 

do not address some challenges in heterogeneous ESN network, particularly the to reduce and limit 

energy wastage caused by unnecessary radio activation. This study aims to optimise the system's 

overall energy consumption through network-level approaches and efficient scheduling of radio 

activity. Accordingly, radio optimisation approaches will not be investigated in this work. 
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The integration of energy harvesting technologies with wireless sensor networks (WSNs) enables 

nodes to acquire and store energy from renewable sources, thus addressing system energy con-

straints to a certain extent. Current WSN deployments widely considered harvesting from environ-

mental renewable energy sources, including solar [12], wind [13], and other energy sources [14]. 

Sufficiently large batteries and energy harvesting techniques can indeed increase the theoretical 

lifetime of any system. However, energy harvesting depends on environmental power density, and 

changes in such density can have a fluctuating effect on energy harvesting. Secondly, energy har-

vesting as a charging solution cannot replace electricity. It does not reduce the overall energy con-

sumption of the system, although it can provide nodes with the ability to harvest energy and extend 

their lifetime. Regardless of the availability of solar or other energy sources, the overall energy con-

sumption of a system remains a key criterion in determining its performance and reliability.  

As summarised in [6], by applying single-path routing protocol, relay nodes in the path will consume 

more energy than other non-relay nodes, as relay nodes need to forward traffic in addition to trans-

mitting their own data. In contrast, multipath routing protocols aim to distribute forwarding tasks 

across multiple nodes to balance energy consumption within the network, though this typically in-

creases routing and control overhead. Although efficient routing protocols Although efficient rout-

ing protocols are critical for WSN systems in extending network lifetime and enhancing energy ef-

ficiency. However, from the system design perspective, relying solely on efficient routing protocols 

is insufficient. When constructing the network protocol stack for WSNs, low-power protocols must 

be considered at multiple layers. through the collaboration of low-power protocols at different lay-

ers, the overall energy consumption of the network can be effectively reduced. This work will adopt 

low-power hardware and OS supporting low-power communication protocols and power manage-

ment mechanisms. 

Data reduction techniques represent an effective energy-saving approach in WSN applications. By 

processing and compressing data, this approach can effectively reduce the volume of data that 

needs to be transmitted, thus reducing communication energy consumption. Firstly, through data 

compression and encoding, more effective information can be carried within each data packet, and 

the efficiency of wireless transmission within the network can also be improved. For example, lit-

erature [15] proposes a data compression method based on encoding, which expresses discarded 

node's data within the data packet through the ordering of data from different nodes. Relevant 

works [16, 183] have reviewed data compression techniques in WSNs comprehensively. Addition-

ally, in multi-hop networks, data can be processed at a single node or aggregated at intermediate 

nodes or sink nodes for centralised processing before forwarding. Such mechanism of data aggre-

gation and processing is defined as in-network aggregation [18]. In-network aggregation reduces 
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the amount of data transmitted through the network and reducing the overall communication en-

ergy consumption at the cost of additional computation at the aggregating nodes.  

Other than the technical approach of reducing data volume through computational processing at 

nodes, data prediction is another commonly applied efficient approach. As introduced and summa-

rised in [19], data prediction technology requires the deployment and maintenance of coherent 

prediction algorithms or models across nodes involved in prediction and decision-making. The pre-

diction algorithm or model estimates sensor data based on predefined rules and compares it with 

actual perceived data. The node determines whether the prediction error exceeds the threshold 

based on predefined rules, and decides accordingly whether it is necessary to transmit the actual 

data. 

In summary, data reduction and aggregation techniques can improve the efficiency of communica-

tion transmission and reduce the volume of data being transmitted. Also, data prediction can effi-

ciently reduce the suppress transmissions when prediction error is tolerable. However, these tech-

nologies also potentially introduce additional complexity and cannot fully guarantee the accuracy 

of the information [19][24][196]. These data-driven approaches can be combined with network de-

signs using sleep/wake up mechanism to further reduce the volume of transmitted information, 

hence reducing communication energy consumption. However, optimising the amount of transmit-

ted data alone cannot minimise energy consumption caused by network and system activities such 

as radio activation, listening, transmission waiting, and network maintenance. It is therefore nec-

essary to optimise the system to fundamentally reduce energy wastage due to unnecessary system 

and network activities. 

Event-triggered mechanisms significantly reduce communication demands by initiating transmis-

sions only when environmental variations exceed predefined thresholds, making them ideal for dis-

aster early-warning (such as volcanic activity [21] and forest wildfires [22]) and target-detecting 

(such as animals [184] )applications. In WSN systems applying event-triggered mechanisms, to con-

struct multi-hop networks, nodes responsible for forwarding still need to continuously or periodi-

cally switch on the radio to successfully receive potential radio data. However, the energy consump-

tion resulting from periodic listening can be optimised. As introduced in [185], although leaf nodes 

are not fully rely on LPL for periodical listening, mains-powered backbone nodes must continuously 

listen to data transmissions from leaf nodes. This approach significantly reduces the frequency of 

required data transmissions, thereby lowering leaf node energy consumption and maintaining low 

latency. However, a drawback of such networks is that relay nodes must remain powered for ex-

tended periods or at least be activated frequently.  
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2.7 Sleepy Network Design for E-IoT System 

Sleepy networks require that nodes should remain in sleep mode for as long as possible to conserve 

energy, and their network design frequently employs schedule-based wake-up strategies. ln brief, 

nodes only wake up during predefined communication windows to complete data transmission, 

while performing other tasks such as data sensing or remaining in sleep mode during the remaining 

time. Glacsweb project [55, 56] is typical of this design approach, with node communication activi-

ties activated only once daily at scheduled times. The primary advantage of this design is that over-

all system energy consumption can be reduced by increasing node sleep time and limiting the num-

ber of times the radio switches between on and off states. However, this mechanism also intro-

duces additional challenges. Firstly, communication windows may be over-allocated to address un-

certainties arising from contention, network maintenance, and data exchange delays. Additional, if 

large numbers of nodes attempt to transmit data at the start of the synchronous wake-up commu-

nication window, this may lead to collisions and retransmissions. Conversely, if the communication 

mode applies a request mechanism where parent nodes or base stations query data from child 

nodes during the wake-up period, some child nodes may remain in a radio-on state for extended 

periods awaiting requests. This results in unnecessary idle listening and waiting, consuming energy 

unnecessarily. However, for applications with lower latency requirements, if the minimum time 

needed to complete radio activities (including the exchange of network maintenance control mes-

sages and data transmission) can be accurately estimated, the wake-up timing and communication 

window of the Sleepy Network can be further reduced. 

This work considers sleep/wakeup approaches are essential for the development of WSN systems. 

As reviewed in Section 2.5, a number of existing ESN deployments demonstrate that system designs 

often combine multiple energy-saving mechanisms. As an example, overall energy consumption 

can be further reduced by integrating the non-duty cycling approaches discussed in the last section 

with sleep/wake-up strategies. Nevertheless, even with the application of multiple energy-saving 

technologies, WSN systems still need to minimise unnecessary network activity wherever possible. 

During long-term deployments in remote or hazardous environments, power resource is often se-

riously constrained, making the reduction of system energy consumption a primary design objec-

tive. To achieve this, the fundamental requirement is to restrict unnecessary node activity, includ-

ing frequent radio on/off switching, idle waiting before transmissions, retransmissions, and contin-

uous network maintenance.  

This study considers that the sleepy network is potential to address these challenges by allowing all 

nodes within the network to enter a sleep state as longer as possible. As the network remains inac-

cessible outside predefined communication windows, this design inevitably introduces higher 
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communication latency. However, the associated benefits of sleepy network are equally evident. It 

is possible to enable an energy consumption reduction if the duration of node activities can be kept 

short and tightly bounded. Existing literature has not adequately explored this aspect, and this 

study aims to address this research gap. 

2.7.1 Sensor and Targeting Environment 

In general, sensors applied in corresponding project are strongly correlated to the targeting envi-

ronment/deployment location and the objectives of the project. For example, air quality and gas 

sensors are always deployed to monitor the air conditions of artificial environment such as urban 

area and indoor environments. Moreover, when the objectives of an environmental monitoring 

task involve some specific parameters such as geological target parameters and characteristic pa-

rameters for disaster early warning, particular or even specialised sensors will be selected. The 

hardware and software platforms chosen for the nodes must be guaranteed to be able to support 

the sensors on board. In addition, the increased number and types of sensors utilized can result in 

several potential problems, such as 1) the time a single node spends per sensing will increase which 

will affect the data sampling time cost, 2) the payload during data transmission will increase rela-

tively and it can result in various effects on communication. Therefore, if a project's environmental 

detection target or the number of sensors equipped on a single node can be predetermined, the 

project design will be able to adjust the timing of each activation of the sensing activity and deter-

mine the time required for a data transmission according to the needs. 

2.7.2 Data Delivery Mode 

In terms of data delivery model, these models can be categorised into event-driven, query-driven, 

continuous transmission and time-driven. It can be identified that event-driven and query-driven 

model can be applied into disaster monitoring (e.g., volcanic activity and wildfires). In disaster mon-

itoring or early warning systems, nodes can monitor the environment at a fixed data sampling rate 

and transmit data only when a particular environmental parameter exceeds a predetermined 

threshold. Depending on the design, user can also send requests to nodes asking for a response of 

sending environment data based on requirements, or schedule the transmission in a fixed time 

interval. Alternatively, when the hazard requiring early warning and leaves a short response win-

dow, system can continuously sample the environment and send data in real-time. Therefore, con-

tinuous transmission model is commonly used in real-time environmental monitoring applications 

to provide accurate and time-sensitive data on rapidly changing environmental parameters. To 

maintain a reliable data transmission, this model usually relies on mains electricity supply and 
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communication methods with uninterrupted transmission capability, such as Wi-Fi, Ethernet, cel-

lular networks, satellite links, and stable IT infrastructures. 

The time-driven model is one of the most commonly used data delivery models for the projects 

analysed above. Characteristic of this model is that data is transmitted at a fixed or predetermined 

rate, ensuring consistent monitoring while optimising power consumption. A significant advantage 

of this model is that it reduces the energy costs associated with frequent activation of communica-

tion modules, as transmission schedules are pre-defined rather than real-time. By controlling data 

exchange frequency, network activity and energy consumption are also reduced to a certain extent. 

This work will focus on the time-driven mode which is therefore suitable for long-term environmen-

tal monitoring systems in which the regular collection of data is sufficient for analysis, such as glac-

ier monitoring and climate observation networks. However, although predefined transmission 

schedules can help to reduce energy consumption, such schedules cannot be changed after the 

system has been set up. This means that if the frequency of sensor sampling and node communi-

cation needs to be changed in response to environment changes, a time-driven system may not be 

able to respond immediately, and all nodes need to be recovered for redeployment. 

2.7.3 Data sensing and communication 

The sampling and communication rate are also corelated to the energy saving of the network sys-

tem. Generally, nodes are designed to complete predefined task (e.g. sensing, transmitting data) 

and then enter low power mode to save energy. Batteries, mains power, back-up batteries and 

solar panel charging are the four main solutions for powering nodes. For ESN project deployed in 

artificial environment, such as the environmental monitoring of the human living area and its sur-

roundings, the system design is less constrained by the power supply and maintenance difficulties. 

As the infrastructure of power, communication, etc. are available in artificial environment, the en-

vironment in which the network end nodes are deployed can be characterised by the following 

features: 1) Power supply can be uninterrupted or battery operated, while solar charging is optional, 

2) LPWAN technology is commonly considered for application in such cases, especially ZigBee and 

LoRa, 3) The data sampling and communication rate of the node can be relatively high or even 

continuous, if the deployment environment has sufficient energy sources to harvest energy. On the 

other hand, in resource-limited deployment environments, batteries and solar panel charging are 

widely applied to ensure power supply and extend lifetime as long as possible. Considering to the 

energy saving, nodes are usually designed to switch the operation mode between low-power sleep 

and wake up mode to optimise the energy usage in resource-constrained networks. Additionally, in 

the analysed resource-constrained long-term environmental monitoring projects, it is identified 
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that the most frequent the data sampling rate is every 10 minutes, and transmission rate is ranging 

from every 30 minutes to once a day. 

2.7.4 Energy Saving and Design Trade-offs 

Sufficiently large batteries and energy harvesting techniques like solar power, can indeed increase 

the theoretical lifetime of any system. However, while energy harvesting can extend the operating 

time of a system, it does not reduce the energy consumption of the system. Regardless of the avail-

ability of solar or other energy sources, the overall energy consumption of a system remains a key 

criterion in determining its performance and reliability. If the system itself is not optimised for low-

power operation, high energy consumption can still lead to power shortages during periods of low 

energy availability (e.g. cloudy days or nighttime). Therefore, it is important to consider energy ef-

ficiency when selecting network protocols in such systems to minimise power consumption while 

ensuring reliable communication and data transmission. By enabling low-power network protocols, 

it is possible to improve overall energy consumption efficiency, ensure system performance, and 

extend the lifetime, even in energy-constrained environments. This project will attempt to apply a 

variety of energy saving approaches to the network design, so that overall system energy consump-

tion can be optimised whilst maintaining the performance of the sleepy network. 

In terms of power management, sleepy network is controlled by algorithms that default the data 

sampling rate and communication rate, controlling nodes to activate only within predetermined 

activity windows. The time synchronisation is typically achieved using mechanisms such as Real 

Time Clock (RTC) devices, which ensures precise wake-up timing without requiring complex time 

synchronisation protocols. To address hardware limitations including clock drift and clock disorder, 

sleepy networks may re-synchronise and update system parameters by reserving periodic mainte-

nance windows, enabling the network to adapt to changing requirements during long-term moni-

toring. Referring to the various ESN projects reviewed in section 2.5, this work considers that sleepy 

network designs are more suitable for sensing tasks where the monitored objects evolve slowly and 

communication delays are acceptable, such as long-term environmental change monitoring. In such 

applications, data collection is typically periodic, communications are predictable with tolerable 

delays. However, when deployed in the real world, some extreme scenarios may challenge the re-

liability of sleepy network, such as errors in node time synchronisation or unexpected node discon-

nections. For instance, when a node experiences a time synchronisation error, it may initiate com-

munication at an unexpected time, thereby disrupting the scheduled communications of other 

nodes. Alternatively, when a node's energy runs out, the loss of that node may severely impact the 

existing topology and pre-established data transmission paths. 
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On the other hand, Sleepy networks can also been applied in disaster monitoring and early warning 

scenarios, such as long-term water level monitoring [163] and tsunami detection and alert systems 

[161]. However, for detecting early warning signals of disasters, the periodic data transmission 

mechanism based on fixed communication windows may fail to promptly reflect sudden environ-

mental changes, thus introducing delays between event perception and reporting. Moreover, in 

large-scale deployed multi-hop networks, there is no guarantee that end-to-end routes remain 

available at any given moment if event-triggered data are collected at child nodes due to the un-

reachability of relay nodes outside communication window. Further, when disaster events generate 

a burst of data, the preset length-limited communication windows in sleepy networks may not be 

able to handle the large volume of data simultaneously generated by nodes within a short period. 

This can cause data collisions, increase delays, and potentially lead to data loss. For such scenarios, 

systems could adopt hybrid data transmission modes, as employed in the DART project [161], com-

bining periodic and event-triggered approaches to enhance responsiveness to sudden incidents. 

Moreover, although Section 2.6.2 reviewed data-driven energy-saving approaches, such techniques 

are not the primary focus of this work on sleepy network design. Data reduction, aggregation, pre-

diction and event-triggering mechanisms may reduce the volume of transmitted data and thereby 

lower communication energy consumption. However, network behaviour impacts the overall sys-

tem energy consumption, which cannot be fundamentally eliminated through data volume optimi-

sation alone. Furthermore, data-driven approaches typically introduce additional system complex-

ity and uncertainty, which further challenges the maintenance of remotely deployed ESN systems. 

Therefore, this study prioritises minimising unnecessary radio activation and communication activ-

ity as far as possible, while ensuring essential network maintenance activities are maintained. Data-

driven energy-saving techniques may be integrated with the proposed system design to further 

improve energy efficiency in future work. However, this work does not currently consider introduc-

ing additional algorithmic complexity by optimising the volume of transmitted data and instead 

focuses on reducing unnecessary communication activation. 

In term of sleep/wake up energy saving approaches, compared to sleepy networks, the duty cycling 

approach offers better flexibility in data transmission. The duty cycling MAC protocol maintains 

network availability by activating the wireless transceiver controlled by MAC protocol, which also 

allows for more timely data exchange. In practice, duty cycling schemes may be capable of achieving 

extremely low duty cycles. For example, the Mountain Sensing project using ContikiMAC demon-

strate a duty cycle close to 1% [54]. If the duty cycle is reduced further to ultra-low levels, the energy 

cost associated with frequent radio state transitions may become less dominant. Furthermore, to 

overcome the limitations, researchers have proposed adaptive duty cycling MAC protocols, such as 

the Duty Cycle Learning Algorithm (DCLA) and the IEEE 802.15.4 Adaptive MAC Protocol (AMPE) 



Chapter 2 

53 

[186]. These protocols dynamically adjust parameters based on observed network conditions, and 

they provide improved responsiveness to traffic fluctuations and can further reduce unnecessary 

energy consumption under different workloads. Compared to sleepy networks, adaptive duty cy-

cling protocols are more suitable for applications requiring timely data transmission or frequent 

interaction. However, these advantages come at the cost of sustained or frequent radio activity. 

Frequent radio activation in the duty cycling scheme can support mechanisms such as low-power 

listening, sensing data transmission, and network maintenance (routing updates and neighbour dis-

covery). These activities will continuously consume energy within the system and cannot be further 

restricted after deployment. Moreover, in long-term deployments within remote or hazardous en-

vironments, the duty-cycling-based system is typically pre-configured, making it difficult to change 

system parameters after deployment to respond to evolving monitoring requirements. Further-

more, it remains unclear whether sleepy networks can achieve better overall energy efficiency com-

pared to duty cycling schemes. Therefore, it is necessary to compare the energy consumption of 

systems employing the same network stack when applying sleepy network and duty cycling 

schemes (ContikiMAC and 6TiSCH respectively) in next chapter. 

2.7.5 Network Protocol Selection in ESN Systems 

E-IoT system requires combining matched and suitable technologies to construct the application-

based system. Thus, selection of proper protocols and technologies to collaborate with each other 

in the system has potential research value. This section discusses the selection of potential network 

protocols for E-IoT systems reviewed in Section 2.3, focusing on their suitability for low-power, IPv6 

supports, and interoperability. In practice, customised algorithms and protocols are common in ESN 

deployments, such as the sensor web and sea-lab projects. These customised solutions can meet 

user requirements for system performance in specific deployment scenarios, but they also reduce 

reusability and increase system complexity. Therefore, this section will focus on the selection of 

standardised low-power network protocols for system design. 

Systematically, real world E-IoT application are required to be able to face various environment 

especially the hazardous environments. Thus, essential system design should consider the imple-

mentation environmental challenge firstly to ensure reliable system performance alongside the de-

signed system lifetime. To address the real-world E-IoT system implementation challenge, research-

ers has indicated numbers of key factors which will eventually affect the system performance, 

power consumption is one of the most critical elements that will decide the system lifetime and 

reliability [3]. 
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Key requirements for this study include low power consumption, scalability, reliable communica-

tions and bi-directional communication capabilities. Low power consumption is critical because sys-

tems can be deployed in hazardous/remote areas where battery replacement is unpractical. This 

study wants to design an E-IoT system for environmental monitoring targeting at hazardous/remote 

areas. This system design wants to reduce the system power consumption by applying low power 

protocols and low-power-sleep/wake-up switching. By applying low-power protocols standardised 

for sensor networks and IP-based protocols [2], the system can enable full internet connectivity, 

therefore enhance the interoperability of the system. On the other hand, the objective of this study 

also involves exploring how to efficiently design network communications and schedules based on 

the applied low-power protocols. Thus, system should effectively reduce unnecessary energy con-

sumption (e.g., reducing unnecessary operating modes and switching on of radio modules). More-

over, interoperability is critical for flexibility of the system which ensures the system works with a 

wide range of devices and technologies. Finally, bidirectional communication is also one of the de-

sign objectives, which allows users to interact with the network for remote configuration and con-

trol. 

ZigBee, LoRaWAN and NB-IoT have been introduced in 2.3.4. More specifically, when discussing 

protocol compatibility with the Internet and IPv6, technologies and protocols such as ZigBee and 

LoRaWAN are lacking natively. To realize IPv6 works over ZigBee, one straight forward method is to 

add IPv6 stack on top of the ZigBee network layer, or it can apply dual stack approach of another. 

However, adding additional IPv6 stacks will further compress the size of the ipv6 packet (up to 54 

bytes of data assuming 40 bytes header). Also, as summarised by Wang et al. [187], ZigBee over 

IEEE 802.15.4 does not support packet fragmentation, and it also need additional IPv6 stack to en-

able ZigBee over with IPv6. Topology wise, Sigfox and LoRaWAN are relied on the gateway to for-

ward packet in a star topology, which limits direct device-to-device (D2D) communication and flex-

ibility of the network. For environmental monitoring of remote/hazard area, this study needs a so-

lution that does not rely on the GSM and LTE networks. Thus, NB-IoT will not be considered in the 

network for this project. As discussed before, there are two critical reasons that IPv6 should be 

enabled in the network of this project 1) to support flexible bidirectional communication between 

the network and the user and 2) to address the IPv4-based address shortage problem. As men-

tioned above, even though in later releases they all provided IPv6 support via new technologies,  

ZigBee, Sigfox and LoRaWAN are not natively support seamless Internet integration and IPv6 stand-

ard. ZigBee can support IPv6 by applying an additional IPv6 stack or dual-stack approach, which 

allows it to support IPv6 although it also increases the complexity and payload on the network.  

On the other hand, 6LoWPAN can effectively enhances the IP connectivity over networks and com-

presses the header to increase the communication efficiency, which makes it a suitable option for 
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resource-constrained networks. Besides, to achieve a seamless and scalable E-IoT network, the sys-

tem must be based on IP. Besides, from the application layer to the physical layer, various low-

power protocols can be applied to the system network stack. CoAP has low complexity, and it is 

lightweight as it uses UDP, not connection-based TCP protocol. To enhance packet reliability, a 

CoAP transaction can optionally enable the confirmable message that require receiver to reply with 

an acknowledgement within the timeout. Also, CoAP header contains “Message ID” which is to 

avoid duplicate transmissions. In terms of scalability, the low-power routing protocol RPL is an ad-

vantageous choice and has been used in combination with CoAP and 6LoWPAN in deployed projects. 

2.8 Summary 

In this chapter, the historical progression of IoT technology was reviewed at the beginning. The 

development of internet technologies, especially the technological advanced shifting from IPv4 to 

IPv6, enabled the connectivity of a massive numbers of devices. This chapter reviewed typically 

network protocols and standards that support the development of E-IoT systems.  

Commonly, radio frequency used in WSN is based on ISM bands which are sub-GHz and 2.4 GHz 

band. To balance the communication range, data rate and the influence of the obstructions, it is 

optimal to operate the radio at 868 MHz frequency band for this work. Also, this literature review 

has shown that while non-IP solutions and LPWAN technologies can achieve low power consump-

tion and long-range communication, they often rely on centralised architectures and lack native 

IPv6 support. In contrast, IP-based network stack built on 6LoWPAN combined with RPL and CoAP, 

provide a more flexible and interoperable foundation for E-IoT systems. However, the communica-

tion overhead generated by the protocols, such as listening and network maintenance, makes effi-

cient communication scheduling particularly crucial. This chapter further applied eight characteri-

sation parameters to analyse and describe the requirements and characteristics of ESN systems in 

five categories. 

In terms of energy saving technologies, this work considers sleep/wakeup approaches are essential 

for the development of E-IoT systems. In existing research, duty cycling approaches have been 

widely discussed and applied which reduce energy consumption by periodically switching the radio 

module on and off. However, such methods typically encounter two evident limitations. Firstly, 

frequent radio switching introduces additional energy overhead and radio activities controlled by 

protocol are difficult to constrain precisely. Secondly, predefined parameters are difficult to adjust 

flexibly after system deployment even with ultra-low duty cycle, which limits the system's adapta-

bility to environmental changes and application requirements.  
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By contrast, sleepy networks maintain nodes in a sleep state for most of the time by maintaining 

them unreachable outside predefined communication windows, theoretically offering greater en-

ergy-saving potential. However, it remains unclear whether sleepy networks can achieve better 

overall energy efficiency compared to duty cycling schemes, and this work will compare the energy 

consumption between them to fill this gap. On the other hand, sleepy network is suitable for WSNs 

deployed long-term in remote or hazardous environments, where system must minimise unneces-

sary node activity wherever possible, including frequent radio state transitions, pre-transmission 

idle waiting periods, retransmissions, and network maintenance. Moreover, the sleepy network 

design for E-IoT systems enables scalable bidirectional communication under IP-based standards, 

whilst allowing system parameters such as data sampling and communication rates to be modified 

after deployment via downward data flows. Other energy-saving approaches for WSNs have also 

been reviewed, including radio optimisation, energy harvesting, energy-efficient routing, data re-

duction, and event-triggered communication. Although practical system designs typically combine 

multiple energy-saving mechanisms, it remains essential to minimise unnecessary network activi-

ties. 

On the other hand, the design of sleepy networks still faces several resolved issues. Using the 

Glacsweb project as an example, the synchronised wake-up mechanism applied in this project in-

troduces new challenges: when numbers of nodes attempt to transmit data at the start of the com-

munication window, it may lead to channel contention, collisions, and retransmissions. Further-

more, when base stations request data from child nodes, child nodes may need to keep their radios 

active for extended periods while awaiting queries, resulting in unnecessary idle listening and en-

ergy consumption. Nevertheless, the energy-saving potential of sleepy networks will depend on the 

precision of constraints on the duration of node activities. Existing literature has not deeply inves-

tigated this aspect, and this work aims to address the gaps. 
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Chapter 3 Design and Implementation of Sleepy Net-

works in an E-IoT System 

As previously introduced, when considering the design and implementation of E-IoT, the system 

design should consider the collaboration of different protocols, technologies and allow bi-direc-

tional access between users and sensor nodes. When building such a system, it is important to 

consider the cooperation of the various hardware and protocols, to reduce/optimize the energy 

consumption of the system to extend the node lifetime. To achieve low power consumption, nodes 

can save energy by sleeping components such as MCUs, radio transceivers, etc. when they are not 

needed. Of the five energy saving approaches summarised and classified by Alsharif et al [6], this 

work will focus on the sleep/wake scheduling approach. Specifically, the sleep/wake scheduling 

method saves energy by adjusting the frequency and duration of nodes’ wakeups to a certain ratio 

to complete a given task (e.g., sensing and packet sending/receiving/forwarding), and minimizing 

the possibility of node idling.  

Subection 2.7.5 discussed network protocol selection for ESN systems used for remote and hazard-

ous area environmental monitoring. The target system and network design should be IP-based, 

which ensures seamless integration with the Internet and future scalability. 6LoWPAN was chosen 

because it offers IPv6 support, effective header compression and low power consumption for re-

source-limited networks. RPL and CoAP will also be applied in this sleepy network design as dis-

cussed above. The selected protocols aim to enable Internet connectivity for the resources-limited 

devices in a large sensor network with power-efficient routing and enable the cooperation of IPv6 

to IEEE 802.15.4.  In terms of operating system selection, RIOT-OS was selected for its modular 

design, multi-threading support and compatibility with low-power IoT protocols. Potential OSs that 

can be applied were reviewed in section 2.4. RIOT-OS also has good modularity design and wide 

hardware/low power protocol support. RIOT-OS supports a wide range of development boards that 

support 868 MHz radio, including TI CC13xx series LaunchPad (with CC1100 transceiver), SAM R30 

Xplained Pro (SAM R30 Xpro).  

This work aims to design a low-power, long-range IPv6-based system, which supports standardised 

low-power protocols such as IEEE 802.15.4, 6LoWPAN and RPL. To address the design requirements, 

SAM R30 Xpro [188] was selected to develop the system which is based on a low-cost system-on-

chip (SoC) ATSAMR30. Additionally, to design an E-IoT system with optimal energy consumption 

performance, scheduled communication would be designed to allow the system to transmit mes-

sages within a communication window and turn to sleep to save power after completing scheduled 

tasks. This chapter requires the construction of a schedule-based sleepy network system. 
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Considering the complexity of the system and the profiling and modelling of the system's energy 

consumption required in the work of Chapter 5, this system design is equipped with a single sensor 

that is common in analysed ESN projects - a temperature sensor.  

It is noted that the control message for maintaining RPL routing table could affect the power con-

sumption and will be discussed in this chapter. In addition, this chapter will also compare energy-

efficient MAC protocols with the sleep/wake scheduling approach of sleepy networks, focusing on 

their power consumption differences when building environmental sensing networks. Part of the 

work presented in this chapter has been published in [189] and reproduced with permission from 

Springer Nature. 

3.1 Design Problem and Scope 

In the Sleepy Network design, if all nodes turn on their radios simultaneously, it is necessary to 

minimize synchronisation overhead by utilizing RTC devices. Additionally, since nodes do not gen-

erate any radio activity while sleeping, so before sending data after nodes wake up, it is necessary 

for the node to complete some radio activities to maintain network such as neighbour discovery 

and routing information updates [190]. While advanced MAC protocols and wakeup signals/bea-

cons-based technology may reduce the energy consumption associated with frequent radio switch-

ing on, the focuses of this work are to determine how the duration of the sleep time affects the 

network activity when a node wakes up, and how sleepy the network can be, without additional 

overhead and complexity. 

Therefore, the primary challenge in sleepy network design is to minimize communication conflicts 

in both synchronous and asynchronous scheduling. Schedule-based sleep/wake up schedule-based 

scheme allows nodes to enter an active state based on a predetermined schedule, without requir-

ing additional wake-up signalling mechanisms and algorithm. To achieve this, it is essential to de-

termine the minimum required communication time (for a fixed payload size) to avoid unnecessary 

communication overhead. In addition, the network design needs to ensure the timing of basic net-

work activities such as routing information updates while ensuring minimum energy consumption. 

Thus, it is important to design an efficient schedule-based algorithm that balances synchronous and 

asynchronous wake-up strategies. This work will rely on IEEE 802.15.4 MAC and implement a time 

schedule-based sleep/wake-up mechanism. The test code used for star topology sleepy network 

design has been uploaded to GitHub for public viewing, and the link was provided in Appendix B.1. 
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3.2 Design and Implementation of Sleepy Networks for E-IoT 

The objective of this section is to analyse the energy consumption of a sleepy E-IoT system using 

CoAP, RPL, and 6LoWPAN based on RIOT-OS. This study aims to explore the impact of different 

design choices on the system's lifetime and how to precisely schedule the sensing and communica-

tion activities while optimizing the energy consumption of the system. The system features can be 

split into three aspects: (1) user-configurable system, (2) energy-efficient sleep schedule, and (3) 

adaptive energy-efficient RPL configuration. This E-IoT system should be able to allow the user to 

configure and change the features of the system, such as communication and sensing rate, depend-

ing on their requirements.  

When designing such an efficient sleepy network, the fundamental task is to ensure the system is 

energy efficient while delivering data reliably in environment monitoring. With efficient collabora-

tion between system software and hardware, all the components should be able to reliably work 

with the sleepy network schedule. It is notable that, certain level of network maintenance activities 

controlled by different protocols need to be completed before data transmission, but the time over-

head associated with such maintenance activities may conflict with the requirements of shorter 

communication window. Thus, by applying CoAP, RPL and 6LoWPAN in this system, it is essential to 

identify the possible system activities during sensing and communication slot and the correspond-

ing energy consumption. Therefore, the essential task is to determine all the expected activities for 

the sensor node during sensing and communication state. 

To be able to clearly analyse the network activities and measure the energy consumption of each 

activity within sleepy network system, this section focuses initially on a simple star topology rather 

than introducing multi-hop tree topologies. Under such constraints, this section measured and an-

alysed the energy consumption of various activities involved in the sleepy network implementation.  

3.2.1 Network Stack 

In the previous section, an initial verification of the power consumption performance of a sleepy 

network based on scheduling was provided, and the results also showed the potential of sleepy 

networks. For a brief recap, 6LoWPAN, RPL, and CoAP are used in the system. Also, these low-power 

protocols allow devices to form a tree topology, reduce energy consumption, and ensure robust 

communications. The RPL standard [96] extends the range of the network and supports scalability, 

making it well-suited for constrained environment deployments. CoAP provides a simple RESTful 

request/response interaction model and supports features to make it possible for devices to reply 

to data requests as well as respond to configuration changes. This IoT network protocol stack is 

shown in Figure. 3.1 below. 
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Figure 3.1. Network protocol stack (reproduced from [189]). 

3.2.2 Experiment Setup 

To verify the reliability of the implemented scheduling mechanism and observe the network activity, 

a simple experiment was performed in the lab. In this test, node was periodically switched between 

a sleep state and an active communication state, simulating the scheduled operation of a sleepy 

network. Both the sleep and communication durations were set to one minute. The purpose of this 

experiment is to measure the activities of nodes during different states, along with the current and 

duration of the associated activities. Taking Figure 3.2 as an example, it illustrates the SoC current 

level changes during the periodic switching between sleep and communication states of the node. 

 

Figure 3.2.  Current Measurement of SoC (reproduced from [189]) - The periodic sleep/wake-up 

switching period is 1 minute. 

In this section, to evaluate the system energy consumption of sleepy network design, this study 

implemented sensor nodes integrated sensing, local data storage, and precise RTC to fully support 

real-world operation (demonstrated in Figure 3.3). In this experiment, Microchip SAMR30 Xpro [188] 

was selected as this hardware platform. It has an ultra-low power ATSAMR30G18A SoC which 
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supports sub-GHz (868 MHz band) radio (AT86RF212B integrated transceiver). The embedded 

AT86RF212B transceiver was configured with channel number = 0 and channel page = 0 to obtain 

higher receiver sensitivity (BPSK-20kbps with -110 dBm) [188]. Also, due to the limited MCU flash 

memory which only has 256 kB, so an I/O1 Xpro SD card extension board was used to provide sensor 

data storage/buffering. Also, a DS18B20 Digital Temperature Sensor was used with its default 12-

bit resolution supported by RIOT-OS (the conversion time is constrained by the driver leading to 

typically 750ms sensing time). For sleepy networks, the accuracy of RTC can affect the synchronisa-

tion and schedule timekeeping, as clock drift directly impacts wake-up synchronisation and the 

alignment of communication windows. While the embedded crystal of SAMR30 Xpro provides the 

functional RTC with an accuracy of ±20 ppm, to provide improved synchronisation reliability, 

DS3231 was applied to enhance the accuracy of synchronisation of wake-up and scheduling (±2 

ppm from 0°C to +40°C, and (±3.5 ppm from -40°C to +85°C). By applying the DS3231, assuming that 

the working temperature is between 0°C to +40°C, the maximum time drift per week is about 1.2s. 

Compared with using the SAMR30 Xpro's built-in oscillator (about 10% as accurate as the 

DS3231from 0°C to +40°C), using DS3231 can enhance the synchronisation reliability, as the DS3231 

provides enhanced accuracy across a wide temperature. It is also notable that the time reading of 

DS3231 RTC supported in RIOT-OS is second precision and epoch time is used for time synchronisa-

tion. 

 

Figure 3.3. Node structure in this experiment (adapted from [191] [192] [193]). 



Chapter 3 

62 

The experiment configuration is shown in Figure 3.4, GNRC network stack, 6LoWPAN, RPL, and 

CoAP are all provided by RIOT-OS. Radio packets were captured by RIOT-OS sniffers to help corre-

late activity timings with current consumption changes, simultaneously measured using a Nordic 

Semiconductor Power Profiler Kit II and Agilent 34411A multimeters. The initial phase involved in-

vestigating the current consumption of the fundamental networking activities controlled by GNRC 

network stack and CoAP packet. Subsequently, the experiment enabled RPL to explore the charac-

teristics and current consumption of the various RPL control messages. Finally, all the different ac-

tivities in various states (e.g., sleep, sensing, and communication) were measured and repeated 

multiple times under identical configurations. In repeated experiments, the types of protocol-

driven network activity under communication states are consistent. Although each experiment 

showed slight variations in time and current measurements, these were attributed to measurement 

noise and timing jitter. Overall, these variations did not affect the identification of network activities 

or the calculation of average energy consumption. 

 

Figure 3.4. Example of system current measurement experiment (reproduced from [189]). 

Figure. 3.5 shows an example of an RPL star topology DODAG. In the current implementation, nodes 

are firstly deployed in a star topology with one Border Router (BR) as the parent. This simplified 

topology allows all nodes to communicate directly with the BR without considering complex multi-

hop routing structures. At the same time, starting from designing a system with a star topology can 

help this study to clearly analyse the radio activity patterns and efficiently design schedules. By 

applying this method, it is aimed to build and validate an initial sleepy E-IoT scheduling strategy 

based on real-world timing and power measurements of the system activities. 
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The exchange of the RPL control message is periodic and controlled by the RPL “Trickle Timer” which 

has four parameters:  

(1) 𝐼௠௜௡: the minimal interval of DIO (𝐼௠௜௡ = 3 in this experiment which equals 8ms). 

(2) 𝐼௠௔௫: the maximum time interval between DIOs (𝐼௠௔௫ = 20 in this experiment, approximately 

2.33 h). 

(3) 𝐾:  the constant determines doubling the interval between transmissions (𝐾 = 10 in this exper-

iment).  

(4) DIO timer: Interval for DIO sending is 0, 𝐼௠௜௡, ..., 𝐼௠௔௫. 

 

Figure 3.5.  RPL node star topology-DIO & DAO exchange and DODAG (reproduced from [189]). 

3.2.3 Schedule in Star Topology 

A typical Sleepy E-IoT system schedule is designed to balance energy efficiency and data availability 

by structuring the transition between sensing, communication, and sleep states. As illustrated in 

Figure 3.6, the system follows a structured schedule based on the configured communication fre-

quency. For different communication frequency case, If the system is set to communicate once per 

day, a communication window opens at the start of the cycle, followed by a sensing window. Once 

data is sensed and transmitted, the device transitions to a sleep state to conserve energy. When 

more frequent communication is required (e.g., four times per day), the system evenly distributes 

communication windows throughout the day (e.g., every 6 hours). After each communication ses-

sion, the system switches to the sensing state and then enters sleep mode. If more frequent com-

munication is required, for example the communication frequency is once per hour, the radio mod-

ule activates at the beginning of every hour, transmits data, then powers down to minimize energy 

consumption.  
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Figure. 3.6.  Sleepy E-IoT system schedule overview (reproduced from [189]). 

As Figure 3.6 shows above, the system will start to sleep after all the activities are finished. This 

design ensures that devices only wake up as scheduled according to the requirement, and it can 

reduce the unnecessary power waste while still maintaining sufficient data availability for the ap-

plication. Additionally, System configurations such as the sensing rate and communication rate are 

changeable by sending a CoAP PUT to the nodes from the Linux PC. By effectively coordinating sleep 

schedules and communication intervals, this star topology-based sleepy E-IoT system can founda-

tionally balance the energy efficiency and network requirement. 

The nodes are synchronised by sending a CoAP PUT from the Linux PC to set the RTC of each node. 

This initial configuration allows users to accurately set the RTC timer for all nodes. Once the RTCs 

are configured, all nodes seamlessly enter the synchronised schedule at the commencement of the 

next hour. This synchronisation strategy supported by DS3231, compared with using the board’s 

built-in oscillator, improves the synchronisation accuracy of every node to operate within the 

schedule. This synchronisation method ensures that the entire system functions operate cohesively 

and reduces potential risks in timing and activity. Currently, all the nodes are synchronised to wake 

up sequentially, where they take turns to communicate. Thus, in this experiment, the energy con-

sumption caused by overhearing is minimised in the laboratory environment. In the next chapter, 

optimised synchronisation process will be explored to further facilitate the initial setup, fundamen-

tally supporting the overall efficiency of the system. 
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3.2.4 Observation and Measurement of Node’s Activities 

Two scenarios were considered: (1) a predetermined data sampling rate with one daily communi-

cation window, and (2) a predetermined data sampling rate with regular communication windows 

distributed daily. The BR was powered by an always-on Linux PC. Thus, the measurement focused 

on the energy consumption analysis of the individual nodes. In this experiment, the Linux PC sent 

CoAP GET requests to the node to retrieve their data. By correlating the packet capture results using 

the RIOT-OS sniffer with the measured current profiles, various network activities were identified, 

including RPL-related control messages, neighbour discovery messages, and CoAP messages. Next, 

this section accordingly presented the results observed and measured under the experimental 

setup described in subection 3.2.2. Firstly, Table 3.1 provides an overview of the involved activities 

for the sensor node. The observed network activity is driven by IPv6, ICMP, 6LoWPAN, RPL and 

CoAP.  

Table 3.1.  Node’s activities overview (reproduced from [189]). 

State Activity  
Description 

Se
ns

in
g 

Set system to sensing state Node wake-up from sleep mode 

Read sensor and store data  DS18 temperature data read and stored on the board or 
SD card 

Sensing state Node stays in IDLE mode and radio is off 

Set system to sleep state Node enters sleep  

Co
m

m
un

ic
at

io
n 

Turn off the radio  Set transceiver to OFF  

6LoWPAN activity and Router 
Advertisement 

Node sends 6LoWPAN and Router Advertisement pack-
ets to BR  

Neighbour Solicitation  Node sends Neighbour Solicitation to determine Neigh-
bours 

Neighbour Advertisement In response of receiving Neighbour Solicitation 
DIO DIO control message activities of the node 
DAO-Tx and DAO_ACK-Rx Node sends DAO message to BR and receives DAO_ACK 

from BR 
CoAP Response Receive CoAP request and respond 
Communication Node stays in IDLE mode with radio on 
Set system to sleep state  Node turns radio off and enters sleep state 

Energy consumption was measured across three states: Sleep, Sensing & Communication. Specifi-

cally, during the sensing and data storage state, the node takes readings from the DS18B20 and 

stores the data. During the communication state, the focus of network activities is ICMPv6 control 

messages, DIO, and DAO/DAO_ACK managed by the GNRC network and RPL routing protocol. All 

activities' current consumption and time duration were measured and listed in Table 3.2.  
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In the experiments, the on board Xplained Pro Analog Module (XAM) was configured in the MCU 

and peripherals measurement mode, under which measures the current consumption of both the 

MCU and all connected peripherals simultaneously. As a result, the measured sleep current corre-

sponds to the overall sensor node configuration rather than the nominal low-power sleep current 

of the SoC alone. In particular, the integration of external peripherals, such as the I/O1 SD card 

extension board, could introduce additional standby currents as these peripherals might not be 

optimised for low-power operation in sleep states. Although the measured sleep current was higher 

than that of the SoC itself, it reflects the current consumption of the fully configured sensor node. 

In the subsequent works, all experiments applied identical hardware and measurement configura-

tions. And the energy consumption associated with sleep states will also be indicated separately, 

as communication energy consumption is not directly affected by sleep state. However, it will still 

affect the overall lifetime of the node. 

Table 3.2.  Average current and time duration of different sleepy E-IoT system activities (repro-

duced from [189]) (see Appendix C.3 for the corresponding raw data). 

Activity Information 
Time Duration (s) Current (mA) 

Average Min Max Average Min Max 

Neighbour Solicitation 0.144 0.139 0.153 13.848 13.714 13.973 

Neighbour Advertisement 0.142 0.137 0.150 13.788 13.677 13.938 

DIO 0.093 0.0895 0.0963 12.524 12.354 12.705 

DAO-Tx & DAO_ACK-Rx 0.1395 0.134 0.1443 14.702 14.454 14.940 

CoAP Response 0.130 0.127 0.132 14.832 14.713 14.962 

Set system to sensing state 0.049 0.0481 0.0495 1.476 1.470 1.483 

Set system to sleep state 0.048 0.0476 0.0490 1.475 1.464 1.487 

Turn off the radio 0.048 0.0475 0.0487 7.679 7.597 7.774 

Set system to communication state 0.095 0.094 0.097 6.523 6.410 6.617 

Read sensor and store data 0.798 0.791 0.805 2.963 2.953 2.987 

Communication state NA 12.85 12.546 13.012 

Sensing state NA 2.85 2.814 2.879 

Sleep state– Standby Mode NA 0.132 0.127 0.142 

All measurements listed in Table 3.2 were obtained from repeated experiments conducted under 

identical conditions, with each activity measured at least three times. For non-radio activities, ad-

ditional measurements were taken dur to their controllability. The values listed in the Table 3.2 

correspond to the average, minimum, and maximum recorded in the repeated measurements.  

Due to measurement noise and timing jitter, the different measurements data of an activity were 

subject to varying variations. For current measurements, the maximum deviation from the mean 
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did not exceed 0.3 mA. For time duration measurements, non-radio activities showed relatively 

small deviations from the mean (ranging from 0.83% to 2.1%), while protocol-driven radio activities 

showed larger deviations (ranging from 1.53% to 6.25%). This behaviour is expected, as radio activ-

ities involve packet processing and encapsulation, as well as MAC protocol- controlled mechanisms 

such as CSMA-CA channel assessment and backoff. Consequently, the measured time duration of 

radio activities should subject to greater deviation. Network activities, such as neighbour discovery, 

showed a slightly higher variability. This was attributable to their influence from frequent DIO ac-

tivities and MAC-layer mechanisms. By contrast, deviations observed for DAO transmissions during 

initial network establishment and for DIO transmissions controlled by the RPL Trickle timer were 

comparatively small. Overall, the time measurement deviations of radio activities discussed above 

are protocol-driven, and the measurement results demonstrate that the experimental setup and 

measurement procedure are stable and reproducible. 

3.2.5 Preliminary Energy Estimation and Comparison of Sleepy Network, ContikiMAC, and 

6TiSCH 

Based on the current measurements listed in Table 3.2, a preliminary estimation of energy con-

sumption is performed in this subsection for a system applying ContikiMAC, 6TiSCH, and schedule-

based sleepy network. To ensure comparability, below estimations are all based on system network 

stack assumptions that using 6LoWPAN, RPL, and CoAP to perform same communication require-

ments using a 3.3V power supply. Although the types and typical occurrence patterns of radio ac-

tivities have been characterised in Section 3.2.4, a normalised activity model is adopted here to 

enable a simplified and controlled comparison. Except for DIO messages, all the other network 

maintenance activities occurred regularly. These include other RPL-controlled routing maintenance 

and neighbour discovery messages, which are initiated every minute. In the experimental observa-

tions, DIO messages were transmitted frequently and irregularly, and up to 22 DIO messages in a 

minute were recorded exchanging between two nodes for routing establishment and maintenance.  

Specifically, for this preliminary energy comparison, it is assumed that one DIO, DAO, NA, and NS 

message is transmitted per minute, while a single CoAP message is transmitted once a day. This 

assumption was adopted to enable a simplified and controlled comparison between the sleepy net-

work approach and duty cycling mechanisms. Besides, at this stage, sensing-related energy con-

sumption was excluded, as it would be identical across all configurations under a fixed data sam-

pling rate. The purpose of this estimation is to provide an initial comparison of the energy impact 

of different MAC-layer approaches rather than a comprehensive system energy evaluation. It 

should be noted that in the energy consumption calculation and modelling process after this 
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subsection, the observed maximum DIO exchange count (22 times) was used to derive a conserva-

tive upper bound for energy consumption. 

It is notable that the packets' duration in Table 3.2 are longer than the theoretical transmission 

times for the corresponding Physical Protocol Data Unit (PPDU) timing for BPSK 20 kbps in the SAM 

R30 Xpro board datasheet  (0.4ms/bytes) [188]. This is because the measured duration represents 

the systemic activity time which also includes time cost for MCU processing/encapsulation, buffer 

reading, 6LoWPAN compression and fragmentation, MAC-layer framing, and channel access delay 

due to CSMA/CA check. Therefore, the measured radio activity durations are not directly applicable 

for analysis the energy consumption of ContikiMAC and 6TiSCH. Therefore, for ContikiMAC and 

6TiSCH energy consumption estimation in this subsection, the time duration of radio packets in 

Table 3.2 has been estimated using PPDU timing for BPSK 20 kbps (Detailed in Table 3.3 Below). 

Table 3.3. Radio packet size and duration used for estimating the energy consumption. 

Radio Packet Packet Size (Bytes) PPDU Time Duration (ms) 
Neighbour Solicitation 64 28.8 
Neighbour Advertisement 48 22.4 
DIO 79 34.8 
DAO-Tx & DAO_ACK-Rx 96 & 32(ACK) 54.4 
CoAP Response 81 35.6 

Based on these observations and assumptions above, assuming the ContikiMAC is implemented, 

the daily energy consumption of the system can be estimated as following (referring to the param-

eters of the Mountain Sensing Project [54]). By applying ContikiMAC, nodes need to repeatedly 

send the packet until the two successive CCAs are received as negative at receiver side. In this pro-

ject, in order to estimate the energy consumption of the sleepy network system if ContikiMAC is 

applied, it is necessary to preliminary estimated the LPL energy consumption of this system (refer 

to [54]). In the Mountain Sensing Project, it gives a 0.63ms radio on-time in every second indicating 

a 1% duty cycle (CC1120) and the parameters of ContikiMAC timing constraints and internal Conti-

kiMAC settings are listed in Table 3.4. Similarly, refer to the SAM R30 Xpro datasheet, the 𝑡௥  is about 

0.626ms (radio state transfer between SLEEP mode and RX Listen State) [188]. Then the 

CCA_CHECK_TIME can be used in this estimation is 0.991ms (including 8 symbol periods for CCA 

measurement with BPSK-20kbps), which lead to a duty cycle of 1.58%. With the default RPL param-

eter settings, RPL will send at least one DIO packet and one DAO message. For the default Conti-

kiMAC settings of an 8Hz channel check rate and two CCAs per cycle, the energy consumption esti-

mation when applying ContikiMAC is at least 99.54J per day where sleep energy consumption is 

about 36.95J (assume devices in always on refer to [54]) under 3.3V power supply. However, this 
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estimation has not count the influence of repeatedly transmission of the sender as the average 

latency in Mountain Sensing Project is range from 209.77ms to 258.33ms [54] which has indicated 

a success rate could be about 20%. 

Table 3.4. Useful parameters of ContikiMAC timing constraints and internal ContikiMAC settings 

reproduced from Mountain sensing project (adapted from [54]). 

Parameters Descriptions Values 𝒕𝒓 Time for a stable RSSI (CC1120). 0.462ms [194] 
CCA_CHECK_TIME CCA Check time – duration for each CCA. 0.63ms 

CHANNEL_CHECK_RATE The frequency of checking the radio channel per 
second. 

8Hz 

Duty Cycles Percentage of time a node listens to the channel 
in a cycle. 

1% 𝑷𝒂𝒗𝒈 Average power consumption with 3.3V supply. 0.73mW 

Table 3.5.  Default Parameters of 6TiSCH on OpenWSN network stack in RIOT [195]. 

Default/Suggested Parameter  
SLOTFRAME_LENGTH 101 
Slot Offset Duration 20ms 
EB Probability  10% (averagely, 10 tries before sending EB) [196] 
Maximum Setting up Time (synchronisation) 101*20ms*10=20.2s (for a matched transmitter 

and receiver channel) 
MAX_NUMCELL Likely value is 2௡ where n is ranging from 0 to 4 sug-

gested by Chang et al. [197] 
RDC 𝑇்௑/ோ௑ for time length of communication at node 

side and router side 𝑰𝑻𝑿/𝑹𝑿/𝑺𝑳𝑬𝑬𝑷𝑰𝑵𝑮 Current usage For current usage of communication and sleeping 
and estimating of power consumption  

Number of Node in single DODAG set Ranging from 0 to 5 same as [30] in a tree topology 

A similar daily energy consumption estimation can be calculated if 6TiSCH has been applied in this 

system. Technically, system should initially exchange routing and networking information before 

synchronisation using 6TiSCH. Table 3.5 lists the default/suggested parameter of 6TiSCH on the 

OpenWSN network stack in RIOT [195]. Assume that the parameters of 6TiSCH follow the suggested 

value in Table 3.5, with the extended Slot Offset Duration which is 20ms and check duration of 

0.991ms. Also, the estimated current consumption of EB is 12.85mA with 10ms duration. Therefore, 

if one DIO, DAO, NA, and NS are transmitted every minute, and one CoAP packet is transmitted 

once a day, the daily energy consumption estimation is about 47.25J where sleep energy consump-

tion is about 37.54J. 

During the initial implementation of the sleepy network in this work, frequent radio activity was 

observed after the transceiver was turned on. However, it is usually easier to observe the 
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transceiver idle state after turning on for about 20 seconds. Thus, to estimate the energy consump-

tion of sleepy network system preliminarily, the communication window is set as 20s. Assuming the 

power supply voltage is stable 3.3 V and daily communication window is applied, then the daily 

energy consumption for this sleepy network is 38.48J per day where sleep energy consumption is 

about 37.63J. Through estimation, sleepy network can save 61.4% energy than applying ContikiMAC 

and save 18.6% energy than applying 6TiSCH, and the daily energy consumption of different states 

for system applying sleepy network, ContikiMAC, and 6TiSCH are illustrated in Figure 3.7 below. 

 

Figure 3.7. Daily energy consumption of different states for system applying sleepy network, 

ContikiMAC, and 6TiSCH. 

Notably, the above energy estimations are based on the measured sleep current of sensor nodes 

in the experimental setup, rather than the low power sleep current of the SoC. In this context, 

Figure 3.7 illustrates that sleep energy consumption contributes a significant proportion of total 

daily energy consumption. In practice, many low-power wireless sensor nodes are designed to 

achieve microampere-level sleep currents. Assuming sleep current is so very low, the proportion of 

sleep energy consumption within daily energy usage would decrease significantly, while the impact 

of communication energy consumption on total energy would become more noticeable. Under 

these conditions, the impact of communication energy consumption can be observed more signifi-

cantly. Assuming the sleep current is 1.86µA, which is consistent with the SAM R30 Xplained Pro 

board sleep current mentioned in Microchip’s power profiling documentation [198].Then the daily 

energy consumption of different states for system with ultra-low sleep current was obtained as 

shown in Figure 3.8 below, and sleepy network can save 97.8% energy than applying ContikiMAC 

and save 86.5% energy than applying 6TiSCH. 
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Figure 3.8. Daily energy consumption of different states for system applying sleepy network, 

ContikiMAC, and 6TiSCH, assuming an ultra-low sleep current of 1.86 µA. 

As a synchronous scheme, 6TiSCH has a significant potential for intensive deployment in scenarios 

that require to avoid interference (e.g. industrial applications) due to its high reliability and good 

real-time performance [199]. The application of 6TiSCH can potentially benefit users who need real-

time access to data, as it can support the node to transmit sensing data shortly in the next allocated 

transmission slot. But, in resource-constrained nodes, the system will consider minimising energy 

consumption by keeping the node in a low-power sleep state for a long time. In such conditions, 

extended periods of sleep cause nodes to re-establish routing and resynchronise 6TiSCH scheduling 

after waking up, thus introducing additional overhead.  

Unlike continuously running Industrial Internet of Things (IIoT) systems, where 6TiSCH can offer 

significant benefits, the low data transmission frequency in environmental monitoring applications 

makes it less efficient. For example, ESN systems such as GlacsWeb typically prioritise low power 

consumption over real-time performance. In these scenarios, the sleepy networking approach of-

fers better energy-saving potential compared to duty cycling schemes. By contrast, 6TiSCH is highly 

promising for systems that prioritise high reliability and good real-time performance, such as indus-

trial or continuously operating deployments. Besides, as a duty cycling based asynchronous mech-

anism, ContikiMAC can reduces unnecessary energy consumption and radio congestion [24], and it 

has good power consumption performance when applying RPL [200]. However, the estimation re-

sults above suggest that the sleepy network approach can potentially be more energy-efficient in 

situations where data is not required to be sent frequently. 
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3.2.6 Star Topology E-IoT System Energy Consumption Estimation and Evaluation  

The time for the BR to periodically maintain the network was observed to be 60s including all the 

GNRC and RPL activities that cyclically construct the network. To begin with, the communication 

window defaults to 60s to allow all the network communication setups. According to the measure-

ment, in a star topology, that 60s is longer than the necessary time overhead as the communication 

window can be shut after all the data is transmitted. Node can turn off the radio after the transmis-

sion is completed, and based on the observation, the periodic network maintenance activities, in-

cluding GNRC and RPL updates, were typically completed within 20 seconds.  

In the experimental configuration, each sensing event generated 18 bytes of data. Theoretically, 

each sensing event will create 18 bytes of data, and each CoAP packet can maximumly contain 97 

Bytes of payload [201]. Thus, 5 groups of readings can be transmitted with one CoAP packet. In the 

subsequent analysis, the communication window was therefore sized by linearly extending the 20s 

baseline. Therefore, data exceeding the capacity of a single packet is assumed to be transmitted via 

multiple CoAP packets, with each packet having the same average transmission time and current 

consumption as the measured CoAP. Based on this approach, a 20s communication window was 

applied for 10-minute and 5-minute sampling rates with hourly communication, while once-per-

day communication used 23.5s and 27.2s for 10-minute and 5-minute sampling rates, respectively. 

Figure 3.9 shows the daily energy stack of different schedule examples. This result indicates that 

daily communication energy consumption has increased as the number of communication windows 

increases. Significantly, the dominant factor in energy use is the sleep state and communication 

state so any deployable system should minimise this. As a result, in the case of one communication 

window per day with a data sampling rate of every 10 minutes, the daily energy consumption is 

about 39.8 J and the estimated system lifetime is approximately 700 days (estimated using 

2600mAh 18650 Lithium-Ion rechargeable battery, and the ratio of working voltage 3.3 V to the 

nominal voltage 3.7 V is applied). 



Chapter 3 

73 

 

Figure 3.9. Daily energy consumption of different states (top) and energy stack (bottom). 
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A potential solution to further optimise the system energy consumption is to reduce the unneces-

sary communication window length. The following assumption is made to focus on evaluating the 

energy consumption related to data transmission through CoAP. This assumption can significantly 

reduce the communication window duration, thereby decrease active time of transceiver and en-

hance energy efficiency. In the initial stage following the establishment of the network and routing, 

short sleep durations can be possible to ensure successful early data transmission, as routing and 

neighbour registration information typically remains valid for a period. However, following an ex-

tended period of sleep, subsequent communication windows may experience transmission failures 

due to expired routing or neighbour information. In practical deployments, factors such as inter-

packet intervals, transmission delays, and channel access latency further impact the applicability of 

this assumption. However, the purpose of this assumption is only to analyse the energy consump-

tion of nodes operating within strictly limited communication windows. This assumption enables 

this work to estimate the daily energy consumption of nodes after optimising communication win-

dows and to conduct a preliminary evaluation of the potential energy-saving effects achievable 

through such optimisation. 

Therefore, assuming N sensor readings will be taken before each communication window, the min-

imum time required for one communication window can be summarised in equation 3.1. 𝑇ூ஽௅ா  in-

cludes the time cost to wake up the node and turn the radio on. 𝑇஼௢஺௉ is the time response cost for 

a single CoAP request. 𝑇ோௗ௜௢_ௌ்஺ே஽஻௒ is the time cost for turning off radio after completing data 

transmission. Adding up the minimum communication activity and sensing activity (sensing every 

5/10 minutes and communication every hour) implies a 2s communications window could safely be 

used.  

𝑇௖௢௠௠௨௡௜௖௔௧௜௢௡ = 𝑇ூ஽௅ா + 𝑅𝑂𝑈𝑁𝐷𝑈𝑃 ൬𝑁 ∗ 15൰ ∗ 𝑇஼௢஺௉ + 𝑇ோ௔ௗ௜௢_ௌ்஺ே஽஻௒ 3.1 

Here it can make similar assumptions for different communication rates. If the communication is 

scheduled once per day, the value of 𝑅𝑂𝑈𝑁𝐷𝑈𝑃(𝑇௖௢௠௠௨௡௜௖௔௧௜௢௡ + 𝑇௦௘௡௦௜௡௚) is equal to 5s (sens-

ing every 10 minutes) and 9s (sensing every 5 minutes). The estimated results illustrated in Figure 

3.10 indicated that, applying the optimised prediction of communication window length efficiently 

reduced the communication energy consumption. Theoretically, optimizing the system energy con-

sumption by minimizing the time overhead of network maintenance such as RPL control message, 

is potentially valuable. In next chapter, it is worth to reduce the communication time overhead by 

focusing on minimizing unnecessary RPL control messages while ensuring basic RPL reconstruction 

requirements.  
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Figure 3.10. Daily energy consumption of different states (top) and energy stack (bottom) with 

optimised prediction. 
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The investigation into the star topology sleepy E-IoT system has provided us with an understanding 

of the relationship between communication frequency, energy consumption, and network mainte-

nance. This sleepy network design for E-IoT system focuses on using CoAP, RPL and 6LoWPAN. Also, 

the system can enter the sleep state and wake-up state as scheduled to finish the planned tasks 

with reliable communication features. Furthermore, CoAP is applied to ensure the ability of the 

user to update and reconfigure the system presets. To comprehensively under-stand the impact of 

energy consumption with an increased number of communication windows, this work has meas-

ured the current and time duration of system activities such as read sensor, store data, and radio 

activities controlled by the standard IoT protocols. The observed increases in daily communication 

energy consumption with additional windows emphasise the importance of a balanced approach 

that considers network reliability and communication time. The estimation results show that opti-

mizing the communication time overhead can reduce energy consumption further. According to 

Figures 3.9 and 3.10, when the system's sensing frequency remains the same, optimizing the com-

munication window results in a reduction of system energy consumption by nearly 2% (communi-

cation once a day) and 32.5% (communication every hour). This work suggests optimizing commu-

nication windows and network activities to control the communication energy consumption, and 

this can further guide similar systems to take a balance between network reliability and energy 

consumption. In the upcoming stages, this work will be directed towards optimizing energy con-

sumption. This will be achieved through optimizing the system in routing configuration and com-

munication patterns, aiming to further reduce overall system power requirements. 

3.3 E-IoT System Validation: Star Topology Sleepy Networks 

3.3.1 System Energy Consumption 

This section utilises the same experimental configuration as described in subsection 3.2.2 to vali-

date the overall energy consumption of nodes in this sleepy network design. Current consumption 

at the node side was measured using the Nordic Semiconductor Power Profiler Kit II. During the 1-

hour measurement, the node operated with a 10-minute sampling rate and a 60-minute communi-

cation rate, following the same scheduling configuration outlined in subsection 3.2.3. Within the 

one-hour test duration, the node conducted one 20-second communication window and six sensing 

windows. Based on the measurements, the average current consumption over the one-hour test 

duration was 200.06 µA (illustrated in Figure 3.11). According to the schedule design, this one-hour 

slot would repeat 24 times daily, the corresponding daily energy consumption is calculated as 57.04 

J. 
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Figure 3.11. 1-hour average current consumption measurement of node, with sampling rate of every 10 minutes and communication rate of every 60 minutes. 
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This measured value closely matched the estimated daily energy consumption of 58.9 J derived in 

subsection 3.2.6, with a deviation of 3.2%. Given that the daily energy consumption estimated in 

subsection 3.2.6 and the model applied certain simplifications based on radio activity observations, 

deviations between actual measurements and estimated values are inevitable. Meanwhile, the ac-

tual measurement results may also suffer from a certain degree of inaccuracy due to measurement 

noise and timing jitter. Overall, the validation results indicated that the activity-based energy con-

sumption model was able to evaluate the system’s energy consumption with reasonable accuracy 

under different data sampling and communication rate settings. 

3.3.2 Latency 

To evaluate the system's end-to-end latency, this work used the ping command on a Linux PC to 

send 20 successive requests to the node via BR. Each test run utilised identical node configuration 

as introduced in Section 3.2.2, with the average, minimum, and standard deviation of the round-

trip delay time recorded. In the latency test, this work observed that when nodes sent network 

maintenance messages at the same time, ping requests could fail to deliver or be lost. Consequently, 

the latency test only recorded statistics with a 100% delivery rate. The delivery rate here is defined 

as the proportion of successfully delivered requests to the total number of requests initiated. Finally, 

the data from three sets of 20 ping requests were recorded and summarised in Table 3.6. 

Table 3.6.  Latency test statistics summary. 

Ping Test No. Average (ms) Minimum (ms) Maximum (ms) Standard Deviation (ms) 
1 143.06 130.505 249.47 27.163 
2 150.083 128.544 308.38 46.27 
3 155.286 130.394 299.372 50.015 

According to Table 3.6, this work found that the average latency in the deployed system was ap-

proximately 149.5ms, with the mean minimum and maximum values were 129.8ms and 285.7ms 

respectively. The maximum recorded standard deviation reached 50 milliseconds, reflecting poten-

tial time overhead including data processing/encapsulation, buffer reading, and channel access de-

lay due to CSMA/CA check. The minimum average round-trip delay observed across multiple tests 

approached 130ms, indicating the lower bound of end-to-end communication latency within this 

system. The lower bound and average of the round-trip delay would provide essential reference for 

further reducing the communication window and setting the packet retransmission interval in the 

next chapter. On the other hand, compared to the overall average latency of 149.5ms, the average 

latency values recorded in Table 3.6 demonstrated a maximum deviation of 4.3% and a minimum 
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deviation of 0.4%. Consequently, the latency recorded during repeated tests demonstrated relative 

consistent.  

In a sleepy network, data transmission naturally involves delays, as sensing data is only transmitted 

when the system enters a predetermined communication window. Therefore, end-to-end latency 

depends not only on network transmission time but is also influenced by the degree of delayed 

data transmission defined by the user. In practical deployments, multi-hop network topologies are 

typically required to cover broad or complex monitoring areas. In such scenarios, the duration of 

the communication window for nodes must be extended to accommodate packet forwarding 

across multiple hops, particularly at relay nodes. Additionally, an appropriate inter-packet interval 

should be configured to allow sufficient time for data reception acknowledgements and retrans-

missions. These factors should be considered in practical deployment to ensure the reliability of the 

deployed system. 

3.3.3 Throughput 

For evaluating the throughput of the sleepy network design, this work conducted a throughput test 

which the node transmitted non-confirmable CoAP PUT request continuously. It was observed that 

the maximum allowed CoAP payload was 115 bytes which also triggered packet fragmentation in 

RIOT-OS. Fragmentation introduced several challenges, such as increased protocol overhead and 

longer radio activity durations. These factors make the communication window optimisation more 

challenging. Consequently, fragmentation effects were excluded from this section and would be 

investigated further in the next chapter. To test throughput, a fixed inter-packet interval of 2s was 

applied between each CoAP request to avoid conflicts and congestions. In this experiment, each 

CoAP PUT message carried a 68 bytes payload (PHY Service Data Unit (PSDU) was 127 bytes).  

Additionally, it was observed that packet retransmissions or delivery failures could occur when 

CoAP transmissions conflicted with network maintenance activities, such as RPL activities. As 

throughput test aims to discuss the achievable throughput during the period when the channel is 

available, only test results where CoAP requests were successfully delivered were used for through-

put analysis. Test results affected by network maintenance activities were excluded from through-

put analysis. This test was also repeated multiple times. The recorded test results are listed in Table 

3.7, and the listed value represent the statistical results of six repeated tests, each comprising ten 

continuous CoAP transmissions.  

The overall average duration for CoAP transmissions was 155.73ms with standard deviation of 

7.02ms, and the resulting throughput was about 439 Bytes/second (about 3.5 kbps). As the exper-

iment did not trigger the fragmentation mechanism, the measured throughput does not reflect 
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additional overhead associated with increased payload sizes, fragmentation, or reassembly. Fur-

thermore, due to the inter-packet interval which was set to 2s, it may not reflect the maximum 

throughput achievable in all practical deployments. The experimental results may provide a refer-

ence for single-hop throughput performance, but actual deployment scenarios may experience re-

duced throughput due to interference and multi-hop forwarding overhead/delays. Throughput 

analysis indicates that the system effectively supports the relatively low-volume and low-frequency 

data transmission patterns commonly required in periodic environmental monitoring applications. 

However, the results also demonstrate that the system is unsuitable for sustained high-throughput 

data transmission or the transfer of large payloads such as image or video streams. 

Table 3.7. Throughput test statistics summary. 

CoAP 
Packet 

No. 

Duration (ms) 
Average Overall Aver-

age 
Standard Devia-

tion 
1 154.39 

155.73 7.02 

2 150.17 
3 159.57 
4 147.08 
5 157.17 
6 160.16 
7 170.41 
8 146.96 
9 153.78 

10 157.62 

3.4 Network Exploration: From Star to Tree Topology 

To improve the scalability, it is essential to develop an energy-efficient E-IoT system capable of 

operating in tree topology and, based on this, to further investigate how sleepy the sleepy network 

can become. Building upon the star topology design, it is possible to extend the scheduling arrange-

ment to a tree topology while maintaining it with the sleepy network mechanism. Like the estab-

lished schedule design for system in star topology, in this setup, multiple nodes form a hierarchical 

multi-hop network with an intermediate node forwarding packets from the leaf nodes to the BR. 

Meanwhile, as shown in the Figure 3.12, node A, B, and C will all perform sensing and communica-

tion tasks. In RIOT-OS implementations, the DODAG root of a RPL network (the border router in this 

case) typically initializes with a default Rank value of 256. As looking downwards in the topology, 

each subsequent level of nodes increases this Rank by a default increment of 256. Thus, the nodes 

directly below the border router (node A and node AA) have a rank of 512. Following this logic, the 

Rank value of the next level nodes (e.g., node B and node C) will be increased to 768. In general, 
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nodes occupying the position at the N-th level of the tree topology are assigned a Rank value cal-

culated as 256 + 𝑁 ∗ 256. All nodes in the tree topology follow a synchronised sleep schedule, 

where the communication window occurs at the beginning of each cycle, followed by a sensing 

window, and then the sleep state. Like the star topology schedule, the communication interval can 

be configured based on the application’s needs.  

 

Figure 3.12. RPL node star topology-DIO & DAO exchange and DODAG. 

 

Since the intermediate node (Node A) needs to forward packets from the child nodes, it must stay 

awake slightly longer than the leaf nodes (node B and C) to complete the forwarding before transi-

tioning to the sleep state. This creates a hierarchical wake-up pattern, where nodes at higher levels 

of the tree (small hop count) stay awake slightly longer than nodes at lower levels (as mentioned 

above, nodes turn off their radios after completing their communication to save energy). At current 

stage, it is unclear that how long the time window intermediate node should reserve for the leaf 

node to send the data safely. In a short conclusion, depend on the order that leaf nodes wake-up 

and transfer data (simultaneously or sequentially), the communication overhead caused by the 
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activity of maintaining associated networking and routing are various and should be further inves-

tigated. Firstly, to give a simple example, if all nodes as shown in the Figure 3.12 turn on the radio 

to transmit data at the same scheduled time, system needs to reserve well enough time to complete 

the maintenance of the network and routing before sending sensing data packet. Secondly, the 

system also needs algorithms to control the sequence of data transmission for each node to better 

avoid conflicts.  

Currently, in the star topology, this work has measured the energy consumption of different net-

work activities based on experiments, and successfully estimated the energy consumption under 

different communication window configurations. However, for the tree topology, due to the com-

plexity of its structure and network maintenance mechanism, there are still several key factors 

(such as data forwarding, network maintenance, routing management, etc.) that cannot be clarified 

at this stage, which makes it difficult to directly use the above-mentioned data to estimate the 

energy consumption. When considering to improve the energy efficiency in multi-hop networks it 

is important to note that although multi-hop networks solve the problem of long distance trans-

mission and barriers, the relay nodes in the multi-hop network must receive and forward the pack-

ets correctly [135]. 

Firstly, the data forwarding mechanism of tree topology brings additional energy consumption. In 

the star topology, all nodes send data within a scheduled communication window, while in the Tree 

topology, the data from the child nodes need to go through multiple hops to reach the BR. the 

intermediate parent nodes require additional radio activities to receive and forward the data, so 

they must be activated for a longer duration, and their energy consumption is also higher. The 

number of children for different parent nodes will result in various forwarding loads, and the cur-

rent experiments have not measured the specific impact of these factors on the radio overhead. 

Secondly, the network maintenance mechanism of tree topology has not been completely identi-

fied. In star topology, the control information maintained by RPL is centrally managed by BR, which 

contains regular DIO and DAO messages. However, in tree topology, RPL maintenance involves the 

collaboration of parent and child nodes in different layer of the tree, which may involve more DIO 

and DAO exchange. In particular, when a parent node receives a DAO from a child node, whether it 

needs to respond further to the parent immediately, how to respond, and whether it triggers addi-

tional radio activities have not been verified through experiment. 

In addition, scheduling in tree topology is more complicated, especially when determining the du-

ration of the communication window of the intermediate parent node. In Star topology, all nodes 

wake up and complete data transmission within the same communication window, and the length 

of the communication window is easier to calculate. However, in tree topology, leaf nodes can send 
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data and go to sleep in a shorter period of time, while parent nodes need to wait for all child nodes 

to finish data transmission before forwarding, which results in a longer radio on time for them. 

Currently, in the tree topology, so far this work has not measured the energy consumption of dif-

ferent levels of parent nodes, and has not clarified the additional power consumption for different 

numbers of child nodes. In a short conclusion, due to the complexity of data forwarding, network 

maintenance, and synchronous scheduling in tree topology, the next chapter will further investigate 

the above factors and evaluate the E-IoT System performance in a tree topology with different 

wake-up strategies (simultaneously and sequentially). 

3.5 Summary 

This chapter investigated the design and implementation of the sleepy network for E-IoT systems 

and related work on improving energy efficiency in resource-constrained IoT deployments through 

scheduled sleep mechanisms and low-power communication protocols. The sleep/wake scheduling 

strategy is a key component in reducing energy consumption. In this system design, nodes need to 

transit between sensing, communication, and sleep states to ensure that radio activity occurs dur-

ing scheduled communication windows. By utilizing RTC-based wake-up scheduling, the system can 

efficiently synchronise node operations while reducing overheads. 

To achieve efficient and expandable communication, the system employs 6LoWPAN, RPL, and CoAP 

as the network protocols. CoAP helps the system achieve lightweight data exchange and allows the 

system user to dynamically reconfigure the sensing and communication parameters through CoAP 

requests. RPL plays an important role in structuring the network topology. RPL control messages 

(e.g., DIO, DAO, and DIS) manage the formation of DODAGs to complete and maintain the routing. 

In the initial implementation of the sleepy network, this work has measured the average current 

consumption and activity duration for different radio activities. And these measurements are ap-

plied to estimate the daily energy consumption if applying sleepy network, ContikiMAC or 6TiSCH. 

Compared with applying ContikiMAC and 6TiSCH, it was estimated that applying sleepy network 

can save 61.4% and 18.6% energy, respectively. 

This work first introduced a star topology as a simplified scenario for the tests. In the star topology, 

all nodes communicate directly with the BR during a scheduled communication window. This start 

network design simplifies network maintenance but has limited scalability. In 3.2, this study also 

measured current consumption and time duration for various network activities in star topology, 

including sensor data acquisition, packet transmission, and network maintenance (ICMPv6, RPL, 

6LoWPAN control messages). And the experimental results confirmed that: increasing communica-

tion frequency will bring extra energy consumption, and optimizing communication window 
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duration can significantly reduce energy overhead. However, in a tree topology, intermediate nodes 

need to ensure that data from leaf nodes can be forwarded correctly and maintain the associated 

networks and routes, all of which lead to higher energy consumption and additional communication 

overhead. Specifically, leaf nodes can quickly return to sleep after sending data, but the parent 

node must remain active until it finishes forwarding all received packets. The optimal wake-up du-

rations for different levels of nodes are still unknown, making it difficult to predict the total energy 

consumption of a tree topology network.  

Finally, experimental validation and evaluation in Section 3.3 demonstrated that the actual deploy-

ment energy consumption of the sleepy network design differed by only 3.2% from the computa-

tional values in Section 3.2. This indicated that the activity-based energy consumption model was 

able to evaluate the system’s energy consumption with reasonable accuracy under different data 

sampling and communication rate settings. Furthermore, in Section 3.3, this work also evaluated 

the system's latency and throughput, and provides reference and guidance for the communication 

window optimisation design in the next chapter. 

To extend the coverage of the system, this work introduced the tree topology in 3.4 and will further 

investigate system design details in tree topology in Chapter 4. In a tree topology, packets will be 

forwarded by intermediate nodes in this kind of multi-hop network. Also, section 3.4 discussed the 

essential characteristics of the intermediate nodes in tree topology, such as ensuring that the in-

termediate nodes remain active long enough to complete data forwarding from all leaf nodes. The 

experiments in Section 3.2 confirmed the ability of the nodes in the system to perform the sched-

uled activities, such as reading sensors and storing data, turning on the radio and transmitting data 

on a predetermined schedule in a predetermined time slot. 

The next chapter will further investigate the application of simultaneous and sequential wake-up 

strategies to optimize sleep scheduling and system energy consumption in tree topologies. Addi-

tional experiments will also be performed afterwards to identify the influence of changing sleep 

duration of nodes at different layers of the tree topology, focusing on the patterns of packet for-

warding and network maintenance activities, which is aimed to improve the wake-up scheduling 

mechanism and optimize the communication time. Moreover, instead of maintaining a fixed com-

munication window for all nodes, the system schedule should dynamically adjust the wake-up time 

of the parent node according to the number of managed child nodes. Then, the optimization of 

communication windows in different topologies will be addressed in the next chapter. 
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Chapter 4 Optimization and Energy Profiling of Low 

Power Sleepy Network Design for Environmental IoT 

System 

This chapter will investigate the radio activity patterns and system schedule arrangements in a tree 

topology based on the experiments and measurements in Chapter 3 and finally evaluate and opti-

mize the performance of sleepy E-IoT systems deployed in a tree topology. Specifically, this chapter 

will summarise the influence of different sleep durations/wake-up frequencies on the expected 

system radio activities, and it will also analyse the impact of tree topology of different complexity 

on the system. 

The star topology is simple to construct and allows all nodes to communicate directly with the BR 

during a scheduled communication window, but this topology structure has poor scalability com-

pares to a tree topology. To extend the scalability, the sleepy network design should incorporate a 

tree topology, which enables data from child nodes to be forwarded through intermediate nodes. 

Optimising the communication window in a sleepy network is like arranging efficient collaborating 

processes. An optimised communications schedule ensures that these activities are executed effi-

ciently and in an organised manner. This section aims to organise the radio activities during the 

communication window and minimize the window size, while the environmental data can be deliv-

ered efficiently in a well-organized manner.  

Chapter 3 indicated that optimizing the duration of the communication window can significantly 

reduce the energy consumption overheads. Based on these findings, this chapter focuses on the 

strategy to further optimize the energy consumption of the system under tree topology. In this 

work, some realistic and simple assumptions are made as follows. For data sampling rates, in order 

to maximise the impact of factors such as communication frequency on the nodes and to set rea-

sonable simulation assumptions, the modelling and calculations covered in Section 4.6 and 4.7 will 

use the fastest data sampling rates (every 10 minutes) as analysed in the battery-powered long-

term environmental monitoring projects in Section 2.5. In addition, this chapter investigates the 

influences of node wake-up sequence (simultaneously and sequentially) on the scheduling arrange-

ment and system energy consumption, then suggests the practical optimised schedule for low-

power sleepy network design. Finally, this work will investigate the influence of some key factors 

change in the network, such as communication rate and complexity of tree topology, on the system 

energy consumption with optimised schedule. 
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In an IPv6-based E-IoT systems using 6LoWPAN and RPL, the network is constructed and maintained 

through the exchanging of control messages, and these messages were introduced and illustrated 

in Table 2.1 and Figure 2.7. These radio activities are essential to maintain accurate neighbouring 

and routing table. Once all the nodes start to deploy, the BR and the individual nodes will complete 

its neighbour registration and routing information updates as introduced in subsection 2.3.5.2. 

However, when a node is in a sleep state for an extended period which exceeds the network routing 

information validity lifetime (defined as “RPL Lifetime”), the network topology information may 

become outdated or invalid when the node wakes up. When nodes wake up from extended long 

sleep state, the radio activity regarding to the routing information updates is different compared 

to the initial registration period. 

4.1 Problem Definition 

To begin with, this chapter investigated how nodes within a tree topology can efficiently schedule 

their communication while avoiding unnecessary conflicts after waking up from a continuous sleep 

state that exceed the default RPL lifetime (3 minutes in RIOT-OS). In this section, the experimental 

setup did not change the default RPL lifetime parameters, which ensured that the behaviour of the 

system is generic compared to the general configuration, thus keeping the generality and compa-

rability of the results to future studies.  

Therefore, in the next section, experiments were designed to investigate how nodes with different 

RPL rank values in a tree topology rejoin the network and complete data transmission predeter-

mined times (longer than default RPL lifetime), either simultaneously or sequentially. Experiments 

focused on the communication overhead associated with the node routing information update pro-

cess and the time overheads caused by the different transceiver turn-on timing. To explain efficient 

communication further, the idea was only using limited and constrained communication windows 

slot to complete essential network maintenance and data transmission.  

It was noted that the assumption made in section 3.2.6 was that 2 seconds communication window 

can be considered. However, as previously discussed, in a tree multi-hop network, nodes waking 

up from long sleep must first ensure that network registrations and routing information is correctly 

updated before data can be delivered successfully. While optimizing the length of the communica-

tion window can reduce system energy consumption, the time required to complete network 

maintenance in practical deployments can be significantly longer than this initial assumption. 

Therefore, the previous assumption, 2 seconds communication window is evaluated and extended 

in this chapter to accommodate the actual network maintenance requirements.  

In summary, this chapter firstly investigated the following questions: 
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• What network radio activities are required when the node sleep duration exceeds the de-

fault RPL lifetime? 

• How to optimize communication scheduling of nodes in tree topology networks under sim-

ultaneous and sequential wake-up schemes? 

• Based on the proposed optimised communication window, how can the system energy con-

sumption in a tree topology be modelled and analysed? 

The following Sections (4.2 and 4.3) introduced the experiment design and results obtained from 

the radio activity observations. Furthermore, the implications of these findings on the design of 

optimised communication schedule were also be discussed. Different from the system design in-

troduced in Section 3.2, in the following experimental configurations, each node will actively send 

environmental data to the BR (DODAG root) over a multi-hop network using the CoAP PUT method. 

As a CoAP server, node will send “Confirmable” CoAP (CON-CoAP) PUT request through routing 

table to the DODAG root and wait for CoAP ACK response, which provides an acknowledgment 

mechanism to ensure that the data transfer is complete. The test code used for tree topology sleepy 

network testing has been uploaded to GitHub for public viewing, and the link was provided in Ap-

pendix B.2. 

4.2 Experiment Setup 

The purpose of this section is to investigate the specific network radio activity and time required 

for nodes in a tree topology RPL network to re-establish connectivity after sleeping for longer than 

the default RPL lifetime. When nodes wake up after such extended sleep, neighbour and routing 

information may no longer be valid, and network maintenance is required before successful data 

transmission. Firstly, it is necessary to expand the star topology configuration in Section 3.2 to tree 

topology. To effectively constrain the length of communication windows, the star topology config-

uration in Section 3.2 was expanded to tree topology to observe the neighbour and routing regis-

tration update mechanisms (NA, NS, RA, RS, DIS, DIO, DAO, DAO-ACK), and data forwarding (CoAP 

PUT and CoAP-ACK). And different from the experiment in Section 3.2, this experiment was not 

required to measure the current and time duration of each activity. This experiment focused on 

using the RIOT-OS sniffer to observe the network activities of each node in a tree topology when it 

wakes up. In this experiment, nodes were wake-up according to a predetermined schedule in two 

approaches: synchronous wake-up and sequential wake-up. 

The nodes used in this experiment were consistent with the configuration outlined in Section 3.2 

(previously detailed in Figure 3.3) and the transceiver was configured with channel number = 0 and 

channel page = 0 to obtain higher receiver sensitivity (BPSK-20kbps with -110 dBm) [188]. The 
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primary task is to observe the fundamental radio activity required for a node to successfully rejoin 

the RPL network after a long period of inactivity. Therefore, nodes will be organised into a hierar-

chical RPL tree topology. For consistency, each node is initially programmed and enters a network-

ing stage (duration can be customised) in which it undertakes the following tasks: 1) neighbour 

registration, 2) initial RTC, 3) initial RPL, 4) synchronise RTC by sending CoAP GET request, 5) set 

RTC alarm, 6) wait and enter the scheduled event loop synchronously. Figure 4.1 illustrates the tree 

topology network layout constructed for this experiment.  

During the event loop, denoted as sleepy test afterwards, nodes were designed to repeatedly wake 

up to send a CoAP PUT request containing assumed temperature data and timestamps, and then 

returned to sleep after receiving the corresponding CoAP ACK. The sleep duration was initially set 

to 300 s and is gradually increased over subsequent test iterations. Nodes were programmed to 

wake up simultaneously or sequentially. When a sequential wake-up strategy was applied, the in-

terval between the communication slots of two nodes was intentionally set to a sufficiently large 

value (e.g., 5 minutes), as the minimum communication window length was not determined at the 

initial stage of the experiment.  

 

Figure 4.1. Tree topology network layout. 

For extending the test scenarios, this sleepy test gradually introduced nodes with the same rank 

value. Initially, the sleepy test focused on the nodes with rank value 512, which are adjacent to the 

border router (rank value = 256). To begin with, this experiment deployed two neighbouring nodes 

with rank value = 512 and gradually increased the sleep duration of the nodes. Next, to increase 
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the complexity of the tree topology, two neighbouring nodes with rank value = 768 and one inter-

mediate node with rank value = 512 were deployed. Sequential wake-up approach can minimise 

radio collisions, while simultaneously wake-up may require longer time durations to complete the 

corresponding network activities under more congested traffic conditions. To avoid the unneces-

sary radio conflict at the beginning, each experiment applied a sequential wake-up strategy first 

then modified to simultaneous wake-up based on the findings form the sequential wake-up test. 

To clearly illustrate the experimental procedures and the incremental approach adopted in this test, 

Figure 4.2 provides a simplified flowchart of the test. 

 

Figure 4.2. Sleepy test flow chart. 
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During the sleepy test event loop, with an unchanging sleep duration (T_sleep), if the CoAP PUT 

failed to be delivered after three attempts (i.e., the ACK cannot be received correctly), the node 

should continuously increase the amount of waiting time before executing the CoAP PUT (T_hold). 

The sleep duration will be increased unless the T_hold is enough longer to ensure that CoAP PUT 

request can be delivered to the DODAG root. The results of the RIOT-OS sniffer were used to char-

acterise the type, frequency and sequence of critical radio activities during network mainte-

nance/updates. These observations, particularly the minimum duration required for neighbour reg-

istration and routing information updates, were also used to optimise communication window 

length. 

4.3 Network Maintenance after Sleep Exceeding the Default RPL Life-

time 

4.3.1 Neighbour Registration and Routing Information Updates 

After updating to the RIOT-OS 2024.07 branch, the radio activities observed during network mainte-

nance periods after waking up presented consistent patterns driven by RPL and IPv6 neighbour 

discovery protocols. In particular, it was observed that BR periodically multicast a single DIS mes-

sage at a fixed interval of 60 seconds. And each DIS transmission triggered a burst of DIO messages 

as observed in the sniffer, and up to 22 DIO messages in a minute were recorded exchanging be-

tween node and BR.  

During the scheduled communication window, there were no observation of RS and RA messages. 

An analysis of the prefix information option contained in RA messages captured during the initial 

network maintenance stage indicates that the Valid Lifetime field is set to values exceeding 65,400 

seconds. According to the IPv6 Neighbour Discovery Protocol (NDP) defined in section 4.6.2 in RFC 

4861 [100] and RIOT-OS IPv6 Neighbour Discovery documentation [202], it was identified that the 

“Valid Lifetime” refers to the duration for which the advertised prefix remains valid for on-link de-

termination and address autoconfiguration. In RIOT-OS, the prefix information has been defined 

with infinite valid lifetime and preferred lifetime. As a result, nodes waking up from extended sleep 

do not need to solicit prefix information from the BR, thereby significantly reduces the number of 

radio activities required during neighbour registration process. 

Instead, in the network, the rejoining process relied heavily on NS and NA messages to verify the 

availability of neighbours, and RPL control messages (e.g., DIS, DIO, DAO) to update the routing 

information. Figure 4.3 summarises the node behaviour in response to received RPL control mes-

sages in RIOT-OS, based on the implementation described in the RIOT-OS repository [203]. 
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Consistent with the Trickle timer mechanism defined for RPL and discussed by Medjek et al. [101], 

receiving a DIS message resets the Trickle timer and triggers the transmission of DIO messages. 

Furthermore, sniffer observations confirmed that the BR continues to transmit periodic DIS mes-

sages even while nodes remain in a sleep state, ensuring that node can be able to update routing 

information once waking up. It was also observed that RIOT-OS schedules and waits for the com-

pletion of key RPL control message exchanges such as DIS and DAO. 

 

Figure 4.3. Node’s behaviour in response to receiving RPL control messages in RIOT-OS. 

 

Figure 4.4. IPv6 neighbour discovery and RPL traffic after child node wake-up. Node A wakes up 

after long sleep while BR is always active. 



Chapter 4 

92 

In addition to RPL control traffic, IPv6 ND activities was also observed after the routing update was 

completed. Specifically, for nodes with rank 512 that rejoin the network after a long period of sleep, 

a series of NA and NS messages are exchanged between the nodes and the BR. The observed pat-

tern (demonstrated in Figure 4.4) usually started with the node sending unsolicited NA messages 

to the BR, which then responded with NS messages. The BR subsequently sent NA message to the 

node, and finally, the node replied with another NS message. This type of bidirectional switching is 

used to update the neighbour registration and confirm reachability at the link layer. When two 

nodes with rank 512 woke up simultaneously, the number of DIO message exchanges triggered by 

the DIS from the BR will increase significantly. In addition, frequent NA, NS message exchanges 

between each node and BR were identified.  

To investigate and observer the network behaviour during communication window, as per Figure 

4.1 , two child nodes with a rank value of 768 (hereafter referred to as N1 and N2) and an interme-

diate parent node with a rank value of 512 (referred to as M1) was deployed. The simplified nodes 

deployment layout is shown in Figure 4.5 below. It was observed that a pattern of NA and NS mes-

sage transmission existed between the remote child nodes (N1 and N2) and their parent node (M1), 

similar to that previously observed between nodes with a rank value of 512 and the BR.  

 

Figure 4.5. Simplified nodes deployment layout in tree topology. 

When all three nodes (N1, N2, and M1) were programmed to wake up simultaneously, the radio 

activity observed in the network became significantly more random, although the types of mes-

sages remained consistent. This randomness is firstly characterised by the timing of NA/NS ex-

changes, which are no longer predictable and regular due to the simultaneous radio activity of mul-

tiple nodes. Moreover, when both N1 and N2 woke up simultaneously, each attempted to send a 

DAO message to its parent node. However, due to contention, the transmission of DAO messages 

was significantly delayed and subjected to retransmission. Furthermore, the DIS multicast from BR 

triggered a large volume of DIO transmissions, causing the entire channel to become congested. 

This congestion also delayed the transmission of other network maintenance activities. 

In contrast, when all three nodes (N1, N2, and M1) were programmed to wake up sequentially, 

more structured and predictable radio behaviour was observed. For example, M1 completes its 

network maintenance and data transmission before child nodes wake-up, and child nodes are 
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programmed to wake up in turns as well. In this case, each child node sends a single DAO message 

to its parent and waits for the corresponding DAO-ACK. Upon receiving each DAO, M1 forwarded a 

DAO message to the BR to complete the routing update. Only a limited number of NA/NS exchanges 

were observed under this sequential wake-up strategy, indicating that neighbour discovery activi-

ties (ND) were more predictable when child nodes were waking up sequentially. Figure 4.6 has il-

lustrated the IPv6 ND and RPL traffic among N1 or N2, M1, and BR. However, additional NA/NS 

exchanges from the BR were detected when the communication window was intentionally ex-

tended to include redundancy (e.g., 1 minute). This also evident that longer radio on-hookup dura-

tions may trigger avoidable control message exchanges. 

 

Figure 4.6. IPv6 ND and RPL traffic among N1 or N2, M1, and BR. M1 has completed its network 

maintenance and data transmission, and its child node (either M1 or M2) thereafter 

wakes up. And at any given time, only one child node of M1 may be active. 

Overall, these observations demonstrated that sequential wake-up scheduling can effectively re-

duce the unexpected radio activities observed under simultaneous wake-up conditions. By allowing 

intermediate nodes (e.g., M1) to fully update routing and neighbour information before leaf nodes 

(e.g., N1 and N2) attempt to wake up, frequent control message exchanges are minimised. 

4.3.2 The minimum time required for Network Maintenance after wake-up 

As shown in the previous section, nodes waking up from long sleep must complete neighbour reg-

istration and routing information updates before reliable data transmission can take place, regard-

less of whether the wake-up strategy is sequential or simultaneous. These routing updates may be 

triggered either passively, by awaiting periodic routing update messages generated by the network, 

or actively by allowing nodes to initiate the rejoining process. As introduced in Section 2.3.5.2, node 

itself can send DIS message to request and find DODAG to join, or it can initiate DAO message to 

inform its reachability to parent node and DODAG root.  
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To minimise the duration of network maintenance after wake-up, this section first investigates 

whether routing information updates can be accelerated by allowing nodes to actively transmit DIS 

or DAO messages after wake-up, rather than passively waiting for routing maintenance traffic trig-

gered at random or fixed intervals. Two active rejoining approaches were therefore tested for ini-

tiating RPL route updating: 

1. When the node's scheduled wakeup time is reached, the node will actively send DIS mes-

sages instead of waiting for the default 60-second interval defined by the DIS timer at BR 

side. 

2. A node actively unicasts a DAO message to the parent node after wakeup to indicate its 

intention to rejoin the routing topology. 

Sniffer-based observations indicated that although nodes can be configured to actively transmit DIS 

messages to initiate rejoining, this approach often introduced additional control message ex-

changes leading to congestion and unpredictable radio activities. This is because a DIS initiated by 

the node itself will report the addition of the new node to the existing DODAG root, thereby updat-

ing the entire DODAG information. In contrast, observations indicated that the approach where 

nodes actively sent DAO messages to their parent nodes when waking up to initiate reconnection 

was more feasible. This is because DAO transmission is designed to advertise a node’s reachability 

within an existing RPL topology, rather than to trigger the formation of new network state. Moreo-

ver, although nodes will eventually transmit DAO messages after waking up as part of the normal 

RPL maintenance process, actively sending DAO messages can reduce the additional and often un-

controllable waiting time before routing updates are completed. Thus, the second approach which 

allow node to send DAO after waking up, is a more controllable and timely mechanism for routing 

reconstruction, and is therefore adopted for the subsequent experiments.   

To implement the sleepy test flow chart (Figure 4.2) described in Section 4.2 and to identify the 

minimum time required for network maintenance after node waking up, a dedicated sleepy test 

function was developed. The pseudocode for the general test flow of sleepy test is shown in Table 

4.1, and the function code was provided in Appendix B.3 (the complete code can be found at the 

link in Appendix B.2.). For both intermediate node and child node, sleepy test was performed to 

identify the minimum time required for neighbour-registration and routing information updates.  

In this sleepy test, nodes were programmed with an initial sleep duration followed by a network 

maintenance stage after wake-up. To complete the network maintenance, nodes were designed to 

send DAO message to its parent node actively after waking up, and then waited for DAO_ACK to be 

received. Subsequently, each node transmitted a CoAP PUT request to test whether the network 

maintenance had been completed. By identifying the success or failure of CoAP data delivery, node 
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gradually increased the T_hold duration until a safe gap is reached and applied. In this way, the 

minimum safe duration required for neighbour registration and routing information updates was 

determined. 

Table 4.1. Pseudocode for the general test flow of sleepy test. 

Pseudo-code for sleepy function 
Input: 
 T_sleep (minutes - default 3min): duration of sleep 
 T_hold (seconds): duration of holding thread for neighbour-registration/routing 

updates 
 (Optional)Wake-up sequence: for child node only, default 1 means first child to 

wake up, 2 means the next wakeup child node 

Parameters: 

 middle_gap (seconds): child node only, equals to the communication window of 
intermediate node 

Turn off radio and enter low-power mode 
//Default 120 iterations maximumly 
while int i = 1; i < 120; i + + do 

Clear DS3231 alarm flag; 
Set next wake-up time = Current time + T_sleep; 
// for child node: wait for an extra middle_gap seconds 
Set DS3231 alarm; 
Print T_hold and T_sleep ; 
Switch system to standby mode; 
Upon wake-up:  
Turn on radio;  
Send DAO messages (retry up to 3 times if necessary); 
pause for a T_hold seconds; 
Attempt to send CoAP PUT; retry until CoAP ACK is received or max retries (default 
3) reached; 
Record and print success/failure counts; 
if success counts != 0 then 

T_sleep += 1min; 
end 
else 

T_hold ++; 
end 
Turn off radio; 

end 
After loop, turn on radio and finish execution; 
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To support wake-up scheduling with accurate timing in sleepy network design, this test developed 

a timing mechanism, and its pseudocode is shown in Table 4.2. This algorithm calculates the wake-

up time for each node based on its sleep duration, wake-up order and RPL level. In addition, a fixed 

intermediate gap is introduced to separate the wake-up times of nodes with different ranks, which 

helps to avoid conflicts.  

Table 4.2. Pseudocode for wake-up timer calculation. 

Compute Target Wake-Up Time 
Input: 
 Current_time (seconds) 
 T_sleep (minutes) 
 Sequence (an integer indicating the node’s wake-up order, and sequence ≥ 1) 
 Window_size (communication window size in seconds) 
 middle_gap (seconds): communication window size for intermediate node 
 N (rank number) 

Output: WakeupTime (in seconds; or as a time structure) 
begin 

sleep_in_seconds ← T sleep × 60; 
//Convert sleep duration from minutes to seconds 
base_time ← Current_time + sleep in seconds; 
//Compute the wake-up time without additional offsets 
Wakeup_time ← base_time + (middle_gap ∗ (N/256-2)) + (sequence − 1) * Window 
size; 
return Wakeup time; 

 

Using this test procedure, the required minimum network maintenance time was identified for dif-

ferent wake-up strategies (whether sequential or simultaneous wake-up) within a tree topology. 

Firstly, in a simplified tree topology involved a single child node (N1) and its parent (M1), M1 was 

kept active with its radio switched on and N1 were sending DAO actively to update the routing 

information with 10 mins fixed sleep duration. Typically, in a 2-day test, N1 was able to transmit a 

CoAP PUT request within approximately 1 s after actively sending a DAO message, and the longest 

time that CoAP PUT cost was 3s (with 2 CoAP PUT attempts: one failed one delivered). Over the 

entire test duration, a data delivery rate of 100% was achieved, with a measured transmission suc-

cess rate of 83.7%. This result demonstrates that active DAO transmission enables effective routing 

updates without requiring nodes to wait passively for network-triggered maintenance process. 

When the network was extended to include two leaf nodes (N1 and N2) at the same rank level (rank 

= 768), same as previously illustrated in Figure 4.5, after M1 has finished communicating, both N1 

and N2 can update the routing information by sending DAOs actively. In the case where N1 and N2 

sequentially entered their communication windows after M1 completed its transmission, each 
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node required approximately 3 seconds (including the active DAO sending) to complete neighbour 

registration and routing information updates. In contrast, when N1 and N2 were set to wake up and 

communicate simultaneously, the communication delay between the two nodes was further in-

creased, with each node requiring about 5 seconds to complete the same network maintenance 

process. In addition, it was observed that if two child nodes simultaneously attempted to transmit 

CoAP PUT requests, the resulting wireless communication congestion would lead to a significant 

number of retransmissions, thereby affecting the system's responsiveness and energy efficiency. 

Therefore, it is necessary to schedule N1 and N2 to stagger the timing of sending CoAP PUT request 

if nodes are scheduled to wake up simultaneously. 

4.4 Payload Fragmentation and Retransmission of CoAP 

As shown in the previous section, when multiple nodes in a tree topology wake up and attempt to 

communicate simultaneously, increased contention can lead to repeated neighbour discovery ex-

changes and retransmissions. Under stable network conditions, retransmissions are typically infre-

quent. When multiple nodes contend for the channel within a limited communication window, re-

transmission may occur and result in unnecessary energy consumption, data transmission delays, 

and data loss. In addition to minimising the time required for network maintenance, the duration 

of data transmission using CoAP requests must also be carefully constrained. This involves account-

ing for the impact of payload fragmentation mechanisms on the minimum duration required for 

data transmission, as well as the algorithm-controlled transmission gap between CoAP retries. 

Therefore, the subsequent two subsections, 4.4.1 and 4.4.2 investigates the impact of CoAP pay-

load fragmentation and retransmission behaviour on the minimum required data transmission win-

dow length.  

4.4.1 Payload Size Analysis and 6LoWPAN Fragmentation 

To investigate the impact of application-layer payload size on data transmission time, sniffer-based 

observations were performed on CoAP PUT messages generated by the RIOT-OS CoAP implemen-

tation. The objective of this analysis is to identify the application layer payload constrains controlled 

by RIOT-OS, thereby determining the PSDU size of fragmented packets. Based on the analysis of 

captured packets, it was observed that the maximum supported CoAP payload size is 115 bytes. 

This limitation is determined by the fixed CoAP Protocol Data Unit (PDU) buffer size defined in RIOT-

OS, which is 128 bytes in total [204]. This buffer includes a 13-byte CoAP header, leaving at most 

115 bytes available for application-layer payload. 
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Sniffer observations further indicated that CoAP payload of 115 bytes triggers 6LoWPAN fragmen-

tation. Specifically, the captured packets show that a single CoAP message with a 115-byte payload 

is fragmented into two packets, with PSDU sizes of 122 bytes and 82 bytes, respectively (see Ap-

pendix C.1 for the corresponding Wireshark capture). Figure 4.7 illustrates the IEEE 802.15.4 frame 

encapsulation process following 6LoWPAN fragmentation. As illustrated, the first fragment begins 

with a 32 bits fragmentation header followed by a compressed IPv6 Header Compression (IPHC) 

header, UDP header (compressed), CoAP header, and partial payload. While the second fragment 

contains the remaining payload bytes and the corresponding fragmentation header. Each fragment 

is then passed independently to the IEEE 802.15.4 MAC layer, where it is encapsulated with the 

appropriate MAC header before transmission. 
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Figure 4.7. Encapsulation and Fragmentation Process from CoAP to IEEE 802.15.4 Data Frame
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4.4.2 Reliable CoAP Transmission Design under Payload and Timing Constraints 

Table 4.3. Pseudocode for CoAP PUT request and retransmission mechanism. 

CoAP Message Transmission and Retransmission Mechanism 
message_ack_flag ← 0; 
In Function_CoAP_Resp_Handler(response); 
begin 

if response indicates timeout or error then 
message_ack_flag ← 0; 

else if response is valid (ACK received) then 
message_ack_flag ← 1; 

In Retransmission Mechanism of CoAP PUT 
Begin 

retries ← 0; 
while (message ack flag == 0 and retries < MAX RETRIES) do 

message_ack_flag ← 0; 
Send CoAP Message; 
Start timer for period T; 
wait ← 0; 
while (message_ack_flag == 0 and wait < 3) do 

Hold the thread for 0.2*3 s ; 
wait ← wait +1; 

if (message_ack_flag == 1) then 
return success; 

else  
retries ← retries +1; 

if (message_ack_flag == 1) then 
return success; 

else 
return failure; 

Subsection 4.4.1 has identified the maximum supported CoAP payload size in RIOT-OS is 115 bytes. 

Based on this constraint, up to six groups of 18-byte reading can be included in one single CoAP PUT 

request in the system of this study. Table 4.3 introduces the pseudocode of CoAP PUT request and 

retransmission method in this work. A global flag variable, 𝑚𝑒𝑠𝑠𝑎𝑔𝑒_𝑎𝑐𝑘_𝑓𝑙𝑎𝑔 is used to indicate 

whether a CON-CoAP message has been acknowledged by the routing parent. After sending the 

message, the system enters a retransmission loop until an acknowledgement is received or the 

maximum number of retries is reached (default maximum retries is limited to 3 times).  

According to the single-hop delay test results in Table 3.6 of subsection 3.3.2, the average maximum 

value was approximately 300ms. Accordingly, under the experimental arrangement shown in Figure 

4.1, it can be conservatively estimated that the round-trip delay experienced by child nodes N1 and 

N2 in the tree topology could reach 600ms. Thus, a 600ms interval was selected for the CoAP 
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retransmission mechanism. Subsequently, it was observed that when a single node transmits a 

CoAP PUT request using the retransmission mechanism described above, a data transmission inter-

val of at least 2 seconds was required to ensure reliable transmission without triggering unneces-

sary retries. In the topology shown in Figure 4.5, when the three nodes (MA, N1 and N2) were 

activated sequentially, each node was able to complete the CoAP PUT request (including 6 groups 

of reading) within its allocated 2-second data transmission window without conflicts.  

However, when both N1 and N2 were allowed to wake up simultaneously (allowing N1 and N2 to 

initiate CoAP requests at the same time), packet collisions and duplications were observed, as well 

as unpredictable NA/NS radio activities. When N1 and N2 nodes are programmed to start CoAP 

transmissions sequentially (with a 2-second interval), CoAP packet duplication was effectively 

avoided, although unpredictable NA and NS radio activity were still observed. 

4.5 Communication Window Design under Different Wake-Up Strate-

gies 

To evaluate and optimise the communication schedule in different wake-up strategies in a multi-

node sleepy network, an experiment was deployed as described in Section 4.2 (see Appendix C.2 

for the corresponding Wireshark captures). Two wake-up strategies were tested: simultaneous and 

sequential communication. As described previously, in the simultaneous approach, nodes N1 and 

N2 enter their communication stages concurrently, waking up immediately  after node M1 com-

pletes its data transmission. Initially, to avoid unnecessary conflicts, N1 and N2 were enter the com-

munication window sequentially. A summary of selected settings and key findings about this sleepy 

network test is listed below: 

• Usually, CoAP PUT Requests (108 bytes) were completed within 1 second and were exe-

cuted at the very beginning of the scheduled data transmission slot for CoAP. 

• Confirmable (CON-CoAP) PUT request were enabled. Therefore, each received CoAP re-

quest was replied to with a corresponding CoAP ACK packet. 

• Based on experimental observations, it was found that the 2-second time slot duration for 

CON-CoAP PUT request was the sufficient and reliable to complete the data transmission, 

including the activation of the retransmission mechanism (up to three retries by default).  

• Multicast DIS messages initiated periodically (every 60 seconds) by BR were found to be 

essential for maintaining RPL information for all the nodes. When DIS is transmitted at the 

beginning of an intermediate node's communication window, it was more likely that this 

information will be received reliably. 
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Note that the time reading of DS3231 RTC supported in RIOT-OS is second-level precision and epoch 

time was used for time synchronisation. Figure 4.8 illustrates sequential wake-up communication 

window design in a 4 nodes tree topology scenario. The timeline shows both transmit (Tx) and re-

ceive (Rx) events across all nodes, with protocol activity color-coded by type (DAO/multicast-

DIO/multicast-DIS, NS/NA, CoAP/CoAP-ACK, IEEE 802.15.4 ACK). Nodes M1, N1, and N2 are pro-

grammed to enter communication stage sequentially, as described in the task scheduling strategy 

at the top left of the figure. The optimised scheme can be described as three phases. 

• Phase 1: Intermediate node M1 wakes up first, actively sending DAO to DODAG root (BR) 

and waits for DIS initiated by BR, followed by the exchange of DIO messages between these 

two nodes. This networking stage of M1 will maintain for 6 seconds. Following that, during 

the data delivery slot, M1 is scheduled to send a CON-CoAP PUT request within a 2 second 

time slot. In total so far, M1 maintains the radio on state for 8 seconds, and then retains 

the thread and radio on state for an additional 10 seconds (5 seconds per child node for N1 

and N2).  

• Phase 2: N1 wakes up 8 seconds after M1 wakes up, then turning on the radio at the sched-

uled time to actively send DAO message and wait for DIO exchanges within the first 3 sec-

onds. Following that, M1 is designed to enter a 2 second slot for data delivery through CON-

CoAP PUT request. The total length of communication window for child node N1 is 5 sec-

onds. 

• Phase 3: N2 wakes up 13 seconds after M1 wakes up, then turning on the transceiver to 

repeat the same process as described in Phase 2 for another 5 seconds. 

At the very beginning of the communication window (8 seconds for M1 and 5 seconds for N1/N2), 

the nodes all actively send DAO messages. Consistent with the previous discussion, when nodes are 

activated sequentially, the number of retransmissions and unexpected neighbour registration ac-

tivity can be minimised if DIS is transmitted at the beginning of an intermediate node's communi-

cation window. This communication window design under the sequential wake-up strategy has 

been tested in the lab for 3 days with the communication interval of 60 minutes. As the success 

rate was identified to be 95.5% with data delivery rate of 100%. After 3 days, the test results indi-

cated that the success rate was 81% with data delivery rate of 100%. 

The experiments on the communication window optimisation under the simultaneous wake-up 

strategy initially followed the experience in which N1 or N2 took 3 seconds to complete the DAO 

exchange. Although the message queue is automatically managed by RIOT when two nodes start 

sending DAO messages at the same time, the need to exchange NA/NS between nodes was ob-

served to be increased. This result argues that waking up N1 and N2 simultaneously (and actively 
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initiating a DAO) may elevate the priority of updating or confirming the neighbour state in the NDP, 

and therefore trigger the associated NS/NA activities. Therefore, compared to the sequential wake-

up strategy, it is tested that the working design is to increase the communication time reserved for 

N1 and N2 to 5 seconds before sending a CoAP request. Similarly, NA/NS message exchange activi-

ties between N1/N2 and M1 were observed during the reserved CoAP activity slot. As a result, the 

duration of the data transmission time slot was tested to increase to 5s. However, although it was 

observed in the early stage of the test that the message transmission was sent with a high success 

rate according to the expected pattern (illustrated in Figure 4.9), the exchange of NA/NS messages 

between M1 and N1/N2 and BR disrupted the original CoAP transmission schedule, resulting in 

delayed CoAP transmission and multiple retransmissions. The optimised scheme in Figure 4.9 can 

be described as two phases. 

Phase 1: Intermediate node M1 wakes up first, actively sending DAO, and wait for DIS and DIOs 

exchanges between itself and BR. Similar to sequential wake up optimisation, the networking stage 

of M1 will last 6 seconds and data delivery slot will schedule as 2 seconds, in total of 8 seconds. 

Then intermediate node M1 retains the thread and radio on state for an additional 10 seconds. 

Phase 2: N1 and N2 wake up together to actively send DAO messages to parent node. The network-

ing stage is reserved for 5 seconds for both child nodes, and the data delivery slot is reserved for 5 

seconds. Compared to sequential wake up optimisation schemes, the redundancy in this longer 

communication window for child node is reserved for possible neighbour discovery activities.  

To decrease the CoAP retransmission, the next test tried increasing the time slot reserved for DAO 

messages and CoAP sending to 10s (extending the communication window to 20s in total), and the 

delivery rate was found to be less than 70% after 24h of testing (60 minutes communication rate) 

as the CoAP retransmission is unavoidable. Therefore, even if the duration of the reserved CoAP 

transmission window for each node is increased by 400% compared to the setting in the simulta-

neous wake-up strategy, there will still be uncontrollable CoAP retransmissions. Also, compare with 

sequential wake-up schedule in Figure 4.8, the amount of radio activities and the length of commu-

nication window are both increased which will result in a higher system energy consumption. There-

fore, the energy consumption evaluations in the next section will be based on the communication 

window optimization design under the sequential wake-up strategy.  

In both Figure 4.8 and Figure 4.9, each CoAP PUT request shown in the diagrams represents a pay-

load of 108 bytes. As described in Section 4.4, each request is fragmented into two packets with 

PSDU sizes of 122 bytes and 82 bytes respectively. For each fragment received, a link-layer ACK 

(IEEE 802.15.4 ACK) is issued by the receiver. Thus, the complete CoAP transmission process in-

volves two fragments and corresponding MAC ACKs. However, to improve clarity and readability, 
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only one CoAP request event is depicted in the diagrams. This simplification avoids clutter while 

still representing the full CoAP transaction. It is understood that the complete CoAP transmission 

process involves two fragments and their corresponding ACKs in actual operation.
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Figure 4.8. Optimisation of the communication window under sequential wake-up strategy. M1 wakes up for 18s (6s for M1’s network updates, 2s for sending M1’s data 

using CoAP, and then the rest 10s reserved for two child nodes); N1 and N2 both wake up for 5s sequentially (3s for network updates and 2s for sending CoAP packet). 
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Figure 4.9. Optimisation of the communication window under simultaneous wake-up strategy. M1 wakes up for 18s (6s for M1’s network updates, 2s for sending M1’s 

data, and then the rest 10s reserved for two child nodes); N1 and N2 both wake up for 10s simultaneously (5s for network updates and 2s for sending CoAP packet).
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4.6 Energy Consumption Modelling for Tree Topology Sleepy Networks 

The previous section has explained the design of communication window scheduling based on dif-

ferent wake-up strategies. As discussed above, sequential wake-up strategy can potentially avoid 

radio contention and enable the system to achieve more stable timing behaviour. Therefore, in the 

case of applying the sequential wake-up strategy, this section will attempt to estimate the energy 

consumption of the nodes at each level of the topology and the daily energy consumption of the 

system, includes ND, RPL control messages and CON-CoAP-based data transmission. 

4.6.1 Timing and Energy Consumption Estimation of Network Activities  

Although subsection 3.2.4 provides measurements of average current and timing for different sys-

tem activities, not all radio activities have been individually measured compared to those covered 

in Section 4.3. Although it is possible to obtain more accurate energy consumption data through 

direct current measurements for each radio activity on individual node with different position in 

the tree topology, such an approach can be replaced by estimation for system-level energy con-

sumption evaluation. While measurement-based analyses can provide more accurate estimates of 

daily energy consumption, the estimation methodology used next in this work is sufficient to obtain 

reliable results within an acceptable inaccuracy. In addition, optimisation results for the communi-

cation window established in Section 4.5, is mainly based on protocol behaviour and timing require-

ments rather than the exact time consumption of the different activities. Therefore, neither the 

direct measurement of radio activity nor the estimation through analysis affects the scheduling 

logic, as well as the optimisation results in the previous section.  

In terms of RPL radio activities, subsection 3.2.4 does not cover the measurement of DIS message 

exchange. Consequently, the subsequent discussion will refer to the PPDU timing for BPSK 20 kbps 

in the SAM R30 Xpro board datasheet [188]. Referring to the section 14.3 of SAM R30 Xpro 

datasheet [188], the maximum PSDU (127 bytes) timing under BPSK (20 kbps) is 50.8 ms which 

results in a rate of 0.4 ms/byte. The typically DIS message without frame check sequence (FCS) 

captured by sniffer is 29 bytes, 64 bytes for DAO message, 32 bytes for DAO-ACK message, and 79 

bytes for DIO message. According to the current and time duration measurements mentioned in 

subsection 3.2.4, the average time duration for DIO message is 93 ms, 139.5 ms for DAO and DAO-

ACK messages together. Generally, RPL control messages such as DIO, DAO, DAO-ACK, and DIS are 

generated and processed at the network layer, and they are encapsulated by the 6LoWPAN adap-

tation layer and passed on to the MAC and PHY layers next. It can therefore be assumed that, prior 

to transmission at the PHY level, protocol processing and queuing overheads vary only slightly 



Chapter 4 

110 

between different network layer message types. To calculate the PPDU timing, the time cost for 5 

bytes synchronisation header (SHR) and 1-byte PHY header (PHR), as well as the frame check se-

quence (FCS), should be considered. Referring to the datasheet, the PPDU timing can be calculated 

using the equation 4.1 below where FCS_length is 2 bytes: 𝑇௉௉஽௎ = 𝑇௉ுோ + 𝑇ௌுோ + 𝑃𝑆𝐷𝑈௕௬௧௘௦ ∗ 0.4 𝑚𝑠/𝑏𝑦𝑡𝑒 

= 2.0 𝑚𝑠 + 0.4 𝑚𝑠 + ൫𝑃𝑎𝑐𝑘𝑒𝑡௕௬௧௘௦ + 𝐹𝐶𝑆௕௬௧௘௦൯ ∗ 0.4 𝑚𝑠/𝑏𝑦𝑡𝑒 4.1  
Based on the PPDU timing calculations for BPSK at 20 kbps, the physical-layer transmission dura-

tions for typical RPL control messages are estimated to be 34.8 ms for a DIO message (79 bytes), 

28.8 ms for a DAO message (64 bytes), and 16.0 ms for a DAO-ACK message (32 bytes). And the 

time overhead except PPDU timing for DIO message is 58.2ms, and 94.7ms for DAO and DAO-ACK 

together. Therefore, the average time overhead except PPDU timing across RPL control messages 

is approximately 50.97 ms. For the DIS message (29 bytes), which was not directly measured in the 

previous experiments, the total time duration is estimated to be 65.77 ms based on above discus-

sion. This average non-PPDU time overhead is 50.97 ms including MCU processing/encapsulation, 

buffer reading, 6LoWPAN compression and fragmentation, MAC-layer framing, and channel access 

delay due to CSMA/CA check. However, given the current capabilities of embedded processing 

technologies, the onboard frame processing time is typically very short, often shorter than the min-

imum interframe spacing (IFS) of 12 symbol periods (0.6 ms) specified by the IEEE 802.15.4 standard 

[76]. The extra time overhead can be caused by MAC layer processing and channel assessment, as 

well as the onboard processing time cost. RIOT-OS has applied the unslotted CSMA/CA. Thus, refer-

ring to IEEE 802.15.4-2011, the default maximum number of backoffs is defined as 4 in CSMA/CA 

and the default BE value is ranging from 3 to 5. According to Equation 2.1, with 20 kbps BPSK mod-

ulation, a single delay caused by each backoff may reach 7 ms, 15 ms, 31 ms, and 31 ms respectively 

(duration of symbol period is 50 µs [205]). The accumulated delay caused by backoffs can reach to 

84 ms and Anwar et al.’s study [206] has indicated that the latency will increase exponentially if the 

CCA fails, and the caused delay is random and unpredictable. 

The IEEE 802.15.4 MAC acknowledgement (MAC-ACK) exchanges are captured after Neighbour Dis-

covery (ND) activities, DAO/DAO-ACK transmissions and forwarding, as well as CoAP message trans-

missions. Figure 4.10 illustrates the MAC-ACK frame structure. According to sniffer observations, 

the MAC-ACK frame contains a 3-byte MAC header (MHR) [62], including a 2-byte Frame Control 

field and a 1-byte Sequence Number.  
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Figure 4.10. IEEE 802.15.4 MAC-ACK frame structure (adapted from [188] and [62]). 

Under BPSK modulation, the maximum MAC timeout for receiving an IEEE 802.15.4 ACK frame is 

theoretically 264 symbols (20 kbps), which corresponds to a duration of 13.2 ms [188]. In actual 

sniffer-based measurements, the observed interval between data transmission and ACK reception 

is also reasonably distributed between 20 ms and 30 ms. Due to the short duration and limited 

energy impact of MAC-ACK, this study does not use existing measurement tools to directly measure 

the MAC-ACK duration and current consumption. In addition, in RIOT-OS, the transmission and re-

ception of MAC-ACKs are programmed in the radio driver and managed internally. The time dura-

tion of a MAC-ACK frame can be estimated to be approximately 4.4 ms using equation 4.1 above 

and the current consumption will be estimated same as the communication state average current. 

This estimation is further supported by Anwar et al.’s study [206], which showed a transmission 

time of 0.608 ms for a 4-byte MAC payload at 2.4 GHz/250 kbps which corresponds to about 7.3 ms 

under 20 kbps. Therefore, considering the different lengths of PHY preamble, FCS and 0 payload in 

MAC-ACK, the 4.4 ms estimate used in this study is a reasonable approximation. 

Also, according to the SAM R30 Xpro datasheet, the average current in receiving mode is 9.4 mA, 

which is approximately 51.65% of the average current in transmitting mode (18.2 mA) [188]. More-

over, for ND, RPL or CoAP messages where the current consumption at the receiving end is not 

measured in section 3.2.4, the average receive current will be estimated as 51.65% of the corre-

sponding transmission current. To evaluate and estimate the daily energy consumption for each 

node, the RX current reading of 9.4 mA will be used for the full duration of the estimated DIS re-

ception (65.77 ms), which includes not only the PHY-layer processing but also the processing and 

decoding activities in the upper protocol layers. 

For each message type, the transmission or reception duration is also related to the actual packet 

size. However, the actual packet size, such as RPL and CoAP messages, varies depending on the 

length of the options and payloads to be carried. Although packet transmission durations vary in 

size, the average current consumption values previously measured in 4.4.2 for the are still 
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reasonable to simulate the node's energy consumption because the measured current averages are 

based on a long sampling time of the radio activity. According to the radio observation results in 

section 4.3, as an example, a DAO message transmitted from node N1 or N2 to intermediate node 

M1 typically contains about 62 bytes, including a 32-byte information contains in RPL option field; 

subsequent DAO messages forwarded from M1 to the BR carry additional RPL options including all 

the child's transit information, and packet size is increased due to the two additional RPL options. 

For each additional child node, an additional 26 bytes of information will be added to the subse-

quent DAO message carrying additional RPL options, containing the RPL target information (the 

IPv6 address of the child node) and the RPL transport information (path control frame). Similarly, 

for the CoAP message, CoAP PUT request forwarded from N1/N2 to M1 was 9 bytes smaller than 

the packets that M1 forwarded to BR due to the extra 8 bytes source address and 1 byte hop limit 

frame. 

Table 4.4. Time durations and descriptions of estimated radio activities. 

M
e

a
s

u
r

e
d 

Message Descriptions PSDU size without 
FCS (Bytes) 

Time Duration 
(ms) 

DIO DODAG Information Object mes-
sages 79 93 

DAO DODAG Advertisement Object 64 
139.5 

DAO-ACK DAO Acknowledgement 32 

CoAP 
response 

A CoAP response contains 18 bytes 
data 78 130 

E
s

t
i

m
a

t
e

d 

DIS DODAG Information Solicitation 
messages 29 65.77 

DAO-H 

The DAO messages send by the par-
ent node to upper node after receiv-
ing DAO from its child. Assuming the 

number of child nodes is N_child.  

64+26*N_child 

94.7*0.5+28.8+0.
4*26*N_child 
=76.15+10.4*N_child 

IEEE 
802.15.4 

ACK 

The MAC acknowledgment frame 
used to confirm the reception of 

packet 
3 4.4 

CoAP CoAP message initiated by source 
node (108 bytes data) 

122 and 75 bytes in 
two fragments 182.8 

CoAP-H CoAP message forwarded by inter-
mediate nodes (108 bytes data) 

123 and 83 bytes in 
two fragments 186.4 

CoAP-ACK 
The acknowledgement frame used 

to confirm the reception of CoAP re-
quest 

56 121.2 

CoAP-ACK-H 

The CoAP acknowledgement frame 
forwarded by intermediate nodes 
with extra 8 bytes destination ad-

dress frame 

64 124.4 
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To initially evaluate the system daily energy consumption, section 3.2.6 estimated daily energy con-

sumption without considering the actual CoAP header and the extra PPDU time cost by the extra 

payload. In section 3.2.4, the CoAP GET request time duration is measured based on 18 bytes data 

payload (totally 80 bytes PSDU), including temperature data and timestamps. For 115 bytes payload 

size, two fragments will be generated and format 201 bytes PSDU including 2 FCS frames. Thus, the 

extra time overhead can be calculated as 52.4 ms including a 40 symbols (2 ms) minimum longer 

IFS (LIFS) [76]. Additionally, the CoAP PUT request forwarded from M1 to BR would cost another 

extra 3.6 ms due to the PSDU increasing for 9 bytes. Similarly, for CON-CoAP request, the CoAP-ACK 

is normally 56 bytes, and the CoAP-ACK that BR send to intermediate node for hopping to the des-

tination will have extra 8 bytes destination address frame. As discussed before, the onboard pro-

cessing time including the application and network layer could be lower than 0.6 ms, hence the 

additional processing time due to the increased payload length will be ignored. Next, based on the 

findings in subsection 3.2.4, the time duration for different radio activities is summarised and listed 

in Table 4.4 according to the observation in section 4.3 including the estimated results discussed 

above. 

4.6.2 Energy Consumption Model for Sequential Wake-Up Strategy 

The deployed nodes will firstly enter the networking stage to synchronise RTC timestamp with BR 

and form the network. After the initial synchronisation, the node goes to sleep until the start of the 

beginning of next hour. From then on, all the nodes will enter the sleepy network schedule as in-

troduced in Figure 3.6 and aligned to start precisely at the beginning of that hour. During the event 

loop, all the child nodes will be active sequentially to do the communication as shown in Figure 4.8. 

For all nodes, the time of entering the communication window is aligned, but there is a certain 

interval between the switching on of the transceiver and the start of the communication window 

for each node according to the requirements of sequential wake-up. For calculating the daily energy 

consumption of the nodes, the energy consumption of the nodes at each level of the topology is 

modelled next for the sensing stage, the communication stage and the sleep stage. Note that the 

board is working at 3.3V regulated by two on-board regulators. To distinguish between the various 

ranks of nodes, the RPL_Rank values of the nodes will be used in the modelling to calculate the 

energy consumption of the nodes in the topology as shown in Figure 4.5. Additionally, the data 

sampling rate is every 10 minutes, and transmission rate is every 30 minutes according to the most 

frequent rate from the discussed battery-powered long-term environmental monitoring projects in 

Section 2.7. Parameters used in this subsection are listed and explained as below: 

• 𝑁_𝑠 –the total number that node periodically reads the sensor based on the data sampling 

rate in minute. 
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• 𝑁_𝑐 – the total number that node periodically enters the communication window based on 

the communication rate in minute. 

• 𝑅௦ – the data sampling rate in minute. 

• 𝑅௖ –the communication rate in minute. 

• 𝐸_𝑠𝑒𝑛𝑠𝑒- energy consumption for one entire sensing window. 

• 𝐸_𝑠𝑒𝑛𝑠𝑒′- energy consumption for the sensing window following the communication win-

dow. 

• 𝑁௦௘௤௨௘௡௖௘- sequence number to identify the wake-up sequence for nodes with same RPL 

rank value. 

• 𝑅- the RPL rank value of the node. 

• 𝑁_𝑐ℎ𝑖𝑙𝑑- the number of child nodes associated to this parent node. 

• 𝐸௢௧௛௘௥- representing the sum of energy consumption for waking up the node and turn on 

& off the transceiver as required according to the Figure 3.6. 

For the sensing stage, node will wake up from sleep and enter the sensing state to read the sensor, 

store the data, and enter sleep state again once finished. For the subsequent sensing window next 

to the communication window, node will only read and store the data and enter to sleep state. The 

energy consumption can be calculated using equation 4.2 where 𝐸௦௪௜௧௖௛  is the average energy con-

sumption node switch between sleep and sensing state. According to the Section 3.2, 𝐸௦௘௡௦௘  is 

8.275 mJ and 𝐸_𝑠𝑒𝑛𝑠𝑒′ is 8.036 mJ. 𝐸௦௘௡௦௘ = 𝐸௦௪௜௧௖௛ ∗ 2 + 𝐸௥௘௔ௗ + 𝐸௦௧௢௥௘  𝑎𝑛𝑑 𝐸௦௘௡௦௘′ = 𝐸௦௪௜௧௖௛ + 𝐸௥௘௔ௗ + 𝐸௦௧௢௥௘ 4.2 

During the communication window, node will wake up and turn on transceiver to execute the net-

working activities until CoAP PUT request is successful. In a tree topology, M1, N1 and N2 will all 

enter the communication window aligned. However, N1/N2 will stay sleep until the previous node's 

scheduled communication is complete compared to M1 as explained in Section 4.5. 𝑁_𝑠𝑒𝑞𝑢𝑒𝑛𝑐𝑒 is 

defined here to distinguish the wake-up sequence that nodes with same rank value. For the inter-

mediate node, M1, the energy consumption during the communication window involves the net-

working consumption 𝐸௡௘௧௪௢௥௞௜௡௚ெଵ  and CoAP PUT request transmission consumption 𝐸஼௢஺௉ெଵ . During 

the networking period, there are RPL message and ND message exchanging that can be expected. 

Following that, M1 still need to keep waking up and help N1 and N2 to forward the DAO, DAO-ACK 

and CoAP messages. For each child node, the energy consumption of M1 acts as an intermediate 

node is defined as 𝐸௛௢௣௣௜௡௚ெଵ . Regarding to the 𝐸௡௘௧௪௢௥௞௜௡௚ெଵ , the typical number of multicast DIO 

messages transmitted and received by M1 are 6 and 4 respectively. Also, there will be mostly 2 

times ND message (1 NS and 1 NA) exchange observed between BR and M1. Equation 4.3 has 
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defined below to detail the energy consumption of communication window for intermediate node 

M1. 

𝐸௖௢௠ெଵ =  𝐸௡௘௧௪௢௥௞௜௡௚ெଵ + 𝐸஼௢஺௉ெଵ + 𝐸௛௢௣௣௜௡௚ெଵ ∗ 𝑁௖௛௜௟ௗ + 𝐸௢௧௛௘௥ 4.3 

Based on equation 4.3, the energy consumption during the first 6 seconds networking stage after 

M1 waking up, 𝐸௡௘௧௪௢௥௞௜௡௚ெଵ  is about 235.42 mJ. 𝐸஼௢஺௉ெଵ  is 83.93 mJ, 𝐸௛௢௣௣௜௡௚ெଵ  for 1 child node is 

209.53 mJ and 𝐸௢௧௛௘௥ is 2.76 mJ. Assuming there are 2 child nodes same as shown in Figure 4.5, 

then 𝐸௖௢௠ெଵ  is about 741.17 mJ. 

For each node with rank value of 768, it will wake up and turn on the radio after an offset period of 

sleep which is used to wait other node to finish the scheduled communication tasks. Taking the 

previous tree topology as an example, the  𝑁௦௘௤௨௘௡௖௘ can be 1 or 2 for different lowest layer node. 

If the N2 has the 𝑁௦௘௤௨௘௡௖௘  of 2, then before waking up, it will sleep for another 13 seconds once 

entering scheduled communication window starting time point. The energy consumption for N1 or 

N2 during communication window, 𝐸௖௢௠௖௛௜௟ௗ, can be detailed using equation 4.4.  

𝐸௖௢௠௖௛௜௟ௗ =  𝐸௦௟௘௘௣೚೑೑ೞ೐೟௖௛௜௟ௗ + 𝐸௡௘௧௪௢௥௞௜௡௚௖௛௜௟ௗ + 𝐸஼௢஺௉௖௛௜௟ௗ + 𝐸௢௧௛௘௥𝑤ℎ𝑒𝑟𝑒 𝐸௦௟௘௘௣೚೑೑ೞ೐೟௖௛௜௟ௗ = 3.3 ∗ 𝐼௦௟௘௘௣ ∗ [(𝑅 𝑚𝑜𝑑 256 − 2) ∗ 8𝑠 + (𝑁௦௘௤௨௘௡௖௘ − 1) ∗ 5𝑠] 4.4 

M1, N1, N2’s daily energy consumption can be formulated as follows. However, the 𝐸௦௘௡௦௘௡௢ௗ௘  includ-

ing the CoAP data transmission energy consumption will be affected by the data sampling rate. As 

mentioned earlier, the energy stacks for each state will be illustrated next using data sampling rate 

of every 10 minutes and transmission rate of every 30 minutes. Specifically, if data sampling rate is 

3 times faster than communication rate. There will be only 3 groups of data to be transmitted in 

one single communication window, results in a 54 bytes data payload. Then the estimated time 

duration for CoAP and CoAP-H messages are respectively 182.8 ms and 186.4 ms without consider-

ing fragmentation. Suppose the CoAP communication is ideal and no retransmission is required, the 

communication time should be 1 second.  

𝐸ௗ௔௜௟௬௡௢ௗ௘ =  (𝐸௖௢௠௡௢ௗ௘ + 𝐸௦௘௡௦௘௡௢ௗ௘ ′) ∗ 𝑁௖ + 𝐸௦௘௡௦௘௡௢ௗ௘ ∗ (𝑁௦ − 𝑁௖) + 𝐸௦௟௘௘௣௡௢ௗ௘ 5.5 

4.7 Model-Based Evaluation of Energy Consumption in a Tree Topology 

4.7.1 Energy Consumption under the Optimised Communication Window design 

Sleepy network daily energy consumption and energy stack for same data sampling rate (every 10 

minutes) and two communication rate (every 60 minutes and 30 minutes) is illustrated in Figure 

4.11. Similarly, compared with energy consumption of nodes in star topology in Section 3.2.6, the 



Chapter 4 

116 

daily communication energy consumption rises as the communication rate becomes more frequent. 

If the communication rate is every 60 minutes and data sampling rate is every 10 minutes, node 

daily energy consumption is 56.37J for intermediate node and 42.67J for child node (47.23J on av-

erage for 3 nodes).  

 

Figure 4.11. Sleepy network daily energy consumption (top) and energy stack (bottom) compara-

tion. For both panels, from left to right, results are based on a fixed sampling rate of 

10 minutes, with communication rate of 60 minutes ((a) intermediate node, (b) child 

node) and 30 minutes ((c) intermediate node, (d) child node). 
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Assuming the ContikiMAC or 6TiSCH is applied in this system, a daily energy consumption estima-

tion (including sensing energy consumption) can be done as following. If ContikiMAC is applied, 

assuming the CoAP data transmission keep the same and duty cycle is still 1.58%, the daily energy 

consumption is 105.46J on average for 3 nodes. Alternatively, if 6TiSCH is applied, the estimated 

daily energy consumption is 58.07J on average for 3 nodes. However, the influence of sleep energy 

consumption on the daily energy consumption of the system is obvious, as the energy consumption 

for sleep is about 37J per day. In the estimation, sleep energy consumption for ContikiMAC and 

6TiSCH occupying approximately 35% and 57% of the total energy consumption respectively. Thus, 

the sleep energy consumption will affect the comparison results proportionally when comparing 

the sleepy mechanism with applying ContikiMAC or 6TiSCH. By subtracting the sleep energy con-

sumption, the average daily energy consumption of the systems with optimised sleepy network 

design, applying 6TiSCH or ContikiMAC consumes 9.7J, 21.3J and 69.2J, respectively. Therefore, 

compared with same system applying 6TiSCH and ContikiMAC, sleepy network with optimised com-

munication window design can save an average of 54.5% and 86.0% respectively. 

However, it is noticed that the energy consumption for node N1/N2 (child node) is not doubled or 

more while the number of communication window and data payload are doubled (communication 

rate of every hour - 92.17% of RIOT’ CoAP payload limitation). It has indicated that the higher utili-

sation rates of CoAP packet payloads can instead improve efficiency, and the 6LoWPAN fragmen-

tation mechanism can help with energy utilization efficiency. Figure 4.12 shows the daily energy 

consumption for 𝑅௦ is every 10 minutes and 𝑅௖  ranging from every 10 to 60 minutes with step size 

of 10 minutes. Also, it has illustrated the percentage of correlated communication energy drop 

compared with when 𝑅௖ equals to every 10 minutes. The daily communication energy consumption 

decreases exponentially as 𝑅௖ becomes slower and gets closer to 6 times of 𝑅௦. In other words, as 

the amount of sensed data (e.g., 18 bytes) in a packet sent per communication gets closer to the 

system limit (i.e., 115 Bytes) the energy efficiency increases. This is consistent with the general the-

ory, hence only a simple quantitative illustration is made here (see equation 4.6). For this study, 

this result has suggested that maximum continuous data groups (defined as 𝐺௠) – number of data 

groups can be attached in one data transmission should be as close as possible to 115 bytes limita-

tion. Thus, as an example, if 18 bytes of data would be written in a single sensor reading, then 𝑅௖  

should be at least 6 times slower than 𝑅௦. If the 𝑅௦ is every 10 minutes, then the most frequent 𝑅௖  

that can ensure the energy efficiency is every 60 minutes, which leading to 6 groups of data in one 

transmission. Also, 𝑅௖  should be increased in integer multiples of 𝐺௠ as formalized below. Note 

that an increase of 1 in the 𝑁 number results in an increase of 1s in the time required for an extra 

CoAP transmission (2 fragments) to complete. 𝑅௖𝑅௦ = 𝑁 ∗ 𝐺௠,𝑤ℎ𝑒𝑟𝑒 𝑁 𝑐𝑎𝑛 𝑏𝑒 1, 2, 3, … 4.6 



Chapter 4 

118 

 

Figure 4.12. Daily energy consumption of an intermediate node (top) and a child node (bottom) 

under different communication rates. As the communication frequency decreases, 

communication energy consumption decreases in a non-linear manner. Red triangles 

indicate the percentage reduction in communication energy consumption relative to 𝑅௖ = 10min case. 

Additionally, the communication energy consumption for intermediate node M1 has much higher 

that child node, which is potentially because of two reasons: 1) the longer communication window 

slot length and 2) more packets has been received and transmitted compared with single child node. 
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If 2600mAh 18650 Lithium-Ion rechargeable battery is used for all nodes, the estimated system 

lifetime is 488 days and 645 days for intermediate node and child node respectively (𝑅௦ is every 10 

minutes and 𝑅௖ is every 60 minutes). 

 

Figure 4.13. Sleepy network daily energy comparation (top) and energy stack (bottom). For both 

panels, from left to right, results are based on a fixed sampling rate of 𝑅௦ = 10 minutes 

and communication rate of 𝑅௖ = 60 minutes. (a) and (b) refer to intermediate node 

and child node respectively using the optimised sequential wake-up scheme, while (c) 

illustrates the node using unoptimised communication window according to Figure 

3.9. 
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Figure 4.13 shows the energy consumption comparation between node with optimised and un op-

timised communication window, assuming sensing every is every 10 minutes and communication 

rate is every 60 minutes. Comparing the daily energy consumption of the above nodes using the 

optimised communication window with the unoptimised scenario in section 3.2.6, although the 

energy consumption of the intermediate nodes is not significantly reduced, the energy consump-

tion of the child nodes is dropped very significantly. Generally, the energy consumption of the in-

termediate nodes is reduced by about 4.2% while that of the child nodes is reduced by 27.5% com-

pared to the unoptimised scenario. Note that the communication window size for unoptimised 

node is 20 seconds which is 10% more than the 18 seconds window length applied in intermediate 

node. In a tree topology, radio packets are transmitted and received more frequently. Moreover, 

intermediate nodes must stay awake during the wake-up periods of their child nodes and handle 

approximately twice as many radio activities as child nodes. Consequently, the observed 4.2% re-

duction in energy consumption is still reasonable. On the other hand, the average energy consump-

tion of the optimised three nodes is reduced by about 19.7% compared to the unoptimised scenario. 

Thus, the optimised communication schedule in tree topology has averagely save more than 20% 

energy compared with classic scheduled sleepy network in general. By applying the optimised com-

munication schedule, sleepy network can be more “sleepy” while saving more energy, all under a 

relatively reliable communication condition - tested by a nearly 81% success rate and a 100% data 

delivery rate.  

The above figure (4.13) has shown the energy stack for the optimised daily communication window 

of the nodes in the case of 𝑅௖ = 60 and 𝑅௦ = 10. However, according to equation 4.6, the change 

in the daily energy consumption of the nodes with increasing N is not yet specified. This also means 

that the change in the daily energy consumption of the nodes caused with the decreasing number 

of daily communication windows (when N increases) are still to be discussed. To evaluate that, Fig-

ure 4.14 has illustrated the variation of daily energy consumption of different nodes for different 

values of N.  

In Figure 4.14, assuming that the data sampling rate is still every 10 minutes, thus, N is ranging from 

1 to 24 and the number of daily communications is equal to 𝑅𝑂𝑈𝑁𝐷𝐷𝑂𝑊𝑁 ቀଶସே ቁ. As The data sam-

pling rate is fixed, then the amount of data to send every day is same for all nodes. When N is equals 

to any number of integers {1,2,3,4,5,7,9,13}, the number of communication windows in 24 hours 

change by exactly one compared to the adjacent values of 𝑁 N within the range of 1 to 24. For 

example, when N is equal to 5, the number of communication window changes from 6 (N=4) to 4. 

Additionally, it is worth noting that when N equals to other number (ranging from 1 to 24) other 

than the set of integers {1,2,3,4,5,7,9,13}, a noticeable increase in energy consumption is observed 

compared to the previous N number. This increase is due to the transmission of additional 𝐺௠ data 
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groups during the communication. The reason for discussing this is as follows, if one observes only 

these few data points, it is possible to fit the influence of the communication window reduction on 

the daily energy consumption of the node. As a result, in this work, the average increase in daily 

energy consumption in joules (y) per node, caused by an additional 𝐺௠ data group, is fitted as a 

function of the number of daily communication windows (x) - detailed in following equation 4.7 and 

4.8 respectively. Also, the fitted curves describing the daily energy consumption (in joules) of inter-

mediate and child nodes as a function of the number of daily communication windows are pre-

sented in equation 4.9 and equation 4.10, respectively. Note that the N values of the used data for 

fitted curve in equation 4.9 and 4.10 belong to the set {1, 2, 3, 4, 6, 8, 12, 24}. intermediate node:             𝑦 = 0.02778 + 0.26843𝑥  𝑤ℎ𝑒𝑟𝑒 𝑒𝑟𝑟𝑜𝑟 ∝ [−0.12%, 1.104%] 4.7 child node:             𝑦 = 0.00256 + 0.1027𝑥  𝑤ℎ𝑒𝑟𝑒 𝑒𝑟𝑟𝑜𝑟 ∝ [−0.18%, 0.213%] 4.8 𝑦 = 41.60459 + 0.61855𝑥 − 0.000102132𝑥ଶ 𝑤ℎ𝑒𝑟𝑒 𝑒𝑟𝑟𝑜𝑟 ൏ ∓0.0043% 4.9 𝑦 = 39.86963 + 0.1216𝑥 − 0.0000337012𝑥ଶ𝑤ℎ𝑒𝑟𝑒 𝑒𝑟𝑟𝑜𝑟 ൏ ∓0.07% 4.10 

 

Figure 4.14. Daily energy consumption and lifetime of different nodes at different N values. Results 

are based on a fixed sampling rate of 𝑅௦ = 10 minutes, and N controls the number of 

daily communication windows as described in Function 4.6. 
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4.7.2 Energy Consumption Impact of Transmission Success Rate 

 

Figure 4.15. The influence of daily number of retransmissions on the percentage of energy con-

sumption increases (assuming success rate is 81%). The left Y-axis shows the percent-

age increase in daily energy consumption for intermediate nodes and sub-nodes with-

out retransmission, while the right Y-axis shows the number of daily retransmissions 

for different N. Simulation result shows that an extra retransmission for every four 

CoAP packets, with this assumption based on an 81% transmission success rate. Pa-

rameter N controls the number of daily communication windows as described in Func-

tion 4.6. 

In the 3-day test previously discussed, the average transmission success rate was measured as 81%, 

calculated as the ratio of successfully received packets to the total number of transmission attempts. 

Repeated radio activity results in additional energy consumption, and although the increase in en-

ergy consumption per retransmission is relatively small as a percentage of daily energy consump-

tion, quantifying this impact may provide a methodology and baseline for future work. To quantify 

and evaluate the energy impact of this retransmission overhead, the number of transmission at-

tempts per packet was calculated based on the inverse of the success rate, i.e. an average of 1.23 

transmission attempts were required. Therefore, in below simulation, it has defined that an addi-

tional retransmission is required for every 4 CoAP packets with 108 bytes data. Figure 4.15 shows 

the influence of daily number of retransmissions on the percentage of energy consumption in-

creases as the N number changing from 1 to 24. It has identified that the increase rate is strongly 

correlated to the number of retransmissions, and the retransmission energy for this simulation used 
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is 0.04109 J for child node and 0.11853 J for intermediate node. It also can be observed that another 

influence that affect the energy increases caused by retransmission is the number of communica-

tion window. Also, the smoothed portion of the curve tends to decrease because the impact of 

retransmission declines slightly, as the length of the communication window increases then leading 

to the increase in daily energy consumption. In short, with an 81% success rate, the impact of re-

transmission on the energy consumption of the system is less than 0.24 J (child node) and 0.71 J 

(intermediate node). 

4.7.3 Energy Consumption Impact of Increased Routing Depth 

The discussion in the previous two subsections (4.7.1 and 4.7.2) was based on the RPL tree topology 

with three layers. However, it has not yet analysed the energy consumption of nodes within the 

network following an increase in routing levels, nor the resulting energy consumption changes 

brought about by newly added child nodes. In general, when a new node with rank 1024 joins the 

network, the forwarding tasks of the upper-layer nodes increase, thereby raising energy consump-

tion. This subsection discussed how adding two nodes with a rank value of 1024 affects the energy 

consumption of nodes at different positions within the topology. 

 

Figure 4.16. Extended tree topology layout. 

From the previously used topology layout to the extended one shown in Figure 4.16, the tree to-

pology has been extended to 6 nodes including the addition of 2 new child nodes (S1, S2 node with 

rank value = 1024) belonging to N1. As discussed in 5.3 the DAO sent from M1 to BR is 64 bytes, at 

this stage during the simulation it is assumed that the DAOs are not fragmented and therefore the 

length of a single DAO packet is limited to the maximum PSDU (127 bytes). It is observed that each 

child node causes an increase of 26 bytes in the DAO sent upwards by the parent node, so the 
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number of new children added to the parent in the simulation is limited to 2. As a result, the S1 and 

S2 will extend the time cost on DAO messaging for extra 3 seconds in the following simulation. In 

this subsection, this work will simulate the energy consumption at all levels of nodes (except BR) 

based on the previous modelling and calculations. By analysing the nodes‘ energy consumption, 

this section will quantify the impact of the addition of the lowest level nodes (S1 and S2) on all the 

other levels' nodes, such as the percentage increase in energy consumption and the approximate 

fitted curve. 

 

Figure 4.17. The daily energy consumption (top) and energy stack (bottom) of nodes in the ex-

tended tree topology with a data sampling rate of 𝑅௦ = 10 minutes and a communi-

cation rate of 𝑅௖ = 60  minutes. 

Figure 4.17 shows the energy consumption stack for nodes in extended tree topology (𝑅௦ =10,𝑅௖ = 60). Compared with Figure 4.13, the energy consumption of M1 has increased with 17.0J 
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daily (30.1%), and N1 node has increased with 17.1J daily (40.0%). Also, the daily energy consump-

tion of S1 and S1 are 45.7 J which is 3.0J increases compared with N2. If 2600mAh 18650 Lithium-

Ion rechargeable battery is used, the respective lifetimes for M1, N1 and S1/S2 are 375, 461 and 

603 days. Compared to N2, S1/S2 has a maximum energy consumption increases of 1.5J when N=1, 

and has a minimum impact of 0.04313 J when N=24. The same extend of the energy consumption 

increase due to the same level of communication redundancy caused by S1 and S2 to the parent 

node. Additionally, both N1 and M1 consumed more energy compared to when S1/S2 were not 

added, but N1 experienced a higher proportional increase in energy consumption. This is because 

of the communication tasks undertaken by forwarding are more energy expensive than before. 

Similarly, the daily energy consumption changes for nodes as the number of daily communication 

windows decreases (as N increases) are discussed next. Figure 4.18 illustrates the variation of daily 

energy consumption of different nodes for different values of N. Like Figure 4.14, due to the trans-

mission of additional 𝐺௠ data groups, when N equals to other number (ranging from 1 to 24) other 

than the set of integers {1,2,3,4,5,7,9,13}, a noticeable increase in energy consumption is observed 

compared to the previous N number. However, with the addition of S1 and S2, the rate of increase 

in energy consumption caused by their addition to the other nodes is more important to investigate 

next. To maintain the generality of the modelling, the following simulation results will assume a 

retransmission rate of 0. 

Figure 4.18. Daily energy consumption of different nodes in extended tree topology for different 

N values, and N controls the number of daily communication windows as described in 

Function 4.6. 
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The increasing rate of daily energy consumption of N1 and M1 for each joined sub-node (𝑅 = 1024) 

is shown in figure 4.19. Same as section 4.7.1, the ratio of energy consumption increase caused by 

the newly added nodes to other parent nodes for different values of N will be modelled next. In 

Figure 4.19, since the consistency between the energy consumption increase in (a) and (b) is high, 

the influence will be modelled based on the average value of the two. By using the N values of in 

the set {1, 2, 3, 4, 6, 8, 12, 24}, the fitted curve has been modelled as detailed in equation 4.11. In 

the extended tree topology, by applying equation 4.9, 4.10 and 4.11, it is possible to simulate the 

change in energy consumption when applying additional child nodes on different nodes. 𝑦 =  8.52774 ∗  𝑥ିଵ, 𝑒𝑟𝑟𝑜𝑟 𝑟𝑎𝑡𝑒 < 0.00003% 4.11 

 

Figure 4.19. Increase in daily energy consumption of N1 (top) and M1 (bottom) per additional 

joined sub-node (𝑅 = 1024) in the extended tree topology. The left Y-axis shows the 

increase of energy consumption of different node per additional joined sub-node. 

And the right Y-axis shows the number of communication window which is relative to 

N numbers. 
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Equation 4.11 was obtained by fitting the two highly similar purple curves shown in Figure 4.19. 

Equation 4.11 may be used to estimate the additional energy consumption cost incurred by the 

newly added node with a rank value of 1024 for the upstream nodes. The significance of this esti-

mation approach is that, as routing depth continues to increase, the same formula can be used to 

approximate the energy consumption variations of other nodes within the topology of a sleepy 

network design, under the condition of a fixed data sampling rate 𝑅௦ of 10 minutes. Moreover, for 

upstream nodes, their data forwarding load increases proportionally with the number of lowest-

level sub-nodes. Consequently, in the design of a sleepy network under a tree topology, the overall 

network lifetime is primarily constrained by the energy consumption of the uppermost node (such 

as M1). 

Additionally, a method can be provided to estimate the maximum number of nodes the entire net-

work can accommodate, subject to certain reasonable assumptions. Note that the above assump-

tion, compared to the explanation of optimised communication window for sequential wake-up in 

Section 4.5, the S1 and S2 will wake up then spent extra 3 second on RPL routing information up-

dates when the tree topology extended. To make an estimation of maximum number of nodes that 

can be supported in the extended tree topology, this work will maintain the time requirement of 

CoAP transmission within 2s (same as Figure 4.8). Also, it is assumed that the round-trip time cost 

per hop is 150ms, which is the average latency recorded in the ping test results of Section 3.3.2. As 

tested in Section 4.5, CoAP PUT requests (108 bytes) were completed within 1 second and were 

executed at the very beginning of the scheduled data transmission slot for CoAP. Therefore, in the 

estimation of maximum number of nodes in the tree topology, it was assumed that the data trans-

mission time was still 2s with approximately 1s. Using this 1s for the transmission delay of added 

nodes, the rank value of the most remote node is 1792 (i.e. the seventh layer).  

Also, to consider and include the extra delay for the network maintenance activities, it was assumed 

that the time duration required for neighbour registration and routing updates was extended with 

an extra 3s every time when rank value is increased with 256 starting from 512. On the other hand, 

as child nodes are continually added, the communication window length of the upper-level node 

with rank 512 will gradually increase, thereby approaching the start time of the next sensing win-

dow defined by the sampling rate. To make this estimation, the sampling rate was set with every 

10 minutes to limit the increasing of communication window.  Therefore, the maximum number of 

nodes can be deployed in the extended tree topology would theoretically be 54 (including BR). Fig-

ure 4.20 is shown a simplified layout of tree topology with 54 nodes. 
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Figure 4.20. The tree topology layout with maximum number (54, including BR) of nodes. 

In this design, the communication window length has been specifically configured to address for 

potential retransmissions, enabling multiple hop transmissions to be completed within a single 

wake cycle. In practice, data transmission is typically accomplished within approximately one sec-

ond which is less than the allocated two-second data transmission duration. 

For the extended topology as shown in Figure 4.20, the rank value for most remote node is 1536. 

Assuming the round-trip time cost per hop is 150ms, the average delay for the most remote node 

can reach 750ms. Furthermore, each data packet contains 108 bytes of data, corresponding to a 

throughput of 1.15 kbps. This estimation is based on the following assumptions that nodes will not 

miss their allocated communication windows and will remain fully active throughout their wake-up 

periods. Consequently, packets can be forwarded immediately without waiting for subsequent 

communication windows. However, missing a communication window will delay packets that failed 

to be sent until the next scheduled window, resulting in increased end-to-end delay. However, 

nodes that miss the communication window will not affect subsequent data transmission by other 

nodes, and it is still ensured that unsend data will be transmitted in next communication window.  

4.8 Summary 

The objectives of this chapter were to optimize the communication window schedule for the low 

power sleepy network and evaluate the influence of some important factors’ change on system 

energy consumption. To achieve that, Section 4.3 investigated the radio activity and time required 

for nodes to reconstruct network when sleep duration exceeds a predetermined RPL Lifetime (3 

minutes) in a tree topology network. The star topology explored in Chapter 3 was simple to build 

and allows all nodes to communicate point-to-point during a predefined communication window, 

but this topology is less scalable compared to the tree topology. Therefore, in Section 4.3, this work 
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concentrated on the tree topology network, and investigated the network reconnection and data 

forwarding process following the wake-up of nodes from the sleep state. The investigated  network 

reconnection and data forwarding process involved multiple network maintenance messages such 

as ND and routing information updating (e.g., NA, NS, DIS, DIO, DAO, DAO-ACK, and CoAP messages). 

Experimental results showed that, unlike a star topology, a tree topology involves more complex 

control message exchanges for node network maintenance. Especially when multiple nodes wake 

up and try to connect to the network simultaneously, duplicated message exchanges and radio con-

gestion are likely to occur which results in increased latency and energy consumption. When all 

nodes woke up at the same time, the duplicated message exchanges and radio congestion were 

observed, and the network maintenance process usually took 33% more time than the sequential 

wake-up approach. In contrast, the sequential wake-up approach is effective in reducing the likeli-

hood of network congestion, but it introduces additional complexity in execution. It was also ob-

served that nodes actively sending DAO messages to update routing information is more certain 

and reliable than passively waiting for network response. Therefore, it is recommended that nodes 

adopt a sequential wake-up strategy and send DAO messages actively at the beginning of commu-

nication window to ensure the reliability and energy efficiency of the network reconnection process. 

Next, based on Chapter 3, to investigate how to optimise the communication window scheduling 

in tree topology networks, Section 4.4 examined the maximum size of the CoAP payload and the 

implementation of the 6LoWPAN fragmentation mechanism in RIOT-OS. It was found that the max-

imum CoAP payload supported in the RIOT-OS system is 115 bytes and the effect of the 6LoWPAN 

fragmentation mechanism on CoAP requests is clarified. To avoid additional energy consumption 

and to improve the system's predictability, this section proposed a reliable design scheme for CoAP 

transmission and discussed the retransmission mechanism design for this work. Experimental re-

sults demonstrated that transmitting a maximum payload of 115 bytes requires a communication 

spacing of 2 seconds. The required time interval for network reconstruction and data transmission 

following the wake-up of a node under different wake-up strategies has been clearly investigated 

previously. Therefore, in Section 4.5, this work proposed an optimised scheme for the scheduling 

of nodes’ communication window under different wake-up strategies (sequential and simultane-

ous). In addition, this section compared the effects of sequential and simultaneous wake-up strat-

egies on the communication stability of the system. The experimental results suggested that the 

optimised communication window scheduling with sequential wake-up strategy in tree topology 

can effectively improve the system communication efficiency. 

To examine the consequences of changes in key factors in the network on the energy consumption 

of the system, such as the communication rate, the increase in routing depth and the number of 

packets that need to be sent for a single communication, Section 4.6 modelled the energy 
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consumption of the system with the optimised scheduling solution. To ensure the feasibility of the 

modelling, a fixed data sampling rate (10 minutes) was used. After simulating and estimating the 

current and duration of the nodes during the activities such as ND, RPL control messages and CoAP 

data transmission, this work modelled the energy consumption of each node at different positions 

(RPL rank value) in the topology. It was also found that the payload size utilisation will affect the 

energy efficiency of the system, therefore it was recommended that the data payload for a single 

sending activity should be as close as possible to the system limit. For this design, with communi-

cation and data sampling rates of 60 minutes and 10 minutes, respectively, the node daily energy 

consumption is 56.37J for intermediate node (about 488 days lifetime using 2600mAh 18650 bat-

tery), 42.67J for child node (about 645 days lifetime), and 47.23J on average for 3 nodes (about 583 

days lifetime). Excluding the influence of sleep energy consumption, comparing systems with 

6TiSCH or ContikiMAC applied, the sleepy network with optimised communication schedule could 

save an average of 54.5% and 86.0% respectively. Finally, Section 4.7 evaluated the energy con-

sumption of tree topology networks based on the established model in Section 4.6, investigated 

the influence of different communication rates, packet retransmissions and increase in routing 

depth on the energy consumption of individual node of the system. Section 4.7 also concluded the 

changes in the energy consumption of typical nodes by fitting the simulation results. 
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Chapter 5 Conclusion and Future Work 

In contrast to ESN technology, E-IoT uses IP-based protocols, thus allowing sensor networks to con-

nect directly to the Internet and gaining from standardisation. In addition to increased flexibility, E-

IoT supports bidirectional access between the user and the sensor network. The objective of this 

work is to propose a low-power sleepy network design for IPv6-based environmental IoT systems, 

focusing on how to minimise the communication window duration while maintaining communica-

tion reliability. To achieve this goal, this thesis has made the following three main contributions. 

• Research question 1: Can a schedule-based sleepy network reduce overall energy consump-

tion compared to duty cycling MAC approaches? 

o Design and implementation of a low-power sleepy network system: In conjunction with 

the discussion of protocol selections in Chapter 3, this work identifies protocol options 

including 6LoWPAN, RPL and CoAP. An environmental IoT system was developed using 

standard protocols (IEEE 802.15.4 MAC, 6LoWPAN, RPL and CoAP) and hardware platform. 

This chapter has also estimated the daily energy consumption of system applying sleepy 

network schedule (38.48J) and MAC protocols such as 6TiSCH (47.25J) and ContikiMAC 

(99.54J) based on the current consumption measurements. In addition, system activities 

such as sensing, radio transmission, neighbour discovery and routing control were meas-

ured. These measurements provide the basis for calculating daily energy consumption and 

optimising communication scheduling. It was discussed that, nodes have the potential to 

complete the necessary radio activities in 2 seconds resulting in a possibility of saving 

more energy through optimising the communication schedule.  

• Research question 2: How can energy consumption be reduced by optimising communica-

tion windows within a tree topology? and what is the resulting energy consumption model? 

o Optimization of Communication Windows in a Tree Topology: This work investigates the 

minimum time required for network maintenance, routing information updates and sens-

ing data transmission after a node wakes up. In addition, this work proposes an optimisa-

tion scheme for communication window scheduling under different wake-up strategies 

(sequential and simultaneous) in a tree topology. Assuming the ContikiMAC or 6TiSCH is 

applied in this system, for communication rate of every hour and data sampling rate of 

every 10 minutes, the daily energy consumption of sleepy network design with optimised 

communication schedule can save an average of 54.5% compared with applying 6TiSCH, 

and 86.0% compared with ContikiMAC.  

o System Energy Consumption Modelling and Profiling in Tree Topology: Based on the 

above measurements of radio activities in a star topology and the variations in a tree 
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topology, this work predicts the energy consumption of different radio activities in com-

plex topologies. Based on the prediction results and modelling, Section 4.7 summarises 

the daily energy consumption of the system with an optimised communication scheduling 

scheme. Afterwards, the influence of communication rate changes, packet retransmis-

sions and increase in routing depth on the daily energy consumption of the system is also 

analysed. Finally, this work proposes a method to predict the energy consumption 

changes of typical nodes by fitting the influence mode of energy consumption changes. 

This research has established assumptions and scope limitations before reaching any conclusions, 

which consequently leads to certain limitations in the study. Firstly, in Section 3.2, this work pro-

vides detailed measurements of node activities within a star topology. Although the energy con-

sumption of star topology nodes is estimated based on observed numbers and patterns of network 

activities, the energy consumption of each activity has been calibrated using measured values. How-

ever, due to uncertainties such as measurement noise and timing jitter, the recorded current and 

time duration inevitably contain errors. The estimated node energy consumption remains approxi-

mately 3.2% higher than the actual measured consumption. Although the error is relatively small, 

it demonstrates that the measurement and modelling methods adopted inevitably introduce un-

certainty to some extent. While the energy verification within a star topology demonstrates the 

proposed method is feasible, measurement errors may accumulate or become more apparent 

when the topology is extended to a more complex tree topology. 

Compared to systems in actual deployment, current work is still being progressed under certain 

assumptions. The objective of the current work is to minimise energy consumption while ensuring 

reliable communication. However, when deployed in the real world, some extreme scenarios may 

challenge the reliability of current designs and results, such as errors in node time synchronisation 

or unexpected node disconnections. On the one hand, when a node experiences time synchronisa-

tion errors, it may miss scheduled communication windows or initiate communication at unex-

pected times. In such circumstances, data intended to be transmitted may conflict with other 

nodes' transmission activities or even result in data loss. To address this challenge, this work re-

quires designing appropriate periodic synchronisation windows in future based on deployment re-

quirements. According to a predefined schedule, the user can easily send the real-time epoch to 

every node within the synchronisation window to achieve time synchronisation. Additionally, when 

data delivery errors at a node accumulate to a certain threshold, the node shall be forced into sleep 

mode and subsequently restarted within a subsequent synchronisation window through specially 

designed mechanism to re-establish time synchronisation. 
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On the other hand, when a node becomes faulty or unreachable due to energy depletion or other 

factors, the planned topology will be serious affected. Under this situation, data from such nodes 

cannot be delivered according to the originally scheduled timetable, and the transmission at other 

node may also be affected due to changes in the topology. Therefore, it is also necessary for this 

work to detect the reachability of each node in the original plan during the initial phase of the pe-

riodic synchronisation window. Therefore, it is also necessary for this work to detect the reachabil-

ity of each node in the original plan during the initial phase of the periodic synchronisation window 

opening. Furthermore, before the resynchronisation begins, an algorithm should be designed to 

adaptively modify each node's schedule in response to topology changes. 

5.1 Contributions 

This work focuses on sleepy networks rather than MAC-based solutions as it has the potential to 

reduce radio switch-on frequencies and optimise overall energy consumption. Through a review of 

key technologies and protocols related to ESN and E-IoT development and applications, Chapter 2 

provides an overview of the technologies and protocols at each layer of the network stack. To iden-

tify the requirements and properties for ESNs mentioned in first research question, Chapter 2 also 

analysed and categorised over 20 ESN projects that have been implemented. Moreover, inspired 

by the work of Borges et al. [135], this chapter also analysed the existing ESN projects by determin-

ing the characteristic parameters. The characterisation parameters are monitoring target, sensor 

type, operating system (OS), sampling rate, communication rate, power management, data delivery 

model, network protocol, and those parameters are applied here to characterise the requirements 

and properties of ESN system which has also been detailed in Table 2.6. The relevant cases were 

classified into five categories, and the diversity design of each project was characterised according 

to eight parameters. By comparing the characteristics of different technologies, it was summarised 

that the protocols should be considered in the system are IEEE 802.15.4, 6LoWPAN, RPL and CoAP.  

This work designed a sleepy network system on RIOT-OS. Through the application of high precision 

RTC, DS3231, this work introduced a schedule-based sleep/wake-up scheduling mechanism for the 

above system in both star and tree topologies. By analysing the different control strategies in the 

sleep/wake-up mechanism in WSN, including topology control and duty cycling schemes, this work 

also clarified the characteristics of the different strategies. Moreover, in subsection 3.2.5, the en-

ergy consumption in the cases of 6TiSCH, ContikiMAC and sleepy network scheduling were also 

estimated and compared. In the estimation described in subsection 3.2.5, the daily energy con-

sumption of the sleepy network approach could save 61.4% energy compared to ContikiMAC and 

18.6% compared to 6TiSCH under the same system design. In addition, this work experimentally 

measured and recorded the average current and duration of each type of network activity in the 
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system, such as neighbour discovery and routing maintenance (RPL related radios). By utilizing the 

measured power consumption and the deployed sleepy system schedule, Chapter 3 has also con-

cluded the system daily energy consumption and lifetime, as well as the effect that data sampling 

rate/communication rate can bring to the system. For communication once a day and data sampling 

every 10 minutes, the daily energy consumption is about 39.8 J, and estimated lifetime is approxi-

mately 700 days (estimated using 2600mAh 18650 Lithium-Ion rechargeable battery). Based on this, 

the chapter also presents a reliable assumption for reducing the length of the communication win-

dow, i.e., the shortest time required for communication is expected based on Equation 3.1. The 

system energy consumption is predicted by combining the characteristics of various types of net-

work activities with actual measurements. The prediction results show that the optimised commu-

nication window can bring about a maximum reduction in energy consumption of more than 30% 

(communication rate of every hour). So far, this work has discussed the architecture of the sleepy 

network and analysed the real energy consumption. Through comparison, it is found that the sched-

ule-based wake/sleep mechanism is more energy efficient than the duty cycling MAC mechanisms 

(6TiSCH and ContikiMAC) in situations where frequent data sending is not required (e.g., commu-

nication every hour). 

Nodes do not generate any radio activity while sleeping, so it is necessary for the node to complete 

some radio activities (e.g. neighbour registration, routing information maintenance, etc.) before it 

sending data upwards  [190]. In the more complex tree topology, to investigate the research ques-

tion 2, this work further investigated the influence of different sleep durations/wake-up frequen-

cies on the expected system radio activities, especially on neighbour discovery and routing update 

activities. Through observing and analysing the radio activity patterns of nodes waking up after a 

sleep duration greater than RPL lifetime (3 mins), this work proposed and tested the optimised 

scheme for the scheduling of nodes’ communication window with sequential/simultaneous wake-

up strategy in section 4.5. Note that the system is operated based on epoch time, and the RTC time 

reading supported by RIOT-OS has a step size of 1 second. 

Firstly, in the tree topology system shown in Figure. 4.5, the optimised communication scheduling 

under the sequential wake-up strategy is shown in Figure 4.8. Briefly, the minimum communication 

time required by an intermediate node after waking up is approximately 6s for network mainte-

nance, 2s for completing its scheduled CoAP transmission, and additional 5s reserved for commu-

nication with each child node. For child nodes operating under the optimised communication 

schedule with a sequential wake-up strategy, the minimum time required is approximately 3s to 

complete network maintenance after waking up and 2s to complete the scheduled CoAP commu-

nication. When nodes operating under the simultaneous wake-up strategy as illustrated in Figure 

4.9, the time requirements for intermediate nodes remain consistent with the sequential wake-up 
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strategy. However, for two child nodes, the minimum time required for each node to wake up and 

complete network maintenance and scheduled CoAP communication is approximately 5s and 5s, 

respectively. Further test revealed that the system performance under the synchronised wake-up 

strategy is inadequate compared to the sequential wake-up strategy. It was found that the system 

under the simultaneous wake-up strategy, although the scheduling scheme was functional, 

achieved a delivery rate of less than 70% in a 24-hour continuous test (even though the communi-

cation window of the child nodes was increased to 20s). In contrast, the system applying sequential 

wake-up achieved 100% delivery rate and 95.5% success rate during test. In short, this work inves-

tigated and proposed the sleepy network design with optimised communication window schedule, 

and identified that system applying sequential wake-up strategy has better reliability compared 

with simultaneously wake-up. 

Following on that, based on the actual measurements of radio activity in Chapter 3 and the more 

complicated radio activity patterns in the tree topology, section 4.6 modelled the energy consump-

tion of the system using the optimised scheme for communication window with sequential/simul-

taneous wake-up strategy. On average, the energy consumption of the optimised three nodes was 

reduced by about 19.7% compared to the unoptimised scenario (𝑅௦ = 10 𝑚𝑖𝑛𝑠,𝑅௖ = 60 𝑚𝑖𝑛𝑠 ). 

In subsection 4.7.1, This work also compared the optimised sleepy network design with system as-

suming ContikiMAC or 6TiSCH is applied. Excluding the influence of sleep energy consumption, the 

daily energy consumption of the sleepy network with optimised communication schedule saved 

86.0% compared to ContikiMAC and 54.5% compared to 6TiSCH. It is obviously that the optimised 

sleepy network design is more energy efficient than the system if applying ContikiMAC or 6TiSCH. 

6TiSCH is a synchronisation scheme with high reliability and real-time capabilities. Compared to the 

sleepy networks, the advantage of using ContikiMAC and 6TiSCH is that user will be able to get data 

more frequently or even in real-time which can provide better flexibility. Nodes will remain syn-

chronised for the running time after schedule is established if applying 6TiSCH, and ContikiMAC is 

an asynchronous protocol. As opposed to the above-mentioned application of the MAC protocol, 

sleepy network also needs to consider resynchronise the RTC timer to compensate the time drift. 

However, the problem is that network maintenance will be continuous which costs more energy, 

and sleepy network can potentially reduce the energy cost of network maintenance during the time 

period when nodes are not required to send data. 

Subsequently, during the modelling process, this work also summarised the possible time-con-

sumption variations of the various types of radio activities depending on the node's position in the 

tree topology. Based on the results of the modelling, Section 4.7 also explored the impact of 

changes in several system indexes on the energy consumption of individual nodes of the system 

(including communication rates, packet retransmission and increase in routing depth), and 
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modelled the energy consumption variations of nodes in different position by fitting the simulation 

results. In section 4.7, it found that the ratio between the data sampling rate and the communica-

tion rate should be aligned with the system's payload limits (detailed in equation 4.6). Also, with a 

fixed data sampling rate (every ten minutes), this section also estimated the relationship between 

the daily energy consumption of the intermediate node/sub-node and the number of daily commu-

nication windows by applying curve fitting method. Under the same topology and with a success 

rate of 81%, the retransmission has an impact of less than 0.24 J and 0.71 J on the daily energy 

consumption of the child and intermediate node, respectively. Finally, when the topology is 

changed (check Figure 4.16), the original intermediate node and child node’s energy consumption 

increases by 30.1% and 40.0%, respectively. 

5.2 Future Work 

As a summary of the work done in the doctoral research, there are still some aspects of this work 

that need to be further improved. For the areas where further work can be carried out, at the sys-

tem level, one important direction is to further increase the minimum step size of the optimised 

communication window scheme. Currently, the optimised communication window schedule has a 

minimum changing step size of seconds due the limitation of RTC time reading in RIOT-OS. It is 

potential to consider and design a more precise optimisation scheme in millisecond in the future. 

Therefore, it is necessary to further optimise the design of the communication window schedule. 

For child nodes, an algorithm can be designed to recognise the reception of both DAO-ACK and 

CoAP-ACK, which can further reduce the unnecessary radio idle time. For intermediate nodes, al-

ternative timer control can be considered to more accurately reserve the data transmission inter-

vals required by the child nodes. Optimisation schemes of communication windows with higher 

step size will further reduce the system energy consumption. Meanwhile, it is important to note 

that the data rate will decrease when the carrier frequency becomes lower which requires a longer 

transmission duration. Therefore, if the step size of the optimisation scheme can be further im-

proved, future work can propose a more flexible scheme that can be widely applied to other fre-

quency bands. 

Future work could also introduce other energy-saving approaches, such as data reduction mecha-

nisms. Concise Binary Object Representation (CBOR) [207] is a binary serialization format based on 

JavaScript Object Notation (JSON) which allows encoding of structured data to reduce the amount 

of data transferred and system energy consumption. In addition, Dias et al. has categorised and 

summarised the predicational-based data reduction method in WSN which can be applied in both 

nodes and cluster heads [19]. The above data de-redundancy methods can reduce the system's 

energy consumption, but they also introduce new complexities, especially in terms of computation. 
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Therefore, an important future research direction is to consider analysing the impact that the in-

troduction of such methods may have on similar systems in the thesis. 

In addition, the selection of sensor type may also have an impact on the design of the communica-

tion schedule. This system design has not been implemented, so in the future, it is necessary to plan 

a field test to deploy the optimised sleepy network design. In real-world deployments, the selection 

of sensors still needs to be determined by combining the users' requirements with the specific char-

acteristics of the deployment environment. Chapter 3 found that nodes can be equipped with a 

single sensor or multiple sensors at the same time, and the size of a single data sample can be a 

dozen bytes or more (images). In real deployment, the equipment of various sensor should affect 

the optimised communication rate selection and daily energy consumption, which can be used to 

valid the accuracy of the system modelling and energy profiling results in this thesis. Also, compar-

ing the predictions with the observed system lifetime after long-term deployment is a potential 

topic. Chapter 5 of this thesis provided a methodology to evaluate the daily energy consumption of 

the corresponding system, as well as a percentage estimation model that determines the impact of 

different factors (e.g. data sampling/communication rate, retransmission rate and topology 

changes) on the energy consumption of a typical node. In the future, predicting the energy con-

sumption of nodes at different locations in the topology based on possible deployments, and pre-

dicting the effect of the real single-sampled data size on the energy consumption of the system 

using the analytical process and formulas in Chapter 5 is also a valuable research topic.  

Outside the system level, current systems demonstrate that E-IoT can provide bi-directional com-

munication capabilities and good interoperability. In the future, the system could also allow the 

user to dynamically adjust the parameters of the schedule, such as the data sampling and commu-

nication rate, according to actual user requirements. The current design is there to push data up-

wards along the tree topology, in the future, it will also be necessary to consider introducing a sen-

sible design to accommodate possible downwards data flows. Depending on the current design, 

future works could also consider extending the communication window or reserving specific time 

slots to receive messages (such as changing data sampling rate and resynchronise RTC timer) from 

users without redeploying nodes. Users can easily maintain synchronisation by iterating through all 

nodes and sending the real-time clock to them using the CoAP PUT.
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A.1 Testing Low Power IP-Based Sensor Networks in a Forest Environment

Martinez, K.; Lu, J.; Kendall, S.; Hart, J. K. 

In previous research we showed that a fully IP (standards compliant) sensor network could be 

used over a large mountainous study area (mountainsensing.org). One of the advantages of these 

low power 6LoWPAN networks is their automatic mesh networking, which not only adapts to 

faults but allows systems to communicate over longer distances than high power radio. Another 

advantage is the web-like CoAP protocol we used which allows data to be gathered using simple 

Python code. Advances in protocol standardisation and the increased availability of sub-GHz ra-

dios being included in ICs for IoT and other applications means there is a greater choice of hard-

ware. 

This paper describes our experiments in a forest environment, where there are signal issues due 

to trees and foliage but also radio shadows due to the terrain. They are thus representative of 

many earth science sensing scenarios. We used a low cost system-on-chip microcontroller which 

includes a low power 868MHz radio (Microchip SAMR 30) and the open source RIOT operating 

system (www.riot-os.org) to provide the network functionality. The studies were carried out in 

The New Forest in the UK. 
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A.2 Understanding Energy Consumption in                             
Real-World E-IoT systems with CoAP, RPL, and 

6LoWPAN 

Jiawei Lu[0009-0003-4326-6722], Kirk Martinez[0000-0003-3859-5700] and Alex Weddell[0000-

0002-6763-5460] 

University of Southampton, University Road, Southampton, UK  
Jiawei.Lu@soton.ac.uk, {km,asw}@ecs.soton.ac.uk 

Abstract. This paper investigates the energy consumption of Environ-
mental Internet of Things (E-IoT) systems using CoAP, RPL, and 6LoW-
PAN. We focus on Sleepy Networks, a method to save energy in battery-
powered nodes where nodes spend most of their time sleeping and 
have regular communications windows. Our experiments used the Mi-
crochip SAM R30 Xplained Pro platform and measured the current and 
time duration of system activities. This included reading sensors, storing 
data, and the radio activities controlled by the network protocols. After 
measuring the power consumption of the various states in detail, we 
explored the effect of network maintenance on scheduling and energy 
consumption. The results indicate that reducing sleep energy consump-
tion is fundamentally important. While considering the user require-
ments and the volume of produced data, the results show that optimiz-
ing the communication window can reduce energy consumption fur-
ther. Therefore, we suggest to further reduce the energy consumption 
of the system, it is necessary to take a balance between network relia-
bility and energy consumption. 

Keywords: E-IoT, Energy Consumption, RPL, CoAP, 6LoWPAN. 

1 Introduction 

Wireless sensor networks (WSN) can be used to monitor remote/hazardous en-
vironments such as unpopulated or geohazard-prone areas where the resources 
are limited, and system maintenance is challenging. Martinez et al. [1] proposed 
the notion of Environmental Sensor Networks (ESNs) which are WSNs specifically 
designed to carry out continuous sensing of the natural environment. The devel-
opment of low-power protocols standardised for sensor networks and IP-based 
standards [2], can enable full internet connectivity and enhance the interopera-
bility of ESNs, enabling them to become more open and heterogeneous net-
works. The notion of Environmental IoT (E-IoT) [3] emerges to allow bidirectional 
access between users and sensor nodes which emphasises device connectivity 
across vendors and integrates with the internet.  The system design should 
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consider the collaboration of different protocols and technologies to withstand 
various real-world environmental challenges. Power consumption is one of the 
most critical elements that will decide the system’s lifetime and reliability [3]. 
Thus, Low-Power protocols and efficient power management of the system are 
critical when developing remote E-IoT systems. 

From the application layer to the physical layer, various low-power pro-
tocols can be applied to the low-power network stack, such as the Constrained 
Application Protocol (CoAP), Low-power Wireless Personal Area Networks based 
on IPv6 (6LoWPAN), and the IPv6 Routing Protocol for Low-Power and Lossy-
Networks (RPL). We concentrate on an IP-based E-IoT system so non-IP-based 
protocols such as Long Range Wide Area Network (LoraWAN) will not be consid-
ered here. 6LoWPAN was designed for the requirements of low-power networks 
and brings uniformity to IoT networks. CoAP [4] is an application protocol de-
signed for these resource-limited systems [4]. CoAP has low complexity as it uses 
UDP, not connection-based TCP protocol. While UDP lacks built-in mechanisms 
for error recovery or retransmission of lost packets CoAP provides these fea-
tures. To enhance packet reliability, a CoAP transaction can optionally wait for 
an acknowledgement (ACK) from the receiver and retransmit the packet after a 
timeout. The inclusion of a 2-byte Message ID in the CoAP header allows the 
sender to identify ACKs to avoid duplicate transmissions. RPL can effectively ex-
tend the range of the network through packet forwarding. Previous studies have 
focused on improving the efficiency, applicability, and operation of 6LoWPAN, 
RPL and CoAP by simulation [5], and have concluded that limited power is the 
main challenge of WSNs based on these protocols [6]. We are interested here in 
the real-world energy efficiency of E-IoT systems using these low-power proto-
cols. 

Improving system energy efficiency to extend system lifetime is a com-
mon challenge in designing a real-world E-IoT system. It is critical for remote and 
hazardous environment monitoring systems as it fundamentally decides the fea-
sibility and maintenance issues of deployment. IEEE 802.15.4 MAC is the de facto 
underlying MAC specification for devices to run in low-power mode to save 
power [7]. The mechanism of IEEE 802.15.4 MAC has defined to avoid collisions 
is Carrier Sense Multiple Access with Collision Avoidance (CSMA-CA). MAC pro-
tocols such as ContikiMAC [8] which build on top of IEEE 802.15.4 are designed 
to optimise the power consumption further. ContikiMAC uses a Radio Duty Cycle 
(RDC) and CSMA [8]. It applies a duty cycle mechanism (8 Hz by default), waking 
up nodes for transmission after two successive Clear Channel Assessments 
(CCAs) are identified [8]. The Mountain Sensing [9] project used ContikiMAC as 
it saves power while making the network appear to be always alive. The Sleepy 
network implemented in this study schedules the nodes to intermittently com-
municate and run in a low-power sleep state after completing planned tasks. 
Nodes are designed to wake up periodically to execute required tasks such as 
sensing and data transmission on a regular schedule. We focus on a sleepy net-
work rather than a MAC-based solution, as it has the potential to reduce unnec-
essary transitions and potentially optimise overall energy consumption.  
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In previous research, we explored the practical implementation of en-
ergy-efficient E-IoT systems in some real-world scenarios. The Mountain Sensing 
project [9] implemented an E-IoT system using ContikiMAC which proved that 
868 MHz 6LoWPAN with Contiki can support the ESNs more efficiently compared 
with 2.4 GHz-based ESNs. It also showed that the multi-hop 6LoWPAN network 
could cover 3.5 km over a mountainous environment. A system based on a low-
cost system-on-chip (ATSAMR30) was tested in a forest environment, which pro-
vides an in-forest range of typically 150-200m depending on the environment 
[10]. This SoC has an 868 MHz low-power radio (13mW) and ran the RIOT oper-
ation system (RIOT-OS) [11].  

In this experiment, our objective is to analyse the energy consumption of 
a sleepy E-IoT system using CoAP, RPL, and 6LoWPAN based on RIOT-OS. This 
aims to explore the impact of different design choices on the system's lifetime. 
The system features can be split into three aspects: (1) user-configurable system, 
(2) energy-efficient sleep schedule, and (3) adaptive energy-efficient RPL config-
uration. This E-IoT system should be able to allow the user to configure and
change the features of the system, such as communication and sensing fre-
quency, depending on their requirements. Meanwhile, the system is adaptive to 
dynamic changes which means that the system should be able to intelligently
modify the configurations such as schedule and routing parameters, to adapt to
the configuration change. When designing such an efficient sleepy network, the 
fundamental task is to ensure the system is energy efficient while providing the
users with data when they require it. With efficient collaboration between sys-
tem software and hardware, all the components should be able to reliably work
with the sleepy network schedule. The IoT network stack requires a certain level 
of system activity for maintenance, which could potentially clash with our use of 
minimal communications windows. The analysis of the system's current con-
sumption for different activities during sleep, sensing, and communication state
will be introduced in Section 3.

This paper is an experimental investigation into the energy consumption 
of the sleepy E-IoT network. By measuring and analysing current consumption 
under various scenarios, we not only contribute experimental data to the field 
but also reveal potential areas for optimization. This research is particularly rel-
evant in the context of advancing the understanding of low-power IoT device 
behaviour, offering valuable benchmarks for future studies. Moreover, our ap-
proach to system design, including the utilization of low-power protocols and 
sleep scheduling, demonstrates practical experience in improving energy effi-
ciencies. 

2 System Architecture and Experiment Setup 

2.1 Hardware and Software Configuration 

In this experiment, Microchip SAM R30 Xplained Pro (SAMR30 Xpro) [12] was 
selected as this hardware platform. It has an ultra-low power ATSAMR30G18A 
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SoC which supports sub-GHz (868 MHz band) radio (AT86RF212B integrated 
transceiver). This MCU only has 256 kB flash, which is used for code, so an I/O1 
Xplained Pro SD card extension board was used to provide sensor data stor-
age/buffering. A DS18B20 Digital Temperature Sensor was used with its default 
12-bit resolution supported by RIOT-OS (the conversion time is constrained by 
the driver leading to typically 750ms sensing time). The embedded crystal of 
SAMR30 Xpro provides the functional RTC with an accuracy of ±20 ppm. In our 
experiment, the accuracy of RTC can affect the synchronisation and schedule 
timekeeping. An accurate RTC, DS3231, was used to ensure the accuracy of syn-
chronisation of wake-up and scheduling (±2 ppm from 0°C to +40°C, and (±3.5 
ppm from -40°C to +85°C).  By applying the DS3231, assuming that the working 
temperature is between 0°C to +40°C, the maximum time drift per week is about 
1.2s. Compared with using the SAMR30 Xpro's built-in oscillator (about 10% as 
accurate as the DS3231from 0°C to +40°C), using DS3231 can enhance the syn-
chronisation reliability, as the DS3231 provides enhanced accuracy across a wide 
temperature. Wireshark and a RIOT-OS Sniffer [13] were used to capture the 
wireless packet exchanges. 

2.2 Network protocol stack 

 

Fig. 1. Network protocol stack. 

6LoWPAN, RPL, and CoAP are used in the system. These low-power protocols 
allow devices to form a star/tree topology, reduce energy consumption, and en-
sure robust communications. The RPL standard [14] extends the range of the 
network and supports scalability, making it well-suited for constrained environ-
ment deployments. CoAP provides a simple RESTful request/response interac-
tion model and supports features to make it possible for devices to reply to data 
requests as well as respond to configuration changes. This IoT network protocol 
stack is shown in Fig. 1. 

CoAP 

UDP 

IPv6, ICMP, RPL 

6LoWPAN 

IEEE 802.15.4 
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RIOT-OS default network stack, Generic (GNRC) network stack, fully supports 
IPv6 with 6LoWPAN and implements RPL [15]. The Destination-Oriented Di-
rected Acyclic Graph (DODAG) is the fundamental structure of RPL, the parent 
node and child node have different Rank values within a single DODAG. RPL al-
lows the node to communicate with surrounding nodes by exchanging ICMPv6 
control messages: DODAG Advertisement Object (DAO) DODAG Information Ob-
jective (DIO) DODAG Information Solicitation (DIS) are used to select a root and 
join a DODAG [16]. Four RPL instances are: (a) Single DODAG with one root; (b) 
Multiple DODAG; (c) Signal DODAG that uses a virtual root on the backbone net-
work and (d) a combination of (a) (b) and (c) dependent on the scenario [17]. Fig. 
2 below shows an example of an RPL star topology DODAG. Our experiment cur-
rently only deploys nodes in a star topology with one border router (BR) as the 
parent. 

Fig. 2. RPL node star topology-DIO & DAO exchange and DODAG. 

The exchange of the RPL control message is periodic and controlled by the 
RPL “Trickle Timer” which has four parameters:  

(1) 𝐼௠௜௡ : the minimal interval of DIO (𝐼௠௜௡ = 3  in this experiment which
equals 8ms).
(2) 𝐼௠௔௫: the maximum time interval between DIOs (𝐼௠௔௫ = 20 in this exper-
iment, approximately 2.33 h).
(3) 𝐾:  the constant determines doubling the interval between transmissions
(𝐾 = 10 in this experiment).

(4) DIO timer: Interval for DIO sending is 0, Imin, ..., Imax.

2.3 Experiment Setup 

In our experiment shown in Fig. 3, GNRC network stack, 6LoWPAN, RPL, and 
CoAP are all provided by RIOT-OS. RTC3231, Atmel I/O1 Xplained Pro, and a DS18 
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sensor were connected to the SAM R30 Xplained Pro board. Radio packets were 
captured by a RIOT-OS sniffer to help correlate activity timings with current con-
sumption changes, simultaneously measured using a Nordic Semiconductor 
Power Profiler Kit II and Agilent 34411A multimeters. The initial phase involved 
investigating the current consumption of the fundamental networking activities 
controlled by GNRC network stack. Subsequently, the experiment enabled RPL 
to explore the characteristics and current consumption of the various RPL con-
trol messages. 

Fig. 3. Example of system current measurement experiment. 

Two scenarios were considered: (1) a predetermined sensing rate with one 
daily communication window, and (2) a predetermined sensing rate with regular 
communication windows distributed daily. The Border Router (BR) was powered 
by an always-on Linux PC. Thus, the measurement focused on the energy con-
sumption analysis of the individual nodes. In this experiment, the Linux PC sent 
CoAP GET requests to the nodes to retrieve their data. These are routed through 
the BR which converts IPv6 packets to and from 6loWPAN. Several activities 
were measured in terms of the current and time duration. Table 1 provides an 
overview of the expected activities for the sensor node. 

Energy consumption was measured across three states: Sleep, Sensing & Com-
munication. Specifically, during the sensing and data storage state, the node 
takes readings from the DS18B20 and stores the data on the SD card. During the 
communication state, the focus of network activities is ICMPv6 control messages 
(Router/Neighbour Solicitation/Advertisement), 6LoWPAN packets, DIO, and 
DAO/DAO_ACK managed by the GNRC network and RPL routing protocol. The 
aim is to identify the current consumption, time duration, and hence energy con-
sumption of these network activities. 
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Table 1. Node’s activities overview. 

3 Results Analysis and Discussion 

3.1 Sleepy Network SoC Activity Current Measurement 

Network activities for maintaining GNRC network and RPL network are managed 
by the border router. The periodicity of these activities which construct GNRC 
and RPL network was observed every 60s. Fig. 4 is a sleepy network system SoC 
current measurement of 60s communication activities. It has been tested that 
periodic sleep and wake-up schedules can work well with the 60s communica-
tion window, and the SoC current consumption of the sleep state is sensible low, 
which also proves that the fundamental system can support an available sleepy 
E-IoT system. To begin with, a simple sleep and wake-up schedule was used with 
a periodic 1-minute communication and sleep state to capture the measure-
ments. In summary, (1) the SoC sleep state current drops to a low level of 2.56
µA, (2) the average current of the RPL control message is over 11 mA, (3) the
average current of the board in the IDLE state reaches 11.8 mA. Activities such
as Router/Neighbour Solicitation/Acknowledgement DIO, DAO, DAO-ACK and
response to CoAP requests were then identified. Table 2 below summarises the
average SoC current for different activities.

State Activity Description

Sensing Set system to sensing state Node wake-up from sleep mode 

Read sensor and store data  DS18 temperature data read and stored 
on the IO1 Xplained Pro SD card 

Sensing state Node stays in IDLE mode and radio is off 

Set system to sleep state Node enters sleep  

Communication Turn off the radio  Set transceiver to OFF  

6LoWPAN activity and Router Ad-
vertisement 

Node sends 6LoWPAN and Router Adver-
tisement packets to BR  

Neighbour Solicitation  Node sends Neighbour Solicitation to de-
termine Neighbours 

Neighbour Advertisement In response of receiving  Neighbour Solici-
tation 

DIO DIO control message activities of the node 

DAO-Tx and DAO_ACK-Rx Node sends DAO message to BR and re-
ceive DAO_ACK from BR 

CoAP Response Receive CoAP request and respond 

Communication Node stays in IDLE mode with radio on 

Set system to sleep state  Node turns radio off and enters sleep 
state 
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Fig. 4. SoC current measurement at 3.3V of all the activities of the sleepy network. 

Theoretically, more network maintenance and control messages can be ex-
pected with the increment of communication windows which increases the sys-
tem’s energy consumption. To comprehensively understand the impact of en-
ergy consumption with an increased number of communication windows, we 
measured the current and time duration of the sleep and wake-up activities in a 
practical system. 

Table 2. Average SoC current consumption measurements at 3.3V for different activi-
ties. 

Activity Information Average Current  

DIO 11.2 mA 

DAO-Tx and DAO_ACK-Rx 12.5 mA 
Neighbour Solicitation  11.4 mA 

Neighbour Advertisement 11.4 mA 

CoAP response 12.1 mA 

Sleep State – Standby Mode 2.56 µA 

3.2 Sleep E-IoT System Schedule Design 

A general sleep E-IoT system schedule example is shown in Fig. 5. As illustrated, 
devices are scheduled to switch between the sensing state and sleep state. Also, 
the communication window will appear at the beginning of one period, followed 
by a sensing window, if the communication frequency is once a day. If the re-
quired communication frequency is more than once per day, the communication 
window will be evenly distributed in one day, followed by a sensing state. For 
example, if the communication rate configured is 4 times daily, the communica-
tion window will occur at the beginning of every 6 hours. Similarly, the commu-
nication window will open at the beginning of every hour if the communication 
is configured to happen every hour, then turn off the radio to go to the sensing 
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state subsequently. As Fig. 5 shows above, the system will start to sleep after all 
the activities are finished. This design can avoid unnecessary energy consump-
tion by switching the device on from the sleep state. System configurations such 
as the sensing rate and communication rate are changeable by sending a CoAP 
PUT to the nodes from the Linux PC. To investigate the energy consumption, all 
activities' current consumption and time duration were measured and listed in 
Table 3. These results can be used to calculate the system's daily energy con-
sumption. We note that the sleep state of this development board has an in-
creased sleep current consumption compared with the findings illustrated in Ta-
ble 2 due to the peripherals such as the SD card extension board. 

Fig. 5. Sleepy E-IoT system schedule overview 

The nodes are synchronised by sending a CoAP PUT from the Linux PC to set the 
RTC of each node. This initial configuration allows users to accurately set the RTC 
timer for all nodes. Once the RTCs are configured, all nodes seamlessly enter the 
synchronised schedule at the commencement of the next hour. This synchroni-
sation strategy supported by DS3231, compared with using the board’s built-in 
oscillator, improves the synchronisation accuracy of every node to operate 
within the schedule. This synchronisation method ensures that the entire system 
functions operate cohesively and reduces potential risks in timing and activity. 
Currently, all the nodes are synchronised to wake up sequentially, where they 
take turns to communicate. Thus, in this experiment, the energy consumption 
caused by overhearing is minimised in the laboratory environment. In future 
work, synchronisation process optimizations will be explored to further facilitate 
the initial setup, fundamentally supporting the overall efficiency of the system. 
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Table 3.Average current and time duration of different sleepy E-IoT system activities 

Activity Information Time Dura-
tion (s)  

Average Cur-
rent (mA) 

6LoWPAN and Router_Advertisement 0.188 14.915

Neighbour_Solicitation 0.144 13.848
Neighbour_Advertisement 0.142 13.788

DIO 0.093 12.524
DAO-Tx & DAO_ACK-Rx 0.1395 14.702
CoAP Response 0.13 14.832 
Set system to sensing state 0.049 1.476
Set system to sleep state 0.048 1.475
Turn off the radio 0.048 7.679
Set system to communication state 0.095 6.523
Read sensor and store data 0.798 2.963
Communication state NA 12.85 
Sensing state NA 2.85 
Sleep state– Standby Mode NA  0.132 

3.3 Overall System Energy Consumption 

The time for the BR to periodically maintain the network was observed to be 60s 
including all the GNRC and RPL activities that cyclically construct the network. To 
begin with, the communication window defaults to 60s to allow all the network 
communication setups. Fig. 6 shows the daily energy stack of different schedule 
examples. This result indicates that daily communication energy consumption 
has increased as the number of communication windows increases. Significantly, 
the dominant factor in energy use is the sleep state so any deployable system 
should minimise this. As a result, in the case of one 60s communication window 
per day with a sensing rate of every 10 minutes, the daily energy consumption 
is 38.6J and the estimated system lifetime is 712 days (estimated using 2600 
mAh 18650 Lithium-Ion rechargeable battery). Obviously, in a star topology, that 
60s is longer than the necessary time overhead as the communication window 
can be shut after all the data is transmitted.  

A potential solution to further optimise the system energy consumption is to 
reduce the unnecessary communication window length. The following assump-
tion is made to focus on evaluating the energy consumption related to data 
transmission through CoAP. After the initial network construction phase, subse-
quent communication windows can be considered to exclude network mainte-
nance activities, such as ICMPv6, RPL, and 6LoWPAN control messages. Each 
sensing event will create 18 Bytes of data, and each CoAP packet can maximumly 
contain 97 Bytes of payload [18]. Thus, 5 groups of readings can be transmitted 
with one CoAP packet. Assuming N sensor readings will be taken before each 
communication window, the minimum time required for one communication 
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window can be summarised in Function (1). 𝑇ூ஽௅ா includes the time cost to wake 
up the node and turn the radio on. 𝑇஼௢஺௉ is the time response cost for a single 
CoAP request. 𝑇ோௗ௜௢_ௌ்஺ே஽஻௒ is the time cost for turning off radio after complet-
ing data transmission. Adding up the minimum communication activity and sens-
ing activity (sensing every 5/10 minutes and communication every hour) implies 
a 2s communications window could safely be used.  𝑇௖௢௠௠௨௡௜௖௔௧௜௢௡ = 𝑇ூ஽௅ா + 𝑅𝑂𝑈𝑁𝐷𝑈𝑃(𝑁 ∗ ଵହ) ∗ 𝑇஼௢஺௉ + 𝑇ோ௔ௗ௜௢_ௌ்஺ே஽஻௒ (1) 

Fig. 6. Daily energy consumption of different states and energy stack (a and b coms every 
hour, c d coms daily) all 60s coms window. For both panels, from left to right, they are: 
(a) sensing every 10 minutes, 60s communication every hour; (b) sensing every 5 minutes, 
60s communication every hour; (c) sensing every 10 minutes, 60s communication every
day and (d) sensing every 5 minutes, 60s communication every day. 

We can make similar assumptions for different communication frequencies. 
Referring to Fig. 5, if the communication is scheduled once per day, the value of 𝑅𝑂𝑈𝑁𝐷𝑈𝑃(𝑇௖௢௠௠௨௡௜௖௔௧௜௢௡ + 𝑇௦௘௡௦௜௡௚) is equal to 5s (sensing every 10 minutes) 
and 9s (sensing every 5 minutes). Estimated results illustrated in Fig. 7 show that 
total energy consumption increased by 6.4% compared to (a) and (c), and a 
nearly 9.9% increase compared with (b) and (d). Theoretically, optimizing the 
system energy consumption by minimizing the time overhead of network 
maintenance such as RPL control message, is potentially valuable. In future 
work, it is potentially worth reducing the communication time overhead by fo-
cusing on minimizing unnecessary RPL control messages while ensuring basic 
RPL reconstruction requirements.  
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Fig. 7. Sleepy network daily energy stack with optimised prediction. For both panels, from 
left to right, they are: (a) sensing every 10 minutes, communication every day and (b) 
sensing every 5 minutes, communication every day; (c) sensing every 10 minutes, com-
munication every hour and (d) sensing every 5 minutes, communication every hour. 

4 Conclusion 

Our investigation into the star topology sleepy E-IoT system has provided our 
understanding of the relationship between communication frequency, energy 
consumption, and network maintenance. This Sleepy E-IoT system design fo-
cuses on using CoAP, RPL and 6LoWPAN. Also, the system can enter the sleep 
state and wake-up state as scheduled to finish the planned tasks with reliable 
communication features. Furthermore, CoAP is applied to ensure the ability of 
the user to update and reconfigure the system presets. To comprehensively un-
derstand the impact of energy consumption with an increased number of com-
munication windows, we have measured the current and time duration of sys-
tem activities such as read sensor, store data, and radio activities controlled by 
the standard IoT protocols. The observed increases in daily communication en-
ergy consumption with additional windows emphasise the importance of a bal-
anced approach that considers network reliability and communication time. The 
estimation result shows that optimizing the communication time overhead can 
reduce energy consumption further. According to Figures 6 and 7, when the sys-
tem's sensing frequency remains the same, optimizing the communication win-
dow results in a reduction of system energy consumption by more than 1.6% 
(communication once a day) and 30.86% (communication every hour). We sug-
gest optimizing communication windows and network activities to control the 
communication energy consumption, and this can further guide similar systems 
to take a balance between network reliability and energy consumption. In the 
upcoming stages, our attention will be directed towards optimizing energy con-
sumption. This will be achieved through optimizing the system in routing config-
uration and communication patterns, aiming to further reduce overall system 
power requirements. 
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Appendix B Experiment Code 

1. All of the code developed for this work is available on the GitHub repository at

https://github.com/Jiawei-Lu/Sleepy.

B.1 Code for 3.3. Design and Implementation of Sleepy Networks for E-IoT
is available at:

https://github.com/Jiawei-Lu/Sleepy/tree/master/examples/star_topology 

B.2 Code for Chapter 4. Optimization and Energy Profiling of Low Power
Sleepy Network Design for Environmental IoT System are available at:

1. https://github.com/Jiawei-Lu/Sleepy/tree/master/examples/202407gnrc_networking

2. https://github.com/Jiawei-Lu/Sleepy/tree/master/examples/202407gnrc_network-

ing_2nodes

3. Development logs are available at: https://github.com/Jiawei-Lu/Sleepy/blob/master/RE-

ADME.md
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B.3 Sleepy test code

Sleepy Function: 

#define MAIN_QUEUE_SIZE   (8) 
static msg_t _main_msg_queue[MAIN_QUEUE_SIZE]; 

int ds3231_print_time(struct tm testtime) 
{ 
  int re; 
  char dstr[ISOSTR_LEN]; 
  re = ds3231_get_time(&_dev, &testtime); 
  if (re != 0) { 

 puts("error: unable to read time"); 
 return 1; 

  } 

  size_t pos = strftime(dstr, ISOSTR_LEN, "%Y-%m-%dT%H:%M:%S", &testtime); 
  dstr[pos] = '\0'; 
  printf("The current time is: %s\n", dstr); 

  return 0; 
} 

struct tm _riot_bday = { 
  .tm_sec = 42, 
  .tm_min = 10, 
  .tm_hour = 15, 
  .tm_wday = 3, 
  .tm_mday = 22, 
  .tm_mon = 8, 
  .tm_year = 123 

}; 

void radio_off(gnrc_netif_t *netif){ 
  netopt_state_t state = NETOPT_STATE_SLEEP; 
  while ((netif = gnrc_netif_iter(netif))) { 

  /* retry if busy */ 
  while (gnrc_netapi_set(netif->pid, NETOPT_STATE, 0, 

 &state, sizeof(state)) == -EBUSY) {} 
  } 

} 
/* 

 case NETOPT_STATE_STANDBY: 
 at86rf2xx_set_state(dev, AT86RF2XX_STATE_TRX_OFF); 
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            break; 
        case NETOPT_STATE_SLEEP: 
            at86rf2xx_set_state(dev, AT86RF2XX_STATE_SLEEP); 
            break; 
        case NETOPT_STATE_IDLE: 
            at86rf2xx_set_state(dev, AT86RF2XX_PHY_STATE_RX); 
            break; 
        case NETOPT_STATE_TX: 
*/ 
 
void radio_on(gnrc_netif_t *netif){ 
    netopt_state_t state = NETOPT_STATE_IDLE; 
    while ((netif = gnrc_netif_iter(netif))) { 
            /* retry if busy */ 
            while (gnrc_netapi_set(netif->pid, NETOPT_STATE, 0, 
                &state, sizeof(state)) == -EBUSY) {} 
    } 
} 
 
int _send_dao(void){ 
 
    _dao_check = 0; 
    _dao_count = 0.00; 
    _dao_attampt = 0; 
    while (_dao_check == 0 && _dao_attampt < 3){ 
 
    for (uint8_t i = 0; i < GNRC_RPL_INSTANCES_NUMOF; ++i) { 
        if (gnrc_rpl_instances[i].state == 0) { 
            continue; 
        } 
 
        dodag = &gnrc_rpl_instances[i].dodag; 
         
        gnrc_rpl_send_DAO(dodag->instance, NULL, dodag->default_lifetime); 
    } 
                
        puts("send DAO\n"); 
        int _retries_wait = 0; 
        while (_dao_check == 0 && _retries_wait<3){ 
        // while (_dao_check == 0){ 
            ztimer_sleep(ZTIMER_MSEC, 0.2* MS_PER_SEC); 
            printf("%d\n", _retries_wait); 
            _retries_wait++; 
        } 
        _dao_count += _retries_wait*0.2; 
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        _dao_attampt++; 
    } 
    printf("%f", _dao_count); 
    return _dao_count; 
} 
 
static int _cmd_dao_send(int argc, char **argv){ 
    if (argc > 1 || strcmp(argv[0], "dao") != 0) { 
             
        return 1; 
    } 
    _dao_check = 0; 
    while (_dao_check == 0){ 
 
    for (uint8_t i = 0; i < GNRC_RPL_INSTANCES_NUMOF; ++i) { 
        if (gnrc_rpl_instances[i].state == 0) { 
            continue; 
        } 
        dodag = &gnrc_rpl_instances[i].dodag; 
 
        /* 
        After run gnrc_rpl_send_DAO(), when DAO_ACK is received 
        --> dodag->dao_ack_received 
        --> _dao_check == 1; 
        */          
        gnrc_rpl_send_DAO(dodag->instance, NULL, dodag->default_lifetime); 
    }        
        puts("send DAO\n"); 
 
        int _retries_wait = 0; 
        while (_dao_check == 0 && _retries_wait<2){ 
            ztimer_sleep(ZTIMER_MSEC, 0.2* MS_PER_SEC); 
            printf("%d\n", _retries_wait); 
            _retries_wait++; 
        } 
 
    } 
    return 0; 
} 
 
static int sleepy(int argc, char **argv){ 
    if (argc < 2 || argc > 4) { 
       return _print_usage(argv); 
    } 
    radio_off(radio_netif); 
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  for (int _i=1;_i<120;_i++){ 
 struct tm _time; 
 int _res = ds3231_clear_alarm_1_flag(&_dev); 
 if (_res != 0) { 

  puts("error: unable to clear alarm flag"); 
  return 1; 

  }  
 _res = ds3231_get_time(&_dev, &_time); 
 if (_res != 0) { 

  puts("error: unable to read time"); 
  return 1; 

 } 
 time_t _start_time, _test_time; 
 _start_time = mktime(&_time); 
 int time = atoi(argv[1]); 
 if (argc > 2){ 

  sequence = atoi(argv[2]); 
 } 
 if (argc == 4){ 

  _node_com_window = atoi(argv[3]); 
 } 

 _test_time = (_start_time/60+time)*60;  
 double diff = difftime(_test_time, _start_time); 

 _time.tm_sec += ((int)diff + middle_gap + (sequence -1) * 
(int)_node_com_window);// * ONE_S; 

 mktime(&_time); 
 printf("watting %d seconds to start sleepy test\n", (int)((int)diff + 

middle_gap + (sequence -1) * _node_com_window)); 
 printf("radio off \n"); 
 _res = ds3231_set_alarm_1(&_dev, &_time, DS3231_AL1_TRIG_H_M_S); 
 if (_res != 0) { 

  puts("error: unable to program alarm"); 
  return 1; 

 } 
 pm_set(SAML21_PM_MODE_STANDBY); 

 puts("waking up and ready to do coap \n"); 
 message_ack_flag =0; 
 radio_on(radio_netif); 

 /*--------------------------------------------202407 GCoAP (argc=5)--
----------------------------------------------*/ 

 int _argc2 = 5; 



Appendix B 

162 

        char *_argv2[] = {"coap", "put", "-c", 
"coap://[2001:630:d0:1000::d683]:5683/data", "test data"};  //mini-linux-pc--
remote 
         
        message_ack_flag = 0; 
        retries = 0; 
 
        /*------------------------------Send DAO to rejoin-------------------
-------------*/ 
        _send_dao(); 
         
 
        // /*------------------------------Send DAO to rejoin----------------
----------------*/ 
        // _gnrc_rpl_send_dis(); 
         
        ztimer_sleep(ZTIMER_MSEC, (_node_com_window - 4 - _dao_count)* 
MS_PER_SEC); 
        printf("dao_count: %f\n", (_dao_count)); 
        message_ack_flag = 0; 
        while (message_ack_flag != 1 && retries < 15){ 
            _coap_result = gcoap_cli_cmd(_argc2,_argv2); 
            if (_coap_result == 0) { 
                printf("Command executed successfully, and Reyries: %d\n", 
retries); 
                int wait = 0; 
                while(message_ack_flag == 0 && wait < 3){ 
                    puts("waitting for the message sent flag\n"); 
                    ztimer_sleep(ZTIMER_MSEC, 0.2* MS_PER_SEC); //DO NOT use 
NS_PER_MS as it crushes program  
                    printf("waitting time is %d\n", wait); 
                    wait++; 
                } 
            }else { 
                printf("Command execution failed\n"); 
                 
            } 
            retries++; 
            count_total_try++; 
        } 
        count_successful++; 
        printf("successful : %d, total : %d\n", count_successful, count_to-
tal_try); 
         
        radio_off(radio_netif); 
    } 
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  radio_on(radio_netif); 
  return 1; 

} 

static int _print_usage(char **argv) 
{ 
  printf("usage: %s <sleep duration in minutes> <wake up sequence No.> [op-

tional communication window size]\n", argv[0]); 
  printf("    %s sleepy 10 2 5\n", argv[0]); 
  printf("    %s wake node up in the begining of 10 minutes after (se-

quence number No.2,with communication window sieze of 5)\n", argv[0]); 
  return 1; 

} 

#if defined(MODULE_PERIPH_GPIO_IRQ) && defined(BTN0_PIN) 
static void btn_cb(void *ctx) 
{ 
  (void) ctx; 
  puts("BTN0 pressed."); 

} 
#endif /* MODULE_PERIPH_GPIO_IRQ */ 

static const shell_command_t shell_commands[] = { 
  { "coap", "CoAP example", gcoap_cli_cmd }, 
  { "sleepy", "make system sleepy and wake up n minutes after", sleepy }, 
  { "dao", "Send DAO", _cmd_dao_send }, 

} 
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Appendix C Data 

1. CoAP maximum payload test Wireshark capture details:

https://github.com/Jiawei-Lu/Sleepy/blob/master/COAP_wireshark_details.pdf 

2. Communication window design under different wake-up strategies - Wireshark capture details:

https://github.com/Jiawei-Lu/Sleepy/tree/master/Communication%20window%20design%20un-

der%20different%20wake-up%20strategies 

3. Average current and time duration of different sleepy E-IoT system activities:

https://github.com/Jiawei-Lu/Sleepy/blob/master/Average%20current%20and%20time%20dura-

tion%20of%20different%20sleepy%20E-IoT%20system%20activities.pdf 
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