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Abstract—In this letter, a secure transmission scheme is
proposed for active simultaneously transmitting and reflecting
reconfigurable intelligent surface (STAR-RIS)-aided networks
based on rate-splitting multiple access (RSMA). Specifically,
we formulate a joint optimization problem which maximizes
the minimum secrecy rate by simultaneously designing the
base station beamforming vectors and the active STAR-RIS
coefficient matrices. To tackle this challenging non-convexity
joint optimization, we design an efficient alternating optimization
algorithm, which leverages the weighted minimum mean square
error method to reformulate legitimate user rates and applies
successive convex approximation to handle eavesdropper rates.
Simulation study shows that our proposed active STAR-RIS
achieves superior security performance compared to its passive
counterpart, while our RSMA strategy provides higher secrecy
rates than both space-division multiple access and non-orthogonal
multiple access schemes under the considered system setting.

Index Terms—Active simultaneously transmitting and reflect-
ing reconfigurable intelligent surfaces, physical layer security,
rate-splitting multiple access, alternating optimization.

I. INTRODUCTION

Simultaneously transmitting and reflecting reconfigurable
intelligent surface (STAR-RIS), capable of effectively recon-
figuring the wireless environment on both sides [1], has
attracted considerable attention from the wireless communi-
cation research community. However, owing to the massive
“multiplicative fading” effect [2], traditional passive STAR-
RIS only attains limited capacity gains. To address this inher-
ent constraint, active STAR-RIS has been proposed, incorpo-
rating elements that simultaneously adjust and amplify signals
to improve achievable performance [3].

The full space covered by STAR-RIS may render the
information vulnerable to eavesdropping because of the in-
herent broadcast characteristics of wireless channels. As a
countermeasure, physical layer security (PLS) leverages the
randomness of wireless channels to prevent privacy leakage by
designing secure beamforming [4]. However, when eavesdrop-
pers are spatially close to legitimate users, beamforming alone
cannot guarantee secure transmission. A powerful technique
for enhancing confidentiality is to inject artificial noise (AN) to
weaken the decoding capability of eavesdroppers [5]. Although
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this approach is effective, it introduces two primary limita-
tions: 1) it consumes additional power that would otherwise
be available for useful message transmission; 2) AN inevitably
impairs the signal quality for legitimate users.

By inherently supporting interference exploitation, rate-
splitting multiple access (RSMA) provides a powerful ap-
proach to address the aforementioned two limitations. By split-
ing each legitimate user’s message into common and private
parts, it allows the common message to serve a dual role
without consuming extra power: delivering data to legitimate
users and acting as AN to confuse potential eavesdroppers
[6], [7]. Under specified quality of service constraints, the
work [6] addressed the optimization problem for worst-case
secrecy energy efficiency. The work [7] proposed a secure
transmission scheme for multiple-input single-output RSMA
systems. Attracted by the potential advantages of both STAR-
RIS and RSMA, recent works [8], [9] considered their inte-
gration to enhance communication security. However, these
contributions are primarily confined to passive STAR-RISs
in idealized single-eavesdropper scenarios, which suffer from
limited performance gains due to the “multiplicative fading”
effect. To address this limitation, the study [10] investigated
active RIS-aided anti-jamming communications from a secu-
rity confrontation perspective, demonstrating significant gains
over passive designs. Nevertheless, this work fails to exploit
the advantages of RSMA technology, which serves as a more
potent paradigm for security enhancement.

To bridge this gap, we propose a novel secure transmis-
sion scheme that systematically integrates RSMA with active
STAR-RIS technology to combat the threats posed by multiple
eavesdroppers. The primary objective is to ensure both fairness
and confidentiality among legitimate users by maximizing the
minimum secrecy rate, which is achieved through the joint
optimization of the base station (BS) beamforming vectors and
the active STAR-RIS coefficient matrices. To effectively solve
this challenging non-convex joint optimization, an alternating
optimization (AO) algorithm based on the weighted minimum
mean square error (WMMSE) and successive convex approx-
imation (SCA) techniques is designed. In our proposed algo-
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Fig. 1. RSMA-enhanced secure active STAR-RIS communication system.



rithm, WMMSE is employed to reformulate the legitimate user
rates, while SCA is utilized to handle the eavesdropping rates.
Simulation study confirms that active STAR-RIS effectively
mitigates the multiplicative fading of passive designs, and
the results obtained demonstrated that our proposed scheme
achieves superior security performance over the space-division
multiple access (SDMA) and non-orthogonal multiple access
(NOMA)-based baselines.

II. AcCTIVE STAR-RIS NETWORK WITH RSMA

Fig. 1 depicts the secure communication system leveraging
an active STAR-RIS, where RSMA is adopted to enhance
transmission security. An M-antenna BS and an /N-element
active STAR-RIS are deployed in the network. The active
STAR-RIS elements are indexed by the set N'={1,..., N}.
K legitimate users indexed by the set = {1,..., K} and
L eavesdroppers indexed by the set £L = {1,...,L} are
present, all assumed with a single antenna. The legitimate
users and eavesdroppers located in the reflecting area are
indexed by K, = {1,...,ko} and L, = {1,...,lp}, respec-
tively, while those in the transmitting area are indexed by
]Ct:{k0+ ].,,K} and Ct:{l0+17,L}

It is assumed that the direct links connecting the BS to
all legitimate users and eavesdroppers are blocked by tall
buildings. Let the channel linking the BS to the active STAR-
RIS be T € CN*M  and denote the channels linking the
active STAR-RIS to legitimate user k and to eavesdropper [ as
g, €CNX1 Yk e K, and hy e CV>1, VI € L, respectively. The
active STAR-RIS employs energy-splitting protocol, with all
its elements concurrently handling reflection and transmission.
The corresponding reflection and transmission matrices are
respectively ®, = diag(v,) and ®; = diag(vy), where
vi (i € {r,t}) are structured as [B;1e/%1 ..., B; yel¥%:N],
with 3;, > 0 and 6,,, € [0,27) being the nth element’s
amplification factor and phase shift.

A. Signal Model

RSMA divides each legitimate user’s message into the two
parts: common part and private part. The common parts from
all legitimate users are jointly encoded into a common stream
T, and the private part of legitimate user k is encoded into a
dedicated private stream x, with the power of both z. and zy,
normalized to 1. Collectively denoted by [z, x1,...,2x]T
these streams undergo linear precoding with beamforming

)

vectors w, € CM*! for x. and wj, € CM*! for x;,. Therefore,
the composite transmit signal is x = wcxc—&—zke,c WLTL.
Accordingly, the signals received at the kth legitimate user
and at the [th eavesdropper are expressed respectively as

=g, ®;Tx + g, ®,z +ny, Yk € K, i € {r,t},
y=h®,Tx + hi'®,z +ny, Vi€ L;, i € {r,t},

(Ta)
(1b)

where z~CN (0, 03Inx ) is the thermal noise introduced
by the active STAR-RIS, while ny ~ CN(0,0%) and n; ~
CN(0,07) are the additive white Gaussian noises at legitimate
user k and eavesdropper [. Therefore the average received
signal powers at legitimate user k& and eavesdropper [ can be
calculated as in (2) at the bottom of this page.

According to RSMA decoding principle, each legitimate
user decodes the common stream first by considering all pri-
vate streams as interference and then uses successive interfer-
ence cancellation (SIC) to remove this decoded common signal
before recovering its own private stream [11]. Hence, the
signal-to-interference-plus-noise ratios (SINRs) for decoding
the common and private streams at the kth legitimate user can
be expressed respectively as

'Ych:Sc,kI;]i and ’Yp,kzsp,kfpfb 3)
The corresponding achievable rates are expressed as
R =1log(l + 7. x) and R,k =log(1l + v, k). 4)

To ensure that every legitimate user can successfully decode
the common stream, the common rate is restricted to R, =
mingex{Rek}-

Given that eavesdroppers may also employ SIC to intercept
both common and private messages, the common message
itself can act as AN to degrade their decoding performance.
The corresponding SINRs for the [th eavesdropper to decode
the common stream and the kth legitimate user’s private stream
are therefore expressed as

Ve, :Sc,l-[c_,ll and Y1 =Sk 1(Sey + Ixy) " @)
The corresponding achievable rates are given by
R =log(1+ ;) and Ry ; = log(1 + vi,). 6)

For the common message to effectively serve as AN, the
condition R, > max;c{R.;} must hold. Moreover, the
common secrecy rate must be shared by all legitimate users,
which requires >, - 5% < Re—maxjcc{Rc,}, where %
is the common secrecy rate allocated to legitimate user k.
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Consequently, the total secrecy rate of legitimate user k can
be expressed as

B = R+ By sl Rl]s )

where [z]t = max{z,0}.

B. Problem Formulation

Our objective is to maximize the minimum secrecy rate
among all legitimate users by jointly optimizing the BS
beamforming vectors and the active STAR-RIS coefficient
matrices. This leads to the joint optimization problem

max min R (8a)
We, Wk, z,{R“z}kEIC
s.L. Z lw;[* < Pgs, (8b)
JEK
) (Z T, [+ o) < s, (80
ie{r,t} “jek:
Z < R.— maX{Rcl} (8d)
kek
SEC > 0 V/ﬂ (86)
r,n + ﬂt,n — ﬂmaxa vna (8f)

where K1 = {¢,1,..., K}, Pgs and Pgjg denote the power
thresholds at the BS and active STAR-RIS, respectively, with
the corresponding constraints given in (8b) and (8c), while
(8d) and (8e) represent the constraints on the common secrecy
rate allocation, and (8f) models the hardware limitations on
the elements of the active STAR-RIS. The optimization (8) is
non-convex because the variables w,., wj and ®; are highly
coupled. Thus it cannot be solved directly.

III. ALGORITHM DESIGN
We develop an AO framework to solve the challenging
optimization (8), incorporating both WMMSE and SCA tech-
niques. Specifically, WMMSE is utilized to transform the le-
gitimate rate expressions, while SCA is applied to approximate
the eavesdropping rates. Finally, we analyze its computational
complexity and convergence.

A. Problem Reformulation
To make the problem (8) more tractable, we define

gl®, T=v;G; and h!'®,T=v,H,, )

where Gy, = diag(g})T and H; = diag(h/")T for k € K;,
l € L; and i € {r,t}. Based on (9), the received power in
(2a) can be updated to (10), as shown at the bottom of this
page, which is then used to recalculate the legitimate users’
rates. Similarly, constraint (8c) can be updated to

Z (Z ||diag(TWj)Vz’|2+U(2J|Vz'|2> < Pris. (11)

ie{r,t} “jek:

Then we introduce a non-negative auxiliary variable R to
tackle the non-smoothness in (8a). Therefore, the problem (8)
can be transformed to

max R (12a)
We, Wi, vi7{R*CEYCk}7R>ec
Z Ry < Rep — Rey, Ve L, (12b)
keK
e+ Ry — Ry > R, Vke KVl e L, (12¢)
(8b), (8¢), (80), (11). (12d)

B. Problem Solving

The strong coupling among the variables w., wj and v;
renders the problem (12) challenging to solve directly. We
employ WMMSE to recast the legitimate rates. In particular,
the kth legitimate user utilizes equalizer g to recover the
common stream x.. Upon eliminating the common stream, the
private stream is subsequently recovered using the equalizer
9p,k- Therefore, the estimated common and private signals at
the kth legitimate user are expressed as . = g xYr and
Zpk =gp.k (Y — viGrWez,), respectively. The mean square
errors (MSEs) of these two estimates can be expressed as

Eek =E 9 |Tek — l’c,k|2

= 1ge k) Tep — 2R (9o viGrwe) + 1, (13a)
Epk = E {mp,k - xp,k‘z}

= |g,,k\2Tpk — 2R (gp aviGrwy) + 1. (13b)

—0 and dET’ . =0, the optimal equalizers are
given by
gﬂ/[}:[SE (vinwc)HT;k and gMMSE (vinwk)HT;,i. (14)

Plugging the optimal equalizers into (13), the minimized
MSE (MMSE) is given by

MMSE _ Hlinf':é,k = T({kllé,k; Vo e {C,p}.

66 k 95,k (15)

The corresponding SINR in (3) can be rewritten as s =

MSE) for

MMSE — 1. The corresponding rate is Rs ;= — log (5 Sh

Ve e {¢,p}. The common and private augmented weighted
MSEs at the kth legitimate user are defined by
o = Mo kEo, — log (sk) , VO € {c,p}, (16)

where 75 5, denotes the positive weight of the MSE. Then, the
optimal equalizers are obtained by solving 845 £ =0, which
yields g5, = gy'¥s". Consequently, the optlmal augmented
weighted MSEs become
Gr(gon ") = nsresn " —log (nsk) ,
MMSE
By further solving %ﬁi’“)
expressed as

v e {c,p}. (A7)

= 0, the optimal weight is

MMSE __

-1
Mk =monr = (e¥F) ", V6 € {c,p}. (18)

Ipyk

Sc,k Sp,k

K

Ter = |ViG;€WC|2 + |VinWk|2 + Z |VinWj|2 + 08 Hvidiag (gE)HQ + U;%, Vk € K;,1 € {r,t}.

j=1,j#k

(10)

Ic,k

:Tp,k



Substituting (18) into (17), the relationship between the
legitimate rate and WMMSE is established as

CGWSE =1— Rsp, V0 € {c,p}. (19)
However, eavesdropping rate is non-convex, making the
problem (12) challenging to solve. To obtain a feasible so-
lution, the eavesdropping rate should be approximated by its
upper bounds. This requirement leads to the infeasibility of
the WMMSE. To address this challenge, we introduce the non-
negative auxiliary variables A\; with VI € L. Then the negative
rates of eavesdropper [ can be divided into

~R;; > log (1 . \vilejFA;l) Yieki, (0)

and
N< Y viHw, [P + o2 ||vidiag (W) | + oF.
JEK,
Although constraint (20) is convex, constraint (21) is non-
convex. To address this difficulty, given the local points w

and v(t) at the tth iteration, we apply SCA to approximate (21)
with the concave lower bound (22), as shown at the bottom of
this page. Leveraging the aforementioned reformulations, we
can rewrite the problem (12) as

RSEC

ey

max
We,WEk,Vi,

968,k sM5,k A Ry 1 B

s.t. Z % <1— min (.5 + log (1_|ViHch|2/\l_1) ,

(23a)

kek Ne,ks9c,k
Vk e K;,Vl € L;,i € {r,t}, (23b)
sec . 2.\ —
C’k_np%cl,lgr;k Cp.ie +log (1—|ViHka| A 1)
>R —1, Vke K;,Vl € L;,i € {r,t}, (23¢)
(8b), (Be), (8D), (11), (22). (23d)

The problem (23) remains non-convex, rendering its direct
resolution intractable. However, by splitting the coupled vari-
ables into three blocks: {gsx, 75k}, {We, Wi} and {v;}, the
problem exhibits convexity with respect to any individual
block when the other two are fixed. Specifically, the block
{9s.5,ms,x} can be updated in the closed form based on
(14) and (18), while the blocks {w.,wy} and {v;} are
optimized using standard convex solvers such as CVX. This
observation prompts the application of the AO algorithm to
address the problem. The detailed algorithmic procedure of
this AO framework is summarized in Algorithm 1.

C. Complexity and Convergence Analysis

At each iteration of Algorithm 1, the computational com-
plexity arises from three parts: 1) the estimation of power
components conducted through WMMSE updates with a com-
plexity of O(K (K +1)NM); 2) the construction of convex
upper bounds achieved by SCA reformulation with a com-
plexity of O (L(K+1)NM); and 3) the joint optimization of
{w¢,wg} and {v;} performed using the interior-point tech-
nique with a complexity of O ((M(K+1))35+(2N+2)3?).

Algorithm 1 AO Algorithm Based on WMMSE and SCA

1: Initialize w&o), W,(CO) and VEO), give the convergence

threshold w, and set the iteration index ¢t = 0.
2: Repeat
3 t+—t+1.
4: Update g( ) and 77(52 based on (14) and (18);
5
6
7

Solving the problem (23) to update wgt)

Solving the problem (23) to update vgt),
: Until the improvement in the objective value is smaller

than a predefined threshold w.

and w(t)

Consequently, the total computational complexity per iteration
is on the order of O (K*NM +(M (K +1))35+(2N+2)3?).

Given a feasible initial point, the algorithm maintains fea-
sibility across iterations. Let R (wg),w,g ), Et)
objective function at the tth iteration. Following steps 5 and

6 of the proposed algorithm, we can obtain
R(Wgtﬂ)vwz(fﬂ)aVEtH)) R< (t+1) W(t+1) z(t))

> R(wi,w’ V"), o4
which shows that the objective function is monotonically
non-decreasing. Moreover, the objective function possesses a
finite upper bound imposed by the power constraints, and thus
the convergence of Algorithm 1 is assured.

) denote the

IV. SIMULATION STUDY AND RESULTS ANALYSIS

We evaluate the secrecy performance of our proposed
RSMA-enhanced active STAR-RIS scheme (Active-RSMA)
through comprehensive numerical simulations. We benchmark
our design against the RSMA-enhanced passive STAR-RIS
(Passive-RSMA), which lacks signal amplification and intro-
duces no thermal noise, with coefficients satisfying Bfm}r
ﬁfn =1,Vn. We further compare our design with the active
STAR-RIS based on SDMA and NOMA schemes (Active-
SDMA and Active-NOMA).

In the simulation setup, the BS is located at (0, 0) m, while
the active STAR-RIS is deployed at (10, 20) m. The legitimate
users and eavesdroppers are independently and uniformly dis-
tributed in a square region (0,20)x (0, 20) m?, where the area
is split into a reflecting area for z < 10m and a transmitting
area for x > 10m. This work adopts a Rician fading channel
model with large-scale attenuation, following the setup in [8].
The model parameters include a reference path loss of —30dB
at 1 m, a path loss exponent of 2.2 and a Rician factor of 10 for
all links. Other system parameters are set as: M =8, N =20,
K = 4 L =2, Bmax = 40, Pgs = 40dBm, FPgis = 30dBm
and 0f = o} = o} = —84dBm, Vk, V. To investigate the
performance upper bound of the proposed secrecy scheme,
similar to [9], we assume that instantaneous channel state
information (CSI) of all the channel links are available at the

H
N < Z (23?( le WHHH ( (t)) ) — ‘vgt)lej(-t)

JEK

2 H
) + Z (28?( ®) le(t) ( g)) H}{v?) - ’vgt)leg-t)
JjEK

+ 2%( ) diag (hj') (diag (hF))H H) ot — o} H ) diag (hh) H + of.

)

(22)
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Fig. 2. Performance comparison of four schemes: (a) max-min secrecy rate versus BS maximum transmit power Pgg, (b) max-min secrecy rate versus the
number of STAR-RIS elements N, and (c) max-min secrecy rate versus the number of legitimate users K, as well as convergence of Algorithm 1: (d).

BS. The case of imperfect CSI as noted in [11] is beyond the
scope of this study and is reserved for future research.

Fig. 2(a) depicts the max—min secrecy rate versus BS
maximum transmit power Fps. As expected, the max—min
secrecy rates of all the four schemes increases with Pgg. Our
proposed scheme significantly outperforms both the SDMA
and NOMA schemes, and the performance gap with SDMA
further widens at higher power levels. This is because inter-
ference becomes increasingly dominant in the SDMA scheme
as Pgg increases, causing its secrecy rate to gradually saturate.
Moreover, the NOMA-based scheme suffers from stringent
successive decoding constraints, which degrade its secrecy
performance. In contrast, the proposed scheme fully exploits
the dual role of the common stream, thereby avoiding rate
saturation and demonstrating its effectiveness. In addition, our
proposed scheme achieves superior secrecy capacity over the
passive STAR-RIS counterpart, proving its effectiveness in
overcoming the “multiplicative fading” effect.

Fig. 2 (b) plots the max—min secrecy rate versus the number
of STAR-RIS elements /N. Clearly, the max-min secrecy rates
of all the four schemes increase with N, since a larger
N provides more spatial degrees of freedom to strengthen
cascaded channels and enable more effective beamforming
design, thus enhancing secrecy performance. Our proposed
scheme consistently surpasses the three benchmark schemes
across all considered values of N. Moreover, the performance
margin of our proposed RSMA scheme over the second-
best SDMA scheme expands with a larger N, confirming the
effectiveness of our design. Furthermore, compared with its
passive STAR-RIS counterpart, the active STAR-RIS achieves
an average secrecy rate gain of about 2.3 bps/Hz over the
considered range of NN. The result fully indicates that the
active STAR-RIS can produce greater performance benefits
with fewer elements than its passive counterpart.

Fig. 2 (c) depicts the max—min secrecy rate performance of
different schemes under different numbers of legitimate users
K. Two interesting phenomena can be observed. First, the
secrecy advantage of our proposed scheme over the second
best SDMA scheme decreases as K increases. This is because
the common rate in RSMA is constrained by the minimum
decoding capability among the K users, and its secrecy rate
must be allocated to the entire group. Second, the superiority
of the proposed design over the passive STAR-RIS and NOMA
benchmarks becomes more pronounced as K increases. The
passive STAR-RIS suffers more severely from multi-user inter-
ference due to the lack of active amplification and interference

control, while the NOMA scheme is constrained by strict
decoding requirements, causing its secrecy performance to
degrade more rapidly as K increases.

The convergence behavior of Algorithm 1 is assessed in
Fig. 2(d) for different numbers of BS antennas M and
active STAR-RIS elements V. In all configurations, the curves
demonstrate monotonic improvement before reaching stable
plateaus, thereby verifying the convergence guarantee estab-
lished in our analysis.

V. CONCLUSIONS

In this work, we have addressed the challenge of secure
transmission in active STAR-RIS based networks. Our pro-
posed solution synergistically integrates RSMA, where a joint
beamforming and RIS configuration optimization is formu-
lated to maximize the minimum secrecy rate. To solve this
challenging joint optimization, we have devised an efficient
algorithm based on AO, WMMSE and SCA. Numerical sim-
ulations demonstrate that this approach yields a considerable
enhancement in secrecy performance compared to benchmarks
employing passive STAR-RIS, SDMA or NOMA.
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