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Abstract. This paper investigates the energy consumption of Envi-
ronmental Internet of Things (E-IoT) systems using CoAP, RPL, and
6LoWPAN. We focus on Sleepy Networks, a method to save energy in
battery-powered nodes where nodes spend most of their time sleeping
and have regular communications windows. Our experiments used the
Microchip SAM R30 Xplained Pro platform and measured the current
and time duration of system activities. This included reading sensors,
storing data, and the radio activities controlled by the network protocols.
After measuring the power consumption of the various states in detail,
we explored the effect of network maintenance on scheduling and energy
consumption. The results indicate that reducing sleep energy consumption
is fundamentally important. While considering the user requirements and
the volume of produced data, the results show that optimizing the com-
munication window can reduce energy consumption further. Therefore,
we suggest to further reduce the energy consumption of the system, it
is necessary to take a balance between network reliability and energy
consumption.
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1 Introduction

Wireless sensor networks (WSN) can be used to monitor remote/hazardous envi-
ronments such as unpopulated or geohazard-prone areas where the resources are
limited, and system maintenance is challenging. Martinez et al. [1] proposed the
notion of Environmental Sensor Networks (ESNs) which are WSNs specifically
designed to carry out continuous sensing of the natural environment. The devel-
opment of low-power protocols standardised for sensor networks and IP-based
standards [2], can enable full internet connectivity and enhance the interoperabil-
ity of ESNs, enabling them to become more open and heterogeneous networks.
The notion of Environmental IoT (E-IoT) [3] emerges to allow bidirectional access
between users and sensor nodes which emphasises device connectivity across
vendors and integrates with the internet. The system design should consider
the collaboration of different protocols and technologies to withstand various
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real-world environmental challenges. Power consumption is one of the most
critical elements that will decide the system’s lifetime and reliability [1]. Thus,
Low-Power protocols and efficient power management of the system are critical
when developing remote E-IoT systems.

From the application layer to the physical layer, various low-power protocols
can be applied to the low-power network stack, such as the Constrained Applica-
tion Protocol (CoAP), Low-power Wireless Personal Area Networks based on IPv6
(6LoWPAN), and the IPv6 Routing Protocol for Low-Power and Lossy-Networks
(RPL). We concentrate on an IP-based E-IoT system so non-IP-based protocols
such as Long Range Wide Area Network (LoraWAN) will not be considered here.
6LoWPAN was designed for the requirements of low-power networks and brings
uniformity to IoT networks. CoAP [4] is an application protocol designed for
these resource-limited systems [4]. CoAP has low complexity as it uses UDP,
not connection-based TCP protocol. While UDP lacks built-in mechanisms for
error recovery or retransmission of lost packets CoAP provides these features.
To enhance packet reliability, a CoAP transaction can optionally wait for an
acknowledgement (ACK) from the receiver and re-transmit the packet after a
timeout. The inclusion of a 2-byte Message ID in the CoAP header allows the
sender to identify ACKs to avoid duplicate transmissions. RPL can effectively
extend the range of the network through packet forwarding. Previous studies have
focused on improving the efficiency, applicability, and operation of 6LoWPAN,
RPL and CoAP by simulation [5], and have concluded that limited power is the
main challenge of WSNs based on these protocols [6]. We are interested here in
the real-world energy efficiency of E-IoT systems using these low-power protocols.

Improving system energy efficiency to extend system lifetime is a common
challenge in designing a real-world E-IoT system. It is critical for remote and
hazardous environment monitoring systems as it fundamentally decides the fea-
sibility and maintenance issues of deployment. IEEE 802.15.4 MAC is the de
facto underlying MAC specification for devices to run in low-power mode to
save power [7]. The mechanism of IEEE 802.15.4 MAC has defined to avoid
collisions is Carrier Sense Multiple Access with Collision Avoidance (CSMA-CA).
MAC protocols such as ContikiMAC [8] which build on top of IEEE 802.15.4 are
designed to optimise the power consumption further. ContikiMAC uses a Radio
Duty Cycle (RDC) and CSMA [8]. It applies a duty cycle mechanism (8 Hz by
default), waking up nodes for transmission after two successive Clear Channel
Assessments (CCAs) are identified [8]. The Mountain Sensing [9] project used
ContikiMAC as it saves power while making the network appear to be always
alive. The Sleepy network implemented in this study schedules the nodes to
intermittently communicate and run in a low-power sleep state after completing
planned tasks. Nodes are designed to wake up periodically to execute required
tasks such as sensing and data transmission on a regular schedule. We focus on
a sleepy network rather than a MAC-based solution, as it has the potential to
reduce unnecessary transitions and potentially optimise overall energy consump-
tion.

In previous research, we explored the practical implementation of energy-
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efficient E-IoT systems in some real-world scenarios. The Mountain Sensing
project [9] implemented an E-IoT system using ContikiMAC which proved that
868 MHz 6LoWPAN with Contiki can support the ESNs more efficiently com-
pared with 2.4 GHz-based ESNs. It also showed that the multi-hop 6LoWPAN
network could cover 3.5 km over a mountainous environment. A system based
on a low-cost system-on-chip (ATSAMR30) was tested in a forest environment,
which provides an in-forest range of typically 150-200m depending on the envi-
ronment [10]. This SoC has an 868 MHz low-power radio (13mW) and ran the
RIOT operation system (RIOT-OS) [11].

In this experiment, our objective is to analyse the energy consumption of a
sleepy E-IoT system using CoAP, RPL, and 6LoWPAN based on RIOT-OS. This
aims to explore the impact of different design choices on the system’s lifetime.
The system features can be split into three aspects: (1) user-configurable sys-
tem, (2) energy-efficient sleep schedule, and (3) adaptive energy-efficient RPL
configuration. This E-IoT system should be able to allow the user to configure
and change the features of the system, such as communication and sensing fre-
quency, depending on their requirements. Meanwhile, the system is adaptive to
dynamic changes which means that the system should be able to intelligently
modify the configurations such as schedule and routing parameters, to adapt
to the configuration change. When designing such an efficient sleepy network,
the fundamental task is to ensure the system is energy-efficient while providing
the users with data when they require it. With efficient collaboration between
system software and hardware, all the components should be able to reliably
work with the sleepy network schedule. The IoT network stack requires a certain
level of system activity for maintenance, which could potentially clash with our
use of minimal communications windows. The analysis of the system’s current
consumption for different activities during sleep, sensing, and communication
state will be introduced in Section 3.

This paper is an experimental investigation into the energy consumption of
the sleepy E-IoT network. By measuring and analysing current consumption
under various scenarios, we not only contribute experimental data to the field but
also reveal potential areas for optimization. This research is particularly relevant
in the context of advancing the understanding of low-power IoT device behaviour,
offering valuable benchmarks for future studies. Moreover, our approach to system
design, including the utilization of low-power protocols and sleep scheduling,
demonstrates practical experience in improving energy efficiencies.

2 System Architecture and Experiment Setup

2.1 Hardware and Software Configuration

In this experiment, Microchip SAM R30 Xplained Pro (SAMR30 Xpro) [12] was
selected as this hardware platform. It has an ultra-low power ATSAMR30G18A
SoC which supports sub-GHz (868 MHz band) radio (AT86RF212B integrated
transceiver). This MCU only has 256 kB flash, which is used for code, so an I/O1
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Xplained Pro SD card extension board was used to provide sensor data stor-
age/buffering. A DS18B20 Digital Temperature Sensor was used with its default
12-bit resolution supported by RIOT-OS (the conversion time is constrained by
the driver leading to typically 750ms sensing time). The embedded crystal of
SAMR30 Xpro provides the functional RTC with an accuracy of ±20 ppm. In
our experiment, the accuracy of RTC can affect the synchronisation and schedule
timekeeping. An accurate RTC, DS3231, was used to ensure the accuracy of
synchronisation of wake-up and scheduling (±2 ppm from 0°C to +40°C, and
(±3.5 ppm from -40°C to +85°C). By applying the DS3231, assuming that the
working temperature is between 0°C to +40°C, the maximum time drift per week
is about 1.2s. Compared with using the SAMR30 Xpro’s built-in oscillator (about
10% as accurate as the DS3231from 0°C to +40°C), using DS3231 can enhance
the synchronisation reliability, as the DS3231 provides enhanced accuracy across
a wide temperature. Wireshark and a RIOT-OS Sniffer [13] were used to capture
the wireless packet exchanges.

2.2 Protocol Stack and Topology

Fig. 1. Network protocol stack.

6LoWPAN, RPL, and CoAP are used in the system. These low-power protocols
allow devices to form a star/tree topology, reduce energy consumption, and ensure
robust communications. The RPL standard [14] extends the range of the network
and supports scalability, making it well-suited for constrained environment de-
ployments. CoAP provides a simple RESTful request/response interaction model
and supports features to make it possible for devices to reply to data requests
as well as respond to configuration changes. This IoT network protocol stack is
shown above in Fig. 1.
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RIOT-OS default network stack, Generic (GNRC) network stack, fully sup-
ports IPv6 with 6LoWPAN and implements RPL [15]. The Destination-Oriented
Directed Acyclic Graph (DODAG) is the fundamental structure of RPL, the par-
ent node and child node have different Rank values within a single DODAG. RPL
allows the node to communicate with surrounding nodes by exchanging ICMPv6
control messages: DODAG Advertisement Object (DAO) DODAG Information
Objective (DIO) DODAG Information Solicitation (DIS) are used to select a
root and join a DODAG [16]. Four RPL instances are: (a) Single DODAG with
one root; (b) Multiple DODAG; (c) Signal DODAG that uses a virtual root on
the backbone network and (d) a combination of (a) (b) and (c) dependent on the
scenario [17]. Fig. 2 below shows an example of an RPL star topology DODAG.
Our experiment currently only deploys nodes in a star topology with one border
router (BR) as the parent.

Fig. 2. RPL node star topology-DIO & DAO exchange and DODAG.

The exchange of the RPL control message is periodic and controlled by the RPL
“Trickle Timer” which has four parameters:

(1) Imin: the minimal interval of DIO (Imin = 3 in this experiment which
equals 8ms).

(2) Imax: the maximum time interval between DIOs (Imin = 20 in this exper-
iment, approximately 2.33 h).

(3) K: the constant determines doubling the interval between transmissions
(K = 10 in this experiment).

(4) DIO timer: Interval for DIO sending is 0, Imin, ..., Imax.

2.3 Experiment Setup

In our experiment shown in Fig. 3, GNRC network stack, 6LoWPAN, RPL, and
CoAP are all provided by RIOT-OS. RTC3231, Atmel I/O1 Xplained Pro, and a
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DS18 sensor were connected to the SAM R30 Xplained Pro board. Radio packets
were captured by a RIOT-OS sniffer to help correlate activity timings with current
consumption changes, simultaneously measured using a Nordic Semiconductor
Power Profiler Kit II and Agilent 34411A multimeters. The initial phase involved
investigating the current consumption of the fundamental networking activities
controlled by GNRC network stack. Subsequently, the experiment enabled RPL
to explore the characteristics and current consumption of the various RPL control
messages.

Fig. 3. Example of system current measurement experiment.

Two scenarios were considered: (1) a predetermined sensing rate with one daily
communication window, and (2) a predetermined sensing rate with regular
communication windows distributed daily. The Border Router (BR) was powered
by an always-on Linux PC. Thus, the measurement focused on the energy
consumption analysis of the individual nodes. In this experiment, the Linux PC
sent CoAP GET requests to the nodes to retrieve their data. These are routed
through the BR which converts IPv6 packets to and from 6loWPAN. Several
activities were measured in terms of the current and time duration. Table 1
provides an overview of the expected activities for the sensor node.

Energy consumption was measured across three states: Sleep, Sensing &
Communication. Specifically, during the sensing and data storage state, the node
takes readings from the DS18B20 and stores the data on the SD card. During the
communication state, the focus of network activities is ICMPv6 control messages
(Router/Neighbour Solicitation/Advertisement), 6LoWPAN packets, DIO, and
DAO/DAO ACK managed by the GNRC network and RPL routing protocol.
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The aim is to identify the current consumption, time duration, and hence energy
consumption of these network activities.

Table 1. Node’s activities overview.

State Activity Description

Sensing Set system to sensing state Node wake-up from sleep mode
Read sensor and store data DS18 temperature data read and

stored on the IO1 Xplained Pro SD
card

Sensing state Node stays in IDLE mode and radio
is off

Set system to sleep state Node enters sleep

Communication Turn on the radio Set transceiver to IDLE
6LoWPAN activity and Router
Advertisement

Node sends 6LoWPAN and Router
Advertisement packets to BR

Neighbour Solicitation Node sends Neighbour Solicitation
to determine Neighbours

Neighbour Advertisement In response of receiving Neighbour
Solicitation

DIO DIO control message activities of
the node

DAO-Tx and DAO ACK-Rx Node sends DAO message to BR
and receive DAO ACK from BR

CoAP Response Receive CoAP request and respond
Communication Node stays in IDLE mode with radio

on
Set system to sleep state Node turns radio off and enters sleep

state

3 Results Analysis and Discussion

3.1 Sleepy Network SoC Activity Current Measurement

Network activities for maintaining GNRC network and RPL network are managed
by the border router. The periodicity of these activities which construct GNRC
and RPL network was observed every 60s. Fig. 4 is a sleepy network system SoC
current measurement of 60s communication activities. It has been tested that
periodic sleep and wake-up schedules can work well with the 60s communication
window, and the SoC current consumption of the sleep state is sensible low, which
also proves that the fundamental system can support an available sleepy E-IoT
system. To begin with, a simple sleep and wake-up schedule was used with a
periodic 1-minute communication and sleep state to capture the measurements.
In summary, (1) the SoC sleep state current drops to a low level of 2.56 µA, (2)
the average current of the RPL control message is over 11 mA, (3) the average
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current of the board in the IDLE state reaches 11.8 mA. Activities such as
Router/Neighbour Solicitation/Acknowledgement DIO, DAO, DAO ACK and
response to CoAP requests were then identified. Table 2 below summarises the
average SoC current for different activities.

Fig. 4. SoC current measurement at 3.3V of all the activities of the sleepy network.

Theoretically, more network maintenance and control messages can be expected
with the increment of communication windows which increases the system’s energy
consumption. To comprehensively understand the impact of energy consumption
with an increased number of communication windows, we measured the current
and time duration of the sleep and wake-up activities in a practical system.

Table 2. Average SoC current consumption measurements at 3.3V for different activities.

Activity Information Average Current

DIO 11.2 mA
DAO-Tx and DAO ACK-Rx 12.5 mA
Neighbour Solicitation 11.4 mA
Neighbour Advertisement 11.4 mA
CoAP response 12.4 mA
Sleep State – Standby Mode 2.56 µA

3.2 Sleep E-IoT System Schedule Design

A general sleep E-IoT system schedule example is shown in Fig. 5. As illustrated,
devices are scheduled to switch between the sensing state and sleep state. Also,
the communication window will appear at the beginning of one period, followed
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by a sensing window, if the communication frequency is once a day. If the required
communication frequency is more than once per day, the communication window
will be evenly distributed in one day, followed by a sensing state. For example, if
the communication rate configured is 4 times daily, the communication window
will occur at the beginning of every 6 hours. Similarly, the communication window
will open at the beginning of every hour if the communication is configured to
happen every hour, then turn off the radio to go to the sensing state subsequently.
As Fig. 5 shows above, the system will start to sleep after all the activities are
finished. This design can avoid unnecessary energy consumption by switching
the device on from the sleep state. System configurations such as the sensing
rate and communication rate are changeable by sending a CoAP PUT to the
nodes from the Linux PC. To investigate the energy consumption, all activities’
current consumption and time duration were measured and listed in Table 3.
These results can be used to calculate the system’s daily energy consumption.
We note that the sleep state of this development board has an increased sleep
current consumption compared with the findings illustrated in Table 2 due to
the peripherals such as the SD card extension board.

Fig. 5. Sleepy E-IoT system schedule overview.

The nodes are synchronised by sending a CoAP PUT from the Linux PC to set
the RTC of each node. This initial configuration allows users to accurately set
the RTC timer for all nodes. Once the RTCs are configured, all nodes seamlessly
enter the synchronised schedule at the commencement of the next hour. This
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synchronisation strategy supported by DS3231, compared with using the board’s
built-in oscillator, improves the synchronisation accuracy of every node to operate
within the schedule. This synchronisation method ensures that the entire system
functions operate cohesively and reduces potential risks in timing and activity.
Currently, all the nodes are synchronised to wake up sequentially, where they
take turns to communicate. Thus, in this experiment, the energy consumption
caused by overhearing is minimised in the laboratory environment. In future
work, synchronisation process optimizations will be explored to further facilitate
the initial setup, fundamentally supporting the overall efficiency of the system.

Table 3. Average current and time duration of different sleepy E-IoT system activities.

Activity Information Time Duration (s)
Average Current
(mA)

6LoWPAN and Router Advertisement 0.188 14.915
Neighbour Solicitation 0.144 13.848
Neighbour Advertisement 0.142 13.788
DIO 0.093 12.524
DAO-Tx & DAO ACK-Rx 0.1395 14.702
CoAP Response 0.13 14.832
Set system to sensing state 0.049 1.476
Set system to sleep state 0.048 1.475
Turn on the radio 0.048 7.679
Set system to communication state 0.095 6.523
Read sensor and store data 0.798 2.963
Communication state NA 12.85
Sensing state NA 2.85
Sleep state–Standby Mode NA 0.132

3.3 Overall System Energy Consumption

The time for the BR to periodically maintain the network was observed to be 60s
including all the GNRC and RPL activities that cyclically construct the network.
To begin with, the communication window defaults to 60s to allow all the network
communication setups. Fig. 6 shows the daily energy stack of different schedule
examples. This result indicates that daily communication energy consumption
has increased as the number of communication windows increases. Significantly,
the dominant factor in energy use is the sleep state so any deployable system
should minimise this. As a result, in the case of one 60s communication window
per day with a sensing rate of every 10 minutes, the daily energy consumption is
38.6J and the estimated system lifetime is 712 days (estimated using 2600 mAh
18650 Lithium-Ion rechargeable battery). Obviously, in a star topology, that 60s
is longer than the necessary time overhead as the communication window can be
shut after all the data is transmitted.
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A potential solution to further optimise the system energy consumption is to
reduce the unnecessary communication window length. The following assumption
is made to focus on evaluating the energy consumption related to data trans-
mission through CoAP. After the initial network construction phase, subsequent
communication windows can be considered to exclude network maintenance
activities, such as ICMPv6, RPL, and 6LoWPAN control messages. Each sensing
event will create 18 Bytes of data, and each CoAP packet can maximumly contain
97 Bytes of payload [18]. Thus, 5 groups of readings can be transmitted with
one CoAP packet. Assuming N sensor readings will be taken before each com-
munication window, the minimum time required for one communication window
can be summarised in Function 1. TIDLE includes the time cost to wake up the
node and turn the radio on. TCoAP is the time response cost for a single CoAP
request. TRadio STANDBY is the time cost for turning off radio after completing
data transmission. Adding up the minimum communication activity and sensing
activity (sensing every 5/10 minutes and communication every hour) implies a
2s communications window could safely be used.

Tcommunication = TIDLE +ROUNDUP (N ∗ 1

5
)∗TCoAP +TRadio STANDBY (1)

(a) image1 (b) image2

Fig. 6. Daily energy consumption of different states and energy stack ((a) and (b)
communicate every hour, (c) and (d) communicate once a day). For both panels, from
left to right, they are: (a) sensing every 10 minutes, 60s communication every hour; (b)
sensing every 5 minutes, 60s communication every hour; (c) sensing every 10 minutes,
60s communication every day and (d) sensing every 5 minutes, 60s communication
every day.

We can make similar assumptions for different communication frequencies.
Referring to Fig. 5, if the communication is scheduled once per day, the value of
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ROUNDUP (Tcommunication +Tsensing) is equal to 5s (sensing every 10 minutes)
and 9s (sensing every 5 minutes). Estimated results illustrated in Fig. 7 show
that total energy consumption increased by 6.4% compared to (a) and (c), and
a nearly 9.9% increase compared with (b) and (d). Theoretically, optimizing
the system energy consumption by minimizing the time overhead of network
maintenance such as RPL control message, is potentially valuable. In future work,
it is potentially worth reducing the communication time overhead by focusing
on minimizing unnecessary RPL control messages while ensuring basic RPL
reconstruction requirements.

(a) image3 (b) image4

Fig. 7. Sleep network daily energy stack with optimised prediction. For both panels,
from left to right, they are: (a) sensing every 10 minutes, communication every day and
(b) sensing every 5 minutes, communication every day; (c) sensing every 10 minutes,
communication every hour and (d) sensing every 5 minutes, communication every hour.

4 Conclusion

Our investigation into the star topology sleepy E-IoT system has provided our
understanding of the relationship between communication frequency, energy
consumption, and network maintenance. This Sleepy E-IoT system design focuses
on using CoAP, RPL and 6LoWPAN. Also, the system can enter the sleep
state and wake-up state as scheduled to finish the planned tasks with reliable
communication features. Furthermore, CoAP is applied to ensure the ability
of the user to update and reconfigure the system presets. To comprehensively
understand the impact of energy consumption with an increased number of
communication windows, we have measured the current and time duration of
system activities such as read sensor, store data, and radio activities controlled
by the standard IoT protocols. The observed increases in daily communication
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energy consumption with additional windows emphasise the importance of a
balanced approach that considers network reliability and communication time.
The estimation result shows that optimizing the communication time overhead
can reduce energy consumption further. According to Fig. 6 and Fig. 7, when
the system’s sensing frequency remains the same, optimizing the communication
window results in a reduction of system energy consumption by more than
1.6% (communication once a day) and 30.86% (communication every hour). We
suggest optimizing communication windows and network activities to control
the communication energy consumption, and this can further guide similar
systems to take a balance between network reliability and energy consumption.
In the upcoming stages, our attention will be directed towards optimizing energy
consumption. This will be achieved through optimizing the system in routing
configuration and communication patterns, aiming to further reduce overall
system power requirements.
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