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ABSTRACT

The Online Safety Act (OSA)' and Digital Services Act (DSA)? constitute the UK and
EU'’s attempts to regulate the systems and processes of online service providers, and
in so doing provide a framework to make the internet safer, mitigating risks of harm
arising from the accessibility and dissemination of illegal and harmful content, while
protecting users’ fundamental rights and freedoms. While the legislative
endeavours have similar aims, they adopt markedly different approaches, in
relation to the concept of harm engaged and as regards their regulatory
frameworks and approaches to multi-level governance. This paper outlines the
enforcement frameworks envisaged under each piece of legislation, examining
the role attributed to online platforms as private actors, the investigatory and
sanctioning powers of national and supranational regulatory bodies, the scope
for judicial intervention and opportunities for coordination between the
European Commission and OFCOM in areas of common interest.
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KEYWORDS Digital environment; Online Safety Act; Digital Services Act; private and public regulation;
content moderation

Introduction

It is trite to state that the world in which we live is defined by the significance
of its digital society or digital environment. One can hardly imagine going
about our daily lives without engaging with digital platforms, offered by

CONTACT Stephanie Law @) s.law@soton.ac.uk

"Online Safety Act 2023 (hereinafter OSA).

2Regulation (EU) 2022/2065 of the European Parliament and of the Council of 19 October 2022 on a
Single Market For Digital Services and amending Directive 2000/31/EC [2022] OJ L277/1 (Digital Ser-
vices Act; hereinafter DSA).

3European Commission, ‘Daily News, 13 May 2024’3 <https://ec.europa.eu/commission/presscorner/api/
files/document/print/en/mex_24_2568/mex_24_2568_en.pdf> accessed 01 June 2024.
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service providers.* Our offline and online lives are inextricably intertwined, and
we are increasingly reliant on online platforms to engage with and participate in
society. We use Google or DuckDuckGo to access information, identify the
quickest route to work using Waze or Google Maps, buy and sell goods via
eBay and apply for credit via banking apps; we communicate with friends
(or strangers) via Facebook Messenger and Instagram, and use Twitter/X to
inform ourselves and contribute to debates on issues of societal and public
importance. These platforms offer benefits to individuals, providing increased
opportunities for communication, integration, socialisation and general con-
venience. However, these benefits come with a range of nuanced risks of
harm, arising from content encountered online. We may suffer economic
loss, for example, as a result of online scams or fraudulent adverts; we may
be subjected to exploitative and manipulative data practices leading to a loss
of privacy, to misleading advertising or aggressive targeting, or we may be
manipulated by deceptive or dark patterns which nudge our behaviour, distort-
ing our decision-making and potentially encouraging us to act against our best
interests.” Content can generate individual harm (for example, an individual
encountering misinformation on vaccinations may result in that individual
contracting COVID); this same content may also generate societal harms (facil-
itating the development of an anti-vaccination eco-system which threatens
global health). Content may generate harms that are physical (for example,
messaging that promotes suicide), or psychological (for example, abusive
content related to someone’s race or religion); some content generating harm
may be unlawful (for example, indecent images of children or terrorist material)
while others may be lawful but nevertheless generate harm (for example, ‘gore’
content or content that encourages self-harm or body dysmorphia).®

The Online Safety Act (OSA)” and Digital Services Act (DSA)® consti-
tute the UK and EU’s attempts to regulate the systems and processes of
the digital environment; in so doing, they aim to establish a framework

“In this paper, the concept of ‘service providers' is used interchangeably with ‘digital platforms’ and
‘online platforms’.

*These issues traditionally having given rise to violations of the protection of personal data under Regu-
lation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the protection
of natural persons with regard to the processing of personal data and on the free movement of such
data, and repealing Directive 95/46/EC [2016] OJ L119/1 (General Data Protection Regulation; herein-
after GDPR), or of consumer law, including, for example, Directive 2005/29/EC of the European Parlia-
ment and of the Council of 11 May 2005 concerning unfair business-to-consumer commercial practices
in the internal market and amending Council Directive 84/450/EEC, Directives 97/7/EC, 98/27/EC and
2002/65/EC of the European Parliament and of the Council and Regulation (EC) No 2006/2004 of the
European Parliament and of the Council [2005] OJ L149/22 (the Unfair Commercial Practices Directive).

SAll of these examples can be found in OFCOM, ‘How People are Harmed Online: Testing a Model from a
User Perspective’ (2022) <https://www.ofcom.org.uk/online-safety/illegal-and-harmful-content/how-
people-are-harmed-online/> accessed 22 October 2024.

’Online Safety Act 2023 (hereinafter OSA).

8Regulation (EU) 2022/2065 of the European Parliament and of the Council of 19 October 2022 on a
Single Market For Digital Services and amending Directive 2000/31/EC [2022] OJ L277/1 (Digital Ser-
vices Act; hereinafter DSA).


https://www.ofcom.org.uk/online-safety/illegal-and-harmful-content/how-people-are-harmed-online/
https://www.ofcom.org.uk/online-safety/illegal-and-harmful-content/how-people-are-harmed-online/
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to make the internet safer, mitigating risks of harm arising from the acces-
sibility and dissemination of illegal and harmful content, while protecting
users’ fundamental rights and freedoms. While both pieces of legislation
seek to satisfy similar aims, they adopt markedly different approaches,
not only in relation to the concept of harm engaged in each but also as
regards their regulatory and enforcement frameworks and approach to
multi-level governance. This paper aims to outline the enforcement frame-
works envisaged under each piece of legislation, looking firstly at the role
attributed to online platforms as private actors under the DSA and OSA,
and furthermore at the role of national and supranational regulatory
bodies, including the National Digital Services Coordinators, the European
Board of Digital Safety and the European Commission under the DSA, and
OFCOM under the OSA. It will unpack the investigatory and sanctioning
powers attributed to these entities, the scope for judicial intervention and
the opportunities for coordination between the European Commission
and OFCOM in areas of common interest, as envisaged in an administra-
tive agreement signed in May 2024.°

In order to contextualise these enforcement frameworks, the paper begins
by outlining the recent legislative endeavours adopted within the EU and UK
in the form of the DSA and OSA, and their shared endeavours to the ends of
making the digital environment a safer place. Thereafter, the nature of the
private entities controlling the digital environment, ie service providers,
and their role in moderating online content, whether legal or illegal, is set
out. Herein, the challenges arising in this framework of private or self-regu-
lation are identified. Against the EU and UK legislative background, the obli-
gations established on service providers in the OSA and DSA are examined,
and an attempt is made to unpack the relationship between public and
private regulation. The paper then moves on to examine the procedural
framework by which compliance with the OSA and DSA will be enforced.
Here, the added value of comparing the enforcement regimes will be elabo-
rated upon; such an analysis allows for a clearer framing of the obligations
and responsibilities of online service providers in respect of illegal and
harmful content and offers a deeper understanding of what they should be
doing and how they should be doing it. Examining the roles to be played
by national and European authorities in relation to enforcement of service
providers’ compliance with the relevant legislation allows for the regulatory
approaches of the EU and UK legislators to be further unpacked and offers
insights into broader policy approaches as regards the public/private divide
in the realm of content moderation under both regimes.

°European Commission, ‘Daily News, 13 May 2024’ 3 <https://ec.europa.eu/commission/presscorner/api/
files/document/print/en/mex_24_2568/mex_24_2568_en.pdf> accessed 01 June 2024.


https://ec.europa.eu/commission/presscorner/api/files/document/print/en/mex_24_2568/mex_24_2568_en.pdf
https://ec.europa.eu/commission/presscorner/api/files/document/print/en/mex_24_2568/mex_24_2568_en.pdf
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Legislative developments to the ends of a ‘safer’ digital
environment

Both the OSA'® and DSA have been advanced as legislative developments
that will make the digital environment a safer place, where ‘what is illegal
offline is illegal online’.'" Nevertheless, both pieces of legislation have gen-
erated criticism on various fronts, as will be explored further below, and
have been subject to considerable amendments since their introduction
before the UK and European Parliaments. The DSA replaces the e-Com-
merce Directive,'”> and finds its origins in the need, identified in the
‘Shaping Europe’s Digital Future’ paper,'® for a review and modernisation
of the rules governing online platforms. Taking the form of a regulation,"*
the DSA became directly applicable across the EU from 17 February 2024."
The OSA stems from the Online Harms White Paperlé, which recognised
the need for greater regulation in the face of the ‘growing evidence of the
scale of harmful content and activity that people experience online’;'” the
OSA essentially also replaces the e-Commerce Directive, in the legal juris-
dictions of the UK, post-Brexit. Having been introduced to Parliament in
May 2021, and undergoing a number of significant amendments, the OSA
finally received Royal Assent in October 2023 and came into force on the
same day; it is expected that the Online Safety Act will be supplemented
by various pieces of secondary legislation, codes of conduct and guidelines
to be introduced in the coming months. It is worth noting that the push
within the EU and the UK to enhance internet governance and regulation
are also reflected in legal developments within other domestic legal

10Department for Science, Innovation and Technology, ‘Press Release: Britain makes internet safer, as
Online Safety Bill finished and ready to become law’ 19 September 2023 <https://www.gov.uk/
government/news/britain-makes-internet-safer-as-online-safety-bill-finished-and-ready-to-become-
law> accessed 26 May 2024.

11Department for Science, Innovation and Technology, ‘Press Release: Britain makes internet safer, as
Online Safety Bill finished and ready to become law’ ibid, quote of Secretary of State, Michelle
Donelan. A similar sentiment has been expressed by European Commission President, Ursula Von
der Leyen; European Commission, ‘Press Release: Digital Services Act: Commission welcomes political
agreement on rules ensuring a safe and accountable online environment’ 23 April 2022 <https://ec.
europa.eu/commission/presscorner/detail/en/IP_22_2545> accessed 26 May 2024.

?Directive 2000/31/EC of the European Parliament and of the Council of 8 June 2000 on certain legal
aspects of information society services, in particular electronic commerce, in the Internal Market
[2000] OJ L178/1.

*European Commission, ‘Communication on Shaping Europe’s Digital Future’ February 2020.

"Consolidated Version of the Treaty on the Functioning of the European Union (TFEU) [2012] OJ C326/
47, Art 288. Regulations, aiming to ensure the uniform application of Union law across the Member
States by replacing incompatible national laws, are generally applicable, binding and of direct
effect against private individuals, Union institutions and the Member States from the date on which
they enter into force.

°DSA, Art 93.

16Secretary of State for Digital, Culture, Media and Sport, and Secretary of State for the Home Depart-
ment, ‘Online Harms White Paper’ (CP 2019) 57.

Vibid 12.


https://www.gov.uk/government/news/britain-makes-internet-safer-as-online-safety-bill-finished-and-ready-to-become-law
https://www.gov.uk/government/news/britain-makes-internet-safer-as-online-safety-bill-finished-and-ready-to-become-law
https://www.gov.uk/government/news/britain-makes-internet-safer-as-online-safety-bill-finished-and-ready-to-become-law
https://ec.europa.eu/commission/presscorner/detail/en/IP_22_2545
https://ec.europa.eu/commission/presscorner/detail/en/IP_22_2545
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orders, including France,'®> Germany' and the United States,”® towards
enhanced online safety.

In the EU context, it is also worth noting that two pieces of legislation sit
at the heart of the EU’s endeavours to establish a legislative framework for
the regulation of the digital single market: the DSA®!, which is the focus of
this paper, and the Digital Markets Act.”> Together, and alongside other leg-
islative endeavours,” the DSA and DMA aim to provide for a harmonised
set of rules governing digital services; these rules aim to facilitate fair, safe
and contestable online spaces, and a level playing field within the internal
and global market, to the ‘benefit of the Union’s economy as a whole and
ultimately of the Union’s consumers’.>* The Commission envisages that
together these Regulations will provide for a ‘high global benchmark’® by
updating pre-digital economy legal rules to be fit for the online environment
and establishing clear and harmonised obligations on platforms, thus facili-
tating legal certainty while reducing compliance costs by negating fragmen-
tation arising as a result of piecemeal regulation at the national and EU levels.
Underpinning the need for the rules found in the DSA and DMA is a recog-
nition of the market (but equally, social and political) power of the largest

"8Loi n° 2021-1109 du 24 aolt 2021 confortant le respect des principes de la République, Articles 36 to
48, amending existing legislation including the Criminal Code, Code of Criminal Procedure and Con-
sumer Code.

"Gesetz zur Verbesserung der Rechtsdurchsetzung in Sozialen Netzwerken (Netzwerkdurchsetzungsge-
setz — ‘NetzDG') (1 September 2017). See U Kohl, ‘Platform Regulation of Hate Speech — A Transatlantic
Speech Compromise? (2022) 14 Journal of Media Law 1.

2L egislative proposals have been advanced at both the federal — see for example, the Kids Online Safety
Act S1409, introduced in the 118th Congress of 2023-24 - and at the state level - see for example,
California’s Age-Appropriate Design Code Act (AB 2273); the enforcement of the latter, due to take
effect on the 1 July 2024, was enjoined by a preliminary injunction issued in September 2023 (NetCh-
oice, LLC v. Bonta, No. 22-cv-08861 (N.D. Cal.)), a decision that has since been appealed to the Ninth
Circuit by the State of California).

21DSA, Art 93; the DSA, as a regulation, became directly applicable across the EU from 17 February 2024.

22Regulation (EU) 2022/1925 of the European Parliament and of the Council of 14 September 2022 on
contestable and fair markets in the digital sector and amending Directives (EU) 2019/1937 and (EU)
2020/1828 [2022] L265/1 (Digital Markets Act; hereinafter DMA). The DMA, as a regulation, became
directly applicable across the EU from 2 May 2023.

BIncluding, amongst others, for example, the consumer law acquis, the Treaty provisions on competition
law and the GDPR, as well as recent Commission proposals developing a body of EU data law. The latter
would include European Commission, ‘Proposal for a Regulation of the European Parliament and of the
Council on harmonised rules on fair access to and use of data (Data Act)’ COM/2022/68 final; European
Commission, ‘Proposal for a Regulation of the European Parliament and of the Council on harmonised
rules on Artificial Intelligence (Artificial Intelligence Act)’ COM/2021/206 final; European Commission,
‘Proposal for a Regulation of the European Parliament and of the Council on harmonised rules on EU
Data Governance and Amending Regulation (EU) 2018/1724 (Data Governance Act)’ COM/2020/767
final — see further, Michéle Finck, ‘The Maturation of European Data Law: From Fundamental Rights
to Economic Rights’ in Jeremias Adams-Prass| et al (eds), The Internal Market Ideal (OUP 2024) 39.

24DMA, Recital 8 and Art 1(1). Considerable reference is made within the DMA to the regulation of digital
services, and the interrelation of the two regulations; see also, DSA, Art 1(1).

ZEuropean Commission, ‘Europe Fit for the Digital Age: New Online Rules for Platforms’ <https://
commission.europa.eu/strategy-and-policy/priorities-2019-2024/europe-fit-digital-age/digital-services-
act/europe-fit-digital-age-new-online-rules-platforms_en#small-online-platform-scaling-up-in-the-eu>
accessed 2 June 2024.


https://commission.europa.eu/strategy-and-policy/priorities-2019-2024/europe-fit-digital-age/digital-services-act/europe-fit-digital-age-new-online-rules-platforms_en#small-online-platform-scaling-up-in-the-eu
https://commission.europa.eu/strategy-and-policy/priorities-2019-2024/europe-fit-digital-age/digital-services-act/europe-fit-digital-age-new-online-rules-platforms_en#small-online-platform-scaling-up-in-the-eu
https://commission.europa.eu/strategy-and-policy/priorities-2019-2024/europe-fit-digital-age/digital-services-act/europe-fit-digital-age-new-online-rules-platforms_en#small-online-platform-scaling-up-in-the-eu
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online platforms, characterised as ‘gatekeepers’ under the DMA.*® While the
focus of this paper it not on the DMA, it can be said that service providers,
including online platforms, have been empowered to play a gatekeeping role
in relation to internet governance, related to but distinguishable from the
notion of gatekeeper as established in the DMA.

The role of private service providers in promoting a ‘safer’
digital environment: a brief introduction to content
moderation

As set out in the introduction, the online environment and development of
digital technologies offer a breadth of opportunities for societal engagement
and interaction that are almost unimaginable in an offline world.”” While the
emergence of the digital environment, in particular, digital platforms, has
allowed for an exponential rise in the sharing of ideas and information
and the offering of products and services, potentially accessible to all, such
opportunities also generate risks of harm. For example, unsafe products
may be sold to consumers in breach of consumer law, or fake designer pro-
ducts may be sold in breach of IP and copyright law via online e-commerce
platforms; hate speech or disinformation may be uploaded to discussion
forums and incite violence or influence democratic participation, while
images that promote self-harm or suicide may be posted on social media
platforms. Some of this content may be illegal (for example, terrorist material
which may incite violence or drive radicalisation) while other content may be
lawful but nevertheless generate risks of harm (including for example, images
that promote disordered eating). The digital environment may well offer
positive outcomes, as outlined above; however, they undoubtedly also lead

25Under the DMA, these actors may be designated as ‘gatekeepers’ per Art 1, where they have a ‘signifi-
cant impact on the internal market’, provide core platform services and ‘enjoy an entrenched and
durable position’ (see also DMA, Recital 6). The DSA itself does not utilise the term ‘gatekeeper’
however, it is recognised at DMA, Recital 59, that gatekeepers often provide core platform services,
thus it is evident there is clear overlap between the two.

2’One might attempt to draw an analogy, for example, between eBay, as an online, customer to custo-
mer marketplace, and the ‘buy and sell' noticeboards that might once have been found in a local
newsagents or supermarket; similarly, politicians and tech leaders, and even the US Supreme Court
(see Packingham v North Carolina, 137 S Ct 1730, 1737 (2017)), have been quick to draw analogies
between online platforms, including social media forums, as digital iterations of the physical public
square. See, for example, Elon Musk’s 27 March 2022 tweet, a month before he announced his inten-
tion to acquire the platform and take it private, in which he espoused ‘Given that Twitter serves as the
de factor public town square ... ". On the ‘misguided and misleading’ public square analogy, see Mary
Anne Franks, ‘Beyond the Public Square: Imagining Digital Democracy’ (2021) The Yale Law Journal
Forum 427, 428-429. Franks’ challenge to the analogy lies not only in the private, for-profit nature
of social media platforms but in its basis in the notion of the ‘unregulated’ public town square;
rather Frank argues that the public square has aways been ‘selectively regulated’, ‘reinforc[ing]
legal and social hierarchies of race, gender, class, and ability rather than foster[ing] radically democratic
and inclusive dialogue’.
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to a diversity of disputes, political, ethical, societal and indeed legal, arising
between different actors.*®

In order to deal with the risk that individuals may access or be confronted
with illegal or harmful content, there has been a turn to service providers to
take on the role of ‘content moderators’. Content moderation has been
defined as ‘the governance mechanisms that structure participation in a com-
munity to facilitate cooperation and prevent abuse’.*” In this role, service pro-
viders become gatekeepers of online content through the measures taken, or
not, in the content moderation process. They decide what content can be
accessible online, who can share content, who can access it, and whether it
should be possible to monetise its sharing. Fundamentally, online platforms
determine whether content is accessible; that is to say, they exercise control
over its visibility by promoting or demoting such content to users. With its
focus on the privatisation of public adjudicative functions, this paper identifies
and analyses two sets of challenges; there are numerous others.*

The first concerns the private character of digital platforms. Firstly, digital
platforms are private actors, for-profit and privately owned; their business
models - largely advertising-driven, engineered to derive personal data from
individuals® and engineer engagement, often via the use of algorithms and
recommender systems — serve private, not public or societal, interests. The
very private nature of the service provider itself generates a multiplicity of
further challenges. Content moderation by service providers entails that the
decisions made by private actors may impact individual (and societal) rights
and interests. As such, private actors are engaged in an otherwise (though
not exclusively) State function: the balancing of rights and freedoms.>* If

ZGoanta and Ortolani distinguish ‘(i) conflicts between users and the platform: users disagree with plat-
form actions (e.g. taking down their content) or policies (e.g. nudity policies); (ii) conflicts between
different users: users disagree between themselves, whether bilaterally (e.g. making disparaging or
misleading statements about a business competitor ...) ... or multilaterally (e.g. ‘cancel culture’ prac-
tices ...) ... (iii) conflicts involving third parties: content posted on social media platforms may infringe
the rights of non-users ... ’; Catalina Goanta and Pietro Ortolani, ‘Unpacking Content Moderation: The
Rise of Social Media Platforms as Online Civil Courts’ in Xandra Kramer et al (eds), Frontiers in Civil
Justice (Elgar 2022) 192, 198-199. Third party actors might include, for example, consumer protection
associations, or child protection charities, who might request that content is removed.

2% James Grimmelmann, ‘The Virtues of Moderation’ (2015) 17 Yale Journal of Law and Technology 42, 47.
Content moderation is defined in the DSA at Art 3(t), while no definition is provided in the OSA.

3Including, for example, allegations of psychological harm incurred by content moderators (often out-
sourced) in the processes of content moderation. Indeed, broad criticism has been levelled against
digital platforms and service providers engaged in content moderation, stemming from politicians,
tech leaders, academics, international organisations, and human rights bodies.

310n the challenges arising in relation to the unprecedented power attributed to ‘big tech’ companies,
their promotion of surveillance capitalism and its use as a tool to shape, influence and control markets
and societal behaviour in a way that threatens autonomy, privacy and democracy - see further,
Shoshana Zuboff, The Age of Surveillance Capitalism: The Fight for a Human Future at the New Frontier
of Power (PublicAffairs 2019).

32The multilevel balancing of rights and freedoms in the EU context, save certain absolute rights, is
inherent in the Charter of Fundamental Rights of the EU (re freedom of expression, see CFR, Art 52)
and the European Convention on Human Rights (re freedom of expression, see ECHR, Art 10(2)).
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Twitter/X decides to remove a post of one of its users, it may be seen to con-
stitute an interference with that user’s freedom of express.ion.33 It can be seen,
as Ortolani notes, as a reflection of the ‘privatisation of public adjudicative
functions’.>* In this sense, it can be taken for granted that ‘content moderators
act in a capacity very similar to that of judges™?; that is to say, service provi-
ders, in engaging in active content moderation, apply their own rules®® to indi-
vidual cases over and over again to decide whether or not content should
appear on their platform.”” This may be done by virtue of the platform’s ex
ante moderation or on the basis of a complaint made by a user in respect of
content they have encountered on the platform.’® These decisions may be
right or wrong and can be subject to appeal; in this sense, content moderation
is deemed to achieve accountability by attributing procedural rights to its
users.” The online platform determines not only whether the content
remains on its platform® but also determines its accessibility, via the pro-
motion or demotion of content.*’ On this approach, online platforms take
decisions on an individual, case-by-case basis; as these decisions are made
over and over again, the process of content moderation results in ‘the aggrega-
tion of millions of daily paradigm cases’, which Douek likens to a ‘bureaucratic
model’;*” Douek - who refers to this approach as providing the ‘standard
picture’ of individual content moderation - argues that it is one which does
not describe the whole picture.43 It is, she argues, ‘outdated and incomplete’,
particularly as it focuses on whether the platform makes the right or wrong
decision (one which can be challenged if wrong) in individual cases on

33This role for private actors, and in particular, digital platforms is not necessarily novel; see for example,
the European Court of Justice’s ‘right to be forgotten’ case law, arising in respect of GDPR, Art 15
(including Case C-131/12 Google Spain EU:C:2014:317, Case C-136/17 Google v CNIL EU:2019:773 and
Case C-507/17 Google v CNIL EU:C:2019:772).

34See Pietro Ortolani, ‘The Digital Services Act, Content Moderation and Dispute Resolution’ (2022) SSRN
<https://papers.ssrn.com/sol3/papers.cfm?abstract_id=4356598> accessed 15 May 2024, 3.

35Kate Klonick, ‘The New Governors: The People, Rules, and Processes Governing Online Speech’ (2018)
131 Harvard Law Review 1598, 1647. Klonick examines the approach of Facebook from a US perspective
and in light of the First Amendment, asserting that these ‘private content platforms’ must be under-
stood as systems of governance, ‘now responsible for shaping and allowing participation in our new
digital and democratic culture, yet they have little direct accountability to their users’, 1599, a compe-
tence that derives from s 230, Communications Decency Act, which attributes to service providers
immunity from liability in respect of content, generated by users and posted on their platform.

36Marjorie Heins, ‘The Brave New World of Social Media Censorship’ (2014) 127 Harvard Law Review 325,
326; Heins describes the process of Facebook’s appeal mechanism as ‘mysterious’ and notes ‘we do not
know the details’ of their internal policy.

37Evelyn Douek, ‘Content Moderation as Systems Thinking’ (2022) 136 Harvard Law Review 526, 537-538.

*8Klonick (n 35) 1636-1638.

*Douek (n 37) 531.

4O consideration that Douek notes derives from analogies drawn with First Amendment challenges but
which also attributes significance to high-profile decisions; Douek, ibid 565.

*'Douek, ibid 546-548.

“2Douek describes this ‘standard picture’ as ‘privatized hierarchical bureaucracy that applies legislative-
style rules drafted by platform policymakers to individual cases and hears appeals from those
decisions’, likened to offline decision-making before national courts, at 535; Douek ibid 535 and 538.

“3Douek ibid 535. For a response to and critique of Douek’s paper, see K Klonick, ‘Of Systems Thinking
and Straw Men’ (2023) 136 Harvard Law Review Forum 339.
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whether content should be removed.** Instead, in Douek’s alternative vision of
the governance of online speech, she advances a ‘systems-based” approach.
This approach, she argues, can overcome some of the challenges or ‘blind
spots™® with the ‘standard picture’ approach. Firstly, it engages the breadth
of actors and institutions engaged, and often hidden, in content moderation,
acknowledges the increasingly important relationships between private actor
online platforms and governments,* and the trade-offs to be made in the insti-
tutional design of the moderation regimes.*” While this paper affords little
scope to delve in depth into Douek’s model of content moderation, it is
worth highlighting its parameters. Content moderation must, she argues, be
conceived as dynamic and complex, concerned not only with decision
making in individual cases; instead, she asserts, it must encompass a ‘proactive
and continuous form of governance’,*® one which ‘focuses on the ex ante insti-
tutional design choices involved in creating a system of mass administration,
rather than ex post individual error correction’.*” Content moderation’s goal
should not necessarily only be concerned with the identification of norms
that govern online speech or the ‘application of a fixed rule to a specific
piece of content’™ instead, it must be concerned with the design of insti-
tutional mechanisms that encompasses problematic cases that fall outside
the standard paradigm case, which encourages discourse and dialogue on
values underpinning the design, implementation and enforcement of moder-
ation regimes, so as to facilitate the meaningful accountability of online
platforms.™

As Douek, and others do, it is necessary to also acknowledge that on a
practical level, public adjudicatory institutions, like courts, do not have the
capacity to deal with such a deluge of decision making, particularly as
much of the content moderation undertaken by service providers is auto-
mated® (though certainly Meta does engage, often third party, human
content moderators).” Facebook, for example, removes hundreds of thou-
sands of posts a day, and thus certainly ‘makes’ more such decisions on a
daily basis; of almost 70,000,000 pieces of content removed, over

“**Douek (n 37) 538.

“Sibid 539.

“SEor example, in countering child sexual abuse material.

“"Douek (n 37) 539ff: such trade offs include, for example, increased scope for ‘wrong’ decisions to
ensure decisions are made in a timely manner, the parameters of what is timely being different in
an online than offline context, at 549.

*3Douek ibid 531.

“ibid 533.

Oibid 607.

*Tibid 533.

2Generating — from a technical perspective — the ‘black box’ problem and challenges of transparency
and accountability; Frank Pasquale, The Black Box Society: The Secret Algorithms that Control Money
and Information (HUP 2015).

53See Douek (n37) 544.
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67,500,000 were removed by automated means.>* Certainly national courts
have neither the capacity nor resource to deal with such a volume of cases
and indeed, it might be asserted that the capacity of service providers to
offer such decision making rather facilitates access to justice.”® That is to
say, when a user encounters content on a platform, they can make a com-
plaint to the platform itself; that platform will then decide on whether that
content should remain accessible. If that decision is wrong, the poster of
the content can challenge that decision. This content moderation process
allows for the resolution of what are necessarily disputes, albeit of a low mon-
etary value, which arise with such frequent occurrence that they could never
be resolved before national courts.

To the extent that content moderation entails such functions, one must
question whether digital platforms are held to certain standards of ‘justice’
or whether they enjoy a freedom from the requirement of such compliance.”®
These questions might arise in relation to procedure and substance. It is
debatable to what extent service providers, as private actors, are required
to ensure due process and access to appeal mechanisms, for example, or
whether they are bound by human rights standards in the same way that
these rules bind States;”” inherent here is the freedom of expression ques-
tion.”® The DSA recognises that content moderation processes of online plat-
forms may generate conflicts with fundamental freedoms,” though it does
not provide for procedural rules through which users can make complaints
before national courts or administrative authorities (this being for the
Member States themselves in line with the principle of national procedural

5 Meta, ‘Regulation (EU) 2022/2065 Digital Services Act: Transparency Report for Facebook (Period 01
October 2023 to 13 June 2024) <https://transparency.meta.com/sr/dsa-transparency-report-
apr2024-facebook> accessed 02 July 2024.

%>Goanta and Ortolani (n 28) 210.

*5Whatever we may take this to mean; for the purposes of this paper, it is impossible to unpack ‘State-
based’ standards of justice in depth, or even whether we should transplant such concepts to a ‘state-
less’ context; See Pietro Ortolani, ‘The Three Challenges of Stateless Justice’ (2016) 7 Journal of Inter-
national Dispute Settlement 596, 597-601.

’For the argument that private actors, including online platforms, should ensure compliance with inter-
national human rights law when engaged in an adjudicatory role, including content moderation, see
Report of the Special Rapporteur to the Human Rights Council on online content regulation, A/HRC/38/
35 (2018).

8The freedom of expression and free speech discussion necessarily must fall outside of the scope of this
paper; see however Barrie Sander, ‘Freedom of Expression in the Age of Online Platforms: The Promise
and Pitfalls of a Human Rights-Based Approach to Content Moderation’ (2020) 43 Fordham Inter-
national Law Journal 939 and Uta Kohl, ‘Towards a Regulatory Theory of Platform Rule: Corporate
‘Sovereignty’ through Immunities’ (2025) 56 St Mary’s Law Journal.

9DSA, Recital 3: ‘Responsible and diligent behaviour by providers of intermediary services is essential for
a safe, predictable and trustworthy online environment and for allowing Union citizens and other
persons to exercise their fundamental rights guaranteed in the Charter of Fundamental Rights of
the European Union (the ‘Charter’), in particular the freedom of expression and of information, the
freedom to conduct a business, the right to non-discrimination and the attainment of a high level
of consumer protection’ and Recital 22: ‘The removal or disabling of access should be undertaken
in the observance of the fundamental rights of the recipients of the service, including the right to
freedom of expression and of information’ and DSA, Art 34(1).


https://transparency.meta.com/sr/dsa-transparency-report-apr2024-facebook
https://transparency.meta.com/sr/dsa-transparency-report-apr2024-facebook
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autonomy); the DSA does establish procedural rules where a user triggers the
Article 16 DSA notification procedure, and for example, requirements as
regards the public accessibility of platforms’ terms and conditions.®® These
procedural rules and the way in which they operate to bind online platforms
are examined further in later sections of the paper.

Not only is content moderation done by private actors, but it may also be
done - particularly concerning potentially harmful but not necessarily
unlawful content — on the basis of privately-made law.®" That is to say,
while certain content moderation decisions are made on the basis of
legally-binding rules, including for example, criminal law,** IP and copyright
law,” consumer law, or tort law, other decisions are made on the basis of that
content invoking a violation of the service provider’s terms and conditions or
community standards. The justification for measures taken by the service
provider, for example, the removal of such content is essentially contractual;
in signing up to the digital platform, the user agrees to abide by the service
provider’s terms and conditions. If they upload content in violation of those
terms and conditions, the service provider has a legal basis to remove it,
namely breach of contract.** Service providers not only ‘legislate’ for these
contractual terms and conditions, but also adjudicate and enforce them;®’
moreover, not only might the content of these terms and conditions be
unclear, or not easily accessible to users but they are offered - as is the
case in most legal relationships in which there is a disequilibrium of bargain-
ing power - on a ‘take it or leave it” basis. This ‘private’, often automated,
character of content moderation generates concerns with transparency,
impartiality, legitimacy and accountability.*®

This leads us onto the second set of challenges arising in relation to inter-
net governance and regulation, namely the relationship between this private
regulatory framework, on the one hand, and the obligations imposed on

*The terms and conditions made public by an online platform may however diverge considerably from
their internal policies of content moderation; see Catherine Buni and Soraya Chemaly, ‘The Secret Rules
of the Internet: The Murky History of Moderation, and How It's Shaping the Future of Free Speech’ The
Verge (13 April 2016) <https://www.theverge.com/2016/4/13/11387934/internet-moderator-history-
youtube-facebook-reddit-censorship-free-speech> accessed 17 November 2024.

61Gee, amongst a vast body of literature, Michael P Vandenbergh, ‘The Private Life of Public Law’ (2005)
105 Columbia Law Review 2029, 2037 and Pasquale (n 52) 163.

2| relation for example to requirements of online platforms to promote transparency in content mod-
eration concerning terrorist content, see Regulation (EU) 2021/784 of the European Parliament and of
the Council of 29 April 2021 on addressing the dissemination of terrorist content online [2021] OJ
L172/79.

63Similarly, as regards copyright, see Directive (EU) 2019/790 of the European Parliament and of the
Council of 17 April 2019 on copyright and related rights in the Digital Single Market and amending
Directives 96/9/EC and 2001/29/EC [2019] OJ L130/92.

54Goanta and Ortolani (n 28) 210.

55See for example, Luca Belli, Pedro Augusto Francisco and Nicolo Zingales, ‘Law of the Land or Law of
the Platform? Beware of the Privatisation of Regulation and Police’ in Luca Belli and Nicolo Zingales
(eds), How Platforms are Regulated and How They Regulate Us (FGV Direito Rio 2017) 41, 45.

56Giovanni De Gregorio, ‘Democratising Online Content Moderation: A Constitutional Framework’ (2020)
36 Computer Law and Security Review 1, 3.
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service providers by State or supranational legislation, which for the pur-
poses of this paper, entails a consideration of the DSA and OSA. This
must — it is asserted — be understood more broadly as a reflection of the com-
patibility of public and private interests.”” This is the case as the DSA and
OSA are responses to the recognition on the part of national governments
and Member States, the European Commission and civil society actors, of
the limited impact of private actors’ self-regulation endeavours.*®

An outline of the regulatory regimes established at the EU and
UK levels

The objectives and scope of the OSA and DSA

The OSA and DSA have broadly common objectives in establishing rules for
internet governance, to the ends of making the digital environment safer for
those who access it. With the aim of ‘making the use of internet services
regulated by th[e] Act safer for individuals in the United Kingdom’,%® the
OSA establishes duties on service providers ‘to identify, mitigate and
manage the risks of harm ...”,”° thus rendering companies that provide
these services legally responsible for keeping people, and particularly chil-
dren,”! safe online. The DSA arguably has a dual objective in the sense
that - like many pieces of EU legislation — while it aims to provide for
rules promoting a ‘safe, predictable and trusted online environment that
facilitates innovation and in which fundamental rights enshrined in the
Charter, including the principle of consumer protection, are effectively pro-
tected’, it also aims to facilitate the functioning of the internal market.”*

A ‘safety by design’ approach is identifiable in both the OSA and DSA.
Both the OSA and DSA establish obligations on all service providers
falling within their scope and additional obligations for service providers
that satisfy certain conditions, to be balanced with fundamental rights
protection. These obligations establish requirements on service providers
to undertake risk assessments, provide a framework for content moderation,
including setting out transparency obligations. There are some key

57)osé van Dijck, ‘The Platform Society as a Contested Concept’ in José van Dijck et al (eds), The Platform
Society: Public Values in a Connective World (OUP 2018) 7, 30. See also, Stephanie Law et al, ‘Private Law,
Private Litigation and Public Interest Litigation’ (2024) 13 Global Constitutionalism 1.

%8See Benjamin Farrand, ‘How Do We Understand Online Harms? The Impact of Conceptual Divides on
Regulatory Divergence Between the Online Safety Act and Digital Services Act’ (2024) 16 Journal of
Media Law 1, 3-6.

90sA, s 1(1).

7°0SA, s 1(2).

"Indeed, OSA, s 2(3), aims to provide that children are afforded a higher level of protection than adults.

72DSA, Recital 9 and Art 1(1). Indeed, the DSA find its competency basis in Art 114 TFEU, for the approxi-
mation of laws for the promotion of the internal market.
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divergences as regards the scope of the OSA and DSA depending on the ser-
vices offered by service providers and the nature of content (and relatedly,
the relevant concept of harm, discussed further below).

The OSA establishes duties on service providers that allow users to share
content online including social media platforms, and online search engines
in relation to regulated”” ‘user-to-user services’* and ‘search services’.””
The companies on which such obligations are imposed includes companies
that provide services across a breadth of websites, social media sites and
apps.”® In terms of the obligations imposed, the OSA distinguishes
between all service providers, and additional obligations on Category 177
and 2 services, and those likely to be accessed by children. The OSA itself
provides for no criteria on defining these services; instead, it will be
defined in secondary legislation.

The DSA may on its face appear to have a broader scope that the OSA. It
applies to all ‘intermediary services”’® ‘offered to recipients of the service’
(that is, essentially service providers offering intermediary services to
users); its territorial scope is based on the recipients of the service being
established or located in an EU Member State, and not on the place of estab-
lishment of the service provider.”” Thus, it will apply to service providers
established outside of the EU. Intermediary services include online platforms
(hosting services, which would include social media platforms) and online
search engines.*® Like the OSA, the DSA also distinguishes between
service providers depending on their size (and thus, it is anticipated, societal
impact), and establishes additional obligations on providers of ‘very large
online platforms’ (hereinafter VLOPs) and ‘very large online search
engines’ (hereinafter VLOSEs).®!

73The notion of ‘regulated’ is set out in s 4; it essentially rests on the links between the service and the
United Kingdom, either if the service has a ‘significant number of United Kingdom users’, or ‘United
Kingdom users form one of the target markets for the service’ (s 4(5)), or the service can be used in
the UK, and may generate a material risk of harm to UK individuals (s 4(6)). As such, the OSA
applies to service providers established outside of the UK.

70SA, s 3(1).

750SA, s 3(4). Throughout, this paper refers largely to the legislative provisions concerning user-to-user
services; many of the provisions concerning search services are repetitive and the paper aims to avoid
this repetition.

7$This would also include pornographic content services.

’Category 1 service providers will include those having the highest risk and impact, user-to-user ser-
vices; category 2a, those which are broad-reaching search services and category 2b, those which
have potentially risky functionalities.

"8Intermediate services are defined at DSA, Art 3(g) and include ‘mere conduit’ services, ‘caching services’
and ‘hosting services'. See also DSA, recital 29.

7DSA, Art 1(1).

80per DSA Art 3(i) and (j).

81These platforms are defined in Art 33 as those with 45 million or more ‘average monthly active reci-
pients of service in the Union'. It is acknowledged at recital 76 that these very large platforms must
satisfy the ‘highest standard of due diligence obligations, proportionate to their societal impact'.
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The concept of harm in the OSA and DSA

Fundamentally, a key divergence arises from the concepts of harm engaged
in the OSA and DSA. In a shift from the proposal,”® the OSA establishes
duties of care in respect of services where risks of harm and illegality
arise;>’ the Act, as it received Royal Assent, governs two categories of
harm, namely, ‘illlegal content and activity’ and ‘content and activity that is
harmful to children’.** Per section 234(2), harm is to be understood as ‘phys-
ical or psychological harm’; further provisions in section 234 entail - as
Farrand notes - that the OSA is concerned with harm encountered by indi-
viduals, thus excluding broader societal or systemic harms from the scope of
the legislation.®

In contrast, as Farrand examines in detail,*® the DSA adopts a concept of
harm that engages not only illegality but refers to ‘unlawful or otherwise
harmful information and activities® and ‘illegal or otherwise harmful
content and activities’.®® Moreover, the concept of harm in the DSA
engages not only harm or the risk of harm to the individual but to ‘societal
and economic harm’, particularly that which may arise in relation to the use
of VLOPs and VLOSEs, where it is noted that the way in which services are
designed ‘is generally optimised to benefit their own advertising-driven
business models and can cause societal concerns’® At recitals 80 to 83,
four categories of systemic risk are identified and it is noted that the entire
design of VLOPs and VLOSEs, including the use of algorithms, may contrib-
ute to these risks.”® The risks encompass those arising from the spread of
illegal content (including child sexual abuse material or illegal hate speech)
and unlawful conduct (including the sale of products of services which is
prohibited by EU or national law),”" threats to fundamental rights (particu-
larly those protected by the Charter of Fundamental Rights, and including
risks arising from algorithmic systems used by service providers, including

8Which originally provided for three categories of harm, including so-called ‘legal yet harmful’, content
that is harmful to adults; see, ‘Online Harms White Paper’ (n 17), 5-6.

835ee OFCOM, lllegal Harms Consultation (OFCOM, 2023); the consultation elaborates further on the types
of services that fall within the scope of the OSA.

840SA, s 1(2)(a) and ss 60 to 63.

85Farrand (n 68) 15.

86Farrand, ibid.

87DSA, Recital 5 referring to information society services, defined in Directive (EU) 2015/1535 of the Euro-
pean Parliament and of the Council of 9 September 2015 laying down a procedure for the provision of
information in the field of technical regulations and of rules on Information Society services [2015] OJ
L241/1.

88DSA, Recital 68 in the context of advertising.

89DSA, Recital 79. The dangers of targeted advertising, particularly their scope to ‘negatively impact
entire groups and amplify societal harms’ is highlighted at DSA, Recital 69. Arts 26 and 27 also
provide for further rules on advertising online and the use of recommender systems; these will not
be explored further in this paper.

%DSA, Recital 84.

°'DSA, Recital 80.
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for example, that of discrimination),”” ‘actual or foreseeable negative effects
on democratic processes, civic discourse and electoral processes, as well as
public security’,” and risks arising from the ‘design, functioning or use,
including through manipulation’ of VLOPs and VLOSEs, including
impacts on public health, minors, negative effects on physical and mental
health, gender-based violence, and coordinated disinformation campaigns.”

In comparison to the OSA, the scope of the DSA is wider, both in terms of
the service providers to which the rules apply, and as regards the concept of
harm. Under the OSA, ‘illegal content’ is ‘content that amounts to a relevant
offence’;”® that content may consist of ‘words, images, speech or sound’. It
will amount to a ‘relevant offence’ if, the use of such content, possessing,
viewing or accessing such content or publishing or disseminating such
content, amounts to an offence.”® What constitutes a ‘relevant offence’ for
the OSA includes existing criminal offences and new offences introduced
under the legislation.”” ‘Relevant offences’ are sub-categorised into ‘priority
offences”® and ‘an offence within subsection 5°.°° Priority offences encom-
pass terrorism offences,'® offences related to child sexual exploitation and
abuse,'”" and ‘other priority offences’ per Schedule 7; Schedule 7 includes
a range of other offences include assisting suicide, threatening to skill, and
disclosing, or threatening to disclose, intimate photographs or videos.
Content that amounts to an offence specified in these schedules will consti-
tute priority illegal content.' Offences ‘within subsection 5’ include offences
which are not priority offences, in respect of which the victim or intended
victim is an individual (or individuals), created either by the OSA itself, or
by another piece of legislation.'”> The OSA therefore purports to clearly
and comprehensively establish what constitutes illegal content and priority
illegal content.

In contrast to the OSA’s very precise definition of what constitutes illegal
content, and exhaustive listing of ‘priority illegal content’ the DSA is more
open-ended. Article 3(h), DSA encompasses a broadbrush reference to
‘any information that, in itself or in relation to an activity, including the
sale of products or the provision of services, is not in compliance with

92DSA, Recital 81.

3DSA, Recital 82.

'DSA, Recital 83.

30SA, s 59(1).

%508A, 5 59(3).

970Offences introduced in the OSA include ‘communications offences’ under OSA, Part 10.

%80SA, s 59(7), and schedules 5 to 7.

%Which exclude, for example, violations of IP law and certain violations of consumer law (ie offences
under the Consumer Protection from Unfair Trading Regulations 2008, S| 2008/1277) per OSA, s 59(6).

100054, Schedule 5.

19105, Schedule 6.

192034, 5 59(8) to (10).

103054, s 59(5). It is worth noting that offences concerning violations of IP law and certain violations of
consumer law do not constitute ‘schedule 5" offences, per s 59(6).
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Union law or the law of any Member State ... ; it is to be interpreted broadly,
and essentially is used to make illegal online that which is illegal offline, and
includes for example, ‘illegal hate speech, terrorist content and unlawful dis-
criminatory content’ or that concerns illegal activities, including the sharing
of child sexual abuse, the sale of products or provision of services in violation
of consumer law,'™ non-consensual sharing of private images, amongst
others.'%®

The obligations on service providers under the OSA and DSA
A ‘differentiated duty of care’ approach under the OSA

By virtue of section 2(3), OSA the duties on services providers aim to ensure
that regulated services are ‘safe by design’; services must be offered in a way
that mitigates the risk that they are used to make illegal content and activities
available to users, while balancing the protection of freedom of expression
and privacy. The OSA also establishes obligations on service providers relat-
ing to transparency and accountability, to the ends of ensuring that providers
are transparent about the content to which users have access, why decisions
are made about certain types of content, and to empower users to exercise
greater control over the content made available to them.

The OSA adopts a ‘differentiated duty of care’ approach. Section 7 out-
lines the duties of care imposed on service providers, further elaborated
upon in subsequent provisions of the Act. Section 7(2) establishes duties
of care on all providers of regulated user-to-user services; these obligations
are differentiated depending on whether the content is illegal or harmful
to children (to be determined by the service provider itself), and include a
duty to undertake illegal content risk assessment'®® and children’s risk
assessments where content is likely to be accessed by children.'”” Tllegal
content risk assessments must take into account the risk profile of the
service, and identify the risk of users encountering priority illegal content
‘with each kind separately assessed’, and other illegal content.'”® Under the
OSA, service providers must undertake and keep up to date ‘suitable and
sufficient’ illegal content risk assessments.'”” The assessment must provide

19470 this end, DSA, Art 30 also sets out that where consumers can enter into distance contracts with
traders, the online platforms should provide for mechanisms that allow traders to be traced. See
also, Art 31, which broadly requires that online platforms design and operate interfaces in such a
way that enables traders to comply with EU consumer law. Per Art 32, consumers who have purchased
illegal products or services through its platform should also be informed by the online platform pro-
viders of such a violation of EU consumer law.

195pSA, Recital 12.

'%03A, s 7(2)(a) in line with s 9.

1970SA, s 7(4) in line with s 11.

19805, 5 26(5).

19905A, 5 9(2) to (3).
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a risk profile relating to the service, encompassing the user base, the risk of
harm to service users (as regards the risk that illegal content will be presented
to them, and that those services may be used for the commission of offences),
the nature and severity of that harm, and the way in which the service’s func-
tionalities, including use of algorithms, may lead to the spread of illegal
content.'"

In relation to illegal content (and similarly as regards content that is
harmful to children)'"!, the OSA establishes duties on all service providers' "
in relation to the service as a whole, including its design and operation, regu-
latory compliance and risk management, use of algorithms, terms of service,
and content moderation, amongst others.'"” It is here that one can find refer-
ence to the limited rules specifically on content moderation in the OSA.
Service providers must essentially evaluate their risks assessments and take
proportionate measures to preclude individuals from accessing or being con-
fronted with illegal content, mitigate and manage the risk of the service being
used for illegal purposes, and mitigate and manage the risk of harm to individ-
uals in light of their illegal content risk assessment."'* Service providers should
equally take proportionate measures to ensure that illegal content is present
for a minimal length of time, and that, if alerted to the presence of such
content or otherwise becomes aware of its presence, ensure it is removed
‘swiftly’."'"”> The terms and conditions of the service provider must be ‘clear
and accessible’, identify how they are protecting individuals from illegal
content, including any use of automation; these terms must also be applied
consistently.''® Service providers may become aware of illegal content
through risk assessments, or because it has been flagged to them. Section 20
requires that services providers establish mechanisms that allow ‘affected
persons’ to flag and report content that is illegal, or harmful to children.'"”
Service providers should also establish a procedure which allows users and
affected persons to bring complaints in relation to illegal or content that is
harmful to children, complaints that duties of care are not being complied
with, complaints by users in respect of a decision to remove content on the
basis of illegality or other measures taken (including, for example, suspension
of an account), and complaints in relating to the use of automated content
moderation.''®

%54, 5 9(5).

111OSA, s 12 in relation to user-to-user services; s 29 in relation to search services.

125 7(2) in line with s 10, in relation to user-to-user services and s 27 in relation to search services. While
establishing an additional reporting obligation on most recent illegal content risk assessments in s
10(9) for ‘category 1" services.

305A, s 10(4).

40SA, 5 10(2).

503A, s 10(3).

116As set out at OSA, s 10(5) to (9).

"7:pffected persons’ encompass the subject of the content but may also include third parties, ‘a member
of a class or group of people with a certain characteristic targeted by the content’, per OSA, s 20(4).
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Engaging the distinction between priority illegal content (concerning pri-
ority offences) and other illegal content, the OSA thus establishes different
safety duties depending on the category of content. For illegal and priority
illegal content, service providers are obliged to take or use proportionate
measures relating to the design or operation of the service to effectively miti-
gate and manage the risk of harm to individuals arising from that content,
and - when they are alerted to the presence of such content on the service
- or when they become aware of it, they must use proportionate systems
and processes to swiftly remove it. For priority illegal content, additional
obligations are established. Service providers must establish and utilise pro-
portionate measures as pertains to the service’s design or operation in order
to: prevent individuals from encountering priority illegal content though
that service;''” mitigate and manage the risk of the service being used to
commit or facilitate a priority offence (as identified by virtue of the risk
assessment outline above);'** and minimise the length of time priority
illegal content is present on the service.'*' Moreover, service providers
must provide for clear and accessible information in their terms and con-
ditions as to how users are to be protected from illegal content, and make
separate provision as regards protection from priority illegal content.'**

In terms of the nature of the regulatory and enforcement regime envi-
saged by the OSA, the regime has been characterised as ‘co-regulatory’ in
its nature as OFCOM'?’ plays a key role in the oversight of service providers’
compliance with their duties of care and in the enforcement of the OSA."**
The establishment of duties of care on service providers entails that service
providers themselves have a key role to play in content moderation; that is to
say, in identifying the risk of harm arising from illegal content and content
that is harmful to children, in mitigating the risks that users will encounter
such material and in removing that content, when they become aware of its
presence on their platforms. Section 192 requires that service providers
remove content, where, using ‘reasonably available’ information, there are
‘reasonable grounds to infer’ it is illegal.

%05, 5 21.

""®Including under OSA, s 27, an obligation to ‘operate a service using proportionate systems and pro-
cesses designed to minimise the risk of individuals encountering search content’ which is priority
illegal content, or other illegal content (where, as regards the latter, the service provider has been
alerted to it, or become aware of it).

129054, 5 10(2).

12105A, 5 10(3).

122054, 5 10(5).

123The OSA empowers OFCOM as the independent regulatory body for online safety. It is empowered
with drafting guidance for service providers and implementing codes of practice to facilitate their com-
pliance with the OSA, as well as monitoring, investigatory and enforcement powers. These are explored
further below.

1245ee for example, Farrand (n 68) 19.
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Like the DSA, the OSA does not require service providers to engage the
broad monitoring of content (with the exception of priority illegal content,
as set out above, per the safety duties in section 10(2) and (3), OSA), nor
does it impose liability for the storage of information. Rather, service provi-
ders must comply with the duties of care applicable to them. However, the
OSA itself provides for very little in terms of content moderation in relation
to content that is not illegal (other in relation to content that poses a risk to
minors, ie content that is harmful to children), including, for example, dis-
information. This is in contrast to the DSA, which sets out a much more
comprehensive framework in relation to content moderation, with
additional obligations on VLOPs and VLOSEs, as examined below. In
relation to category 1 service providers, in addition to risk assessments con-
cerning illegal content, the OSA requires that ‘user empowerment’ tools are
offered in relation to ‘adult user content’. To this end, sections 14 to 16 entail
that category 1 service providers must provide mechanisms that offer users
greater control over harmful material that they might encounter. Such
harmful material would include, for example, content on suicide, or self-
harm, abusive content, for example concerning race, religion, sex, sexual
orientation and gender reassignment, or content that incites hatred.'**
Service providers are required to undertake, maintain and record assess-
ments for the purposes of user empowerment obligations.'*® The mechan-
isms to be provided by service providers must be easily accessible,
proportionate and operate to reduce the risk of such content being encoun-
tered or alert the user to the presence of such content.'”” This may entail,
depending on the risk assessment undertaken, that the service provider
take proactive measures to remove this content.

At present, gaps remain in the OSA in relation to content moderation,
particularly where it goes beyond dealing with illegal content, that is,
where decisions are made and measures are taken on the basis of the
service providers’ terms and conditions. The way in which these obligations
will be imposed will be determined with future guidance, codes of practice'*®
and secondary legislation.'* The absence of specific provisions in the OSA

125084, s 15(3) to (5).

12505A, ss 14(3) and (4).

12708A, ss 15(3) and (4).

"28\loreover, Phase Three of OFCOM's consultations closed in May 2023; OFCOM, ‘Third Phase of
Online Safety Regulation: Additional Duties for Categorised Services, Call for Evidence’ 25 March
2024 <https://www.ofcom.org.uk/siteassets/resources/documents/consultations/category-2-6-weeks/
281475-third-phase-of-online-safety-regulation/associated-documents/online-safety-phase-3-call-for-
evidence.pdf> accessed 12 June 2024. OFCOM is obliged to publish codes of conduct and guidance for
regulated services. See also, OFCOM, ‘Content Moderation in User-to-User Online Services: An Overview
of Processes and Challenges’ 14 September 2023.

129The UK's Information Commissioner’s Office has published a guidance document on content moder-
ation and data protection obligations, which is also relevant to content moderation undertaken by
service providers: 1CO, ‘Content Moderation and Data Protection’, February 2024 <https://ico.org.uk/


https://www.ofcom.org.uk/siteassets/resources/documents/consultations/category-2-6-weeks/281475-third-phase-of-online-safety-regulation/associated-documents/online-safety-phase-3-call-for-evidence.pdf
https://www.ofcom.org.uk/siteassets/resources/documents/consultations/category-2-6-weeks/281475-third-phase-of-online-safety-regulation/associated-documents/online-safety-phase-3-call-for-evidence.pdf
https://www.ofcom.org.uk/siteassets/resources/documents/consultations/category-2-6-weeks/281475-third-phase-of-online-safety-regulation/associated-documents/online-safety-phase-3-call-for-evidence.pdf
https://ico.org.uk/media/for-organisations/uk-gdpr-guidance-and-resources/online-safety-and-data-protection/content-moderation-and-data-protection-0-0.pdf
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on content moderation seem to stem from its focus on priority or other
illegal content (and content that is harmful to children) in particular; this
focus dictates that any competence under the OSA to require service provi-
ders to deal via content moderation with priority or other illegal content (or
content harmful to children) is necessarily limited."* This is in stark contrast
to the DSA, which - as is set out below — makes comprehensive provision in
relation to content provision, including decisions made and measures taken
by service providers on the basis of their terms and conditions, as well as on
measures taken in relation to illegal content.

Due diligence obligations under the DSA

The DSA establishes due diligence obligations on service providers, along-
side obligations of fairness, transparency and accountability in relation to
their content moderation processes. Like the e-Commerce Directive, the
framework of the DSA is based on the notion that service providers'' are
not liable for the storage of information, on the condition that they have
no ‘actual knowledge of illegal activity or illegal content’ or ‘upon obtaining
such knowledge or awareness, acts expeditiously to remove or to disable
access to the illegal content’.'””* In order to promote legal certainty in
content moderation,'>* that is, activities by which service providers ‘detect,
identify and act against illegal content’,'”** these exceptions from liability
are not lost through service providers’ ‘voluntary own-initiative investi-
gations’, by which they aim to identify and remove illegal content to the
ends of complying with Union or national law.">> Moreover, service provi-
ders are under no obligation to monitor or engage in fact-finding in relation
to content.'’® The exemption from liability is however conditional; this
means that service providers must, if they actually become aware of illegal
activities or content, act quickly to remove it or disable access to it. This

should be done in line with the fundamental rights, including those of

media/for-organisations/uk-gdpr-guidance-and-resources/online-safety-and-data-protection/content-
moderation-and-data-protection-0-0.pdf> accessed: 24 June 2024.

139ee for example, Lorna Woods et al, ‘Strengthening the user empowerment tools in The Online Safety
Bill' Carnegie Trust UK, 6 July 2023 <https://carnegieuktrust.org.uk/blog-posts/strengthening-the-user-
empowerment-tools-in-the-online-safety-bill/> accessed 24 June 2024.

3TFor the purposes of this paper, hosting services.

132DSA, Art 6(1)(b), alongside Arts 4 and 5 in relation to conduit and caching services.

33Content moderation is defined at Article 3(t), DSA to mean ... means the activities, whether auto-
mated or not, undertaken by providers of intermediary services, that are aimed, in particular, at detect-
ing, identifying and addressing illegal content or information incompatible with their terms and
conditions, provided by recipients of the service, including measures taken that affect the availability,
visibility, and accessibility of that illegal content or that information, such as demotion, demonetisa-
tion, disabling of access to, or removal thereof, or that affect the ability of the recipients of the service
to provide that information, such as the termination or suspension of a recipient’s account.

134DSA, Recital 26.

35DSA, Art 7.

135DSA, Art 8.


https://ico.org.uk/media/for-organisations/uk-gdpr-guidance-and-resources/online-safety-and-data-protection/content-moderation-and-data-protection-0-0.pdf
https://ico.org.uk/media/for-organisations/uk-gdpr-guidance-and-resources/online-safety-and-data-protection/content-moderation-and-data-protection-0-0.pdf
https://carnegieuktrust.org.uk/blog-posts/strengthening-the-user-empowerment-tools-in-the-online-safety-bill/
https://carnegieuktrust.org.uk/blog-posts/strengthening-the-user-empowerment-tools-in-the-online-safety-bill/
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freedom of expression and of information, of the service recipients.'*” Recital
12 further provides that the service provider may become aware of this illeg-
ality through its own investigations or on notice of an individual or entity.'*®

Like the OSA, the DSA adopts an approach of co-regulation; that is to say,
the DSA envisages a role to be played by service providers in content mod-
eration (which might be deemed to reflect a form of self-regulation) and
establishes obligations on service providers within the legislation itself, pro-
viding for mechanisms for national authorities and the European Commis-
sion in implementing these obligations and coordinating their activities. To
the ends of facilitating content moderation, on the one hand, and the enfor-
cement of the DSA, on the other, service providers must provide contact
points, both for Member States’ authorities (Digital Service Coordinators,
DSC), the Commission and the European Board for Digital Services (herein-
after EBDS),"*” as well as for service users.'** Generally, service providers do
engage in these ‘own-initiative investigations’ and content moderation,
which often entails the use of algorithms or automated detection of illegal
content.'"!

The DSA does not preclude service providers from removing or limiting
access to content that — while not illegal - is in contravention of their terms
and conditions. This is done by virtue of contract, that is to say, the user’s
agreement to the provider’s terms and conditions in which certain content
or services is prohibited. As private entities, service providers are generally
unrestricted under the DSA in terms of what their terms and conditions
can provide for, as long as those terms and conditions are not unlawful;'*?
nevertheless, it establishes transparency rules in relation to the accessibility
of terms and conditions.

Article 14 establishes that service providers’ terms and conditions must be
publicly available, and set out any restrictions established therein as regards
the use of their services; the content of terms and conditions must be easily
accessible to users (including children), and expressed in ‘clear, plain,

7DSA, Recital 22.

138DSA, Recital 22 - ‘in so far as such notices are sufficiently precise and adequately substantiated to
allow a diligent economic operator to reasonably identify, assess and, where appropriate, act
against the allegedly illegal content.’

139DSA, Art 11. The EBDS, its structure and tasks are set out at Arts 61 to 63.

149DSA, Art 12.

1415ae Ortolani (n 34) fn 35.

4256e Ortolani, ibid 6. Ortolani also discusses the notion that, given these private entities — notwith-
standing that they may operate to provide for what might be deemed ‘public’ services, or services
that States might provide, and have a significant societal impact and role — are private, they are
not bound in the same way as States are, to human rights obligations, including those relating to
freedom of expression; Ortolani notes however, that Meta’s Oversight Board, will often evaluate
Meta's terms and conditions in light of human rights (referring to Lorenzo Gradoni, ‘Chasing Global
Legal Particles: Some Guesswork about the Nature of Meta’s Oversight Board’, EJIL: Talk! <https://
www.ejiltalk.org/chasing-global-legal-particles-some-guesswork-about-the-nature-of-metas-oversight-
board/> accessed 14 June 2024.


https://www.ejiltalk.org/chasing-global-legal-particles-some-guesswork-about-the-nature-of-metas-oversight-board/
https://www.ejiltalk.org/chasing-global-legal-particles-some-guesswork-about-the-nature-of-metas-oversight-board/
https://www.ejiltalk.org/chasing-global-legal-particles-some-guesswork-about-the-nature-of-metas-oversight-board/
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intelligible, user-friendly and unambiguous language’143 while any ‘signifi-
cant changes’ must be communicated."** This also entails that information
must be provided on the processes and purposes of content moderation
(including policies, procedures, measures and tools), and should indicate if
any algorithms are used in these processes, as well as any ‘human in the
loop’ of the decision making and review.'*> Service providers are required
to engage in content moderation in a ‘diligent, objective and proportionate
manner’, taking into account the fundamental rights and legitimate interests
of parties."*® In relation to hosting services, Article 16 requires hosting
service providers to enable individuals and entities (thus, users and third
parties), to notify the provider of illegal content; this should be facilitated
by mechanisms that are easily accessible and user-friendly, allow for elec-
tronic submissions of ‘sufficiently precise and adequately substantiated
notices’, including explanations as to why there is a belief the content is
illegal. Such notices are deemed to constitute the ‘actual knowledge or aware-
ness’ for the purposes of Article 6.

In terms of third-party engagement, as regards online platform providers,
the DSA also establishes a system of ‘trusted flaggers’ for Article 16 notifica-
tion purposes. Under Article 22, entities may apply to the national DSC to be
a trusted flagger,"* if they have the ‘particular expertise and competence for
the purposes of detecting, identifying and notifying illegal content’, are inde-
pendent and submits ‘notices diligently, accurately and objectively’.'*®
Trusted flaggers must (at least annually) report to the national DSC and
make public data indicating the relevant services providers, the type of
illegal content and the action taken by the service provider.'*’

The service provider (including online platforms) is required to provide
an acknowledgement and a reasoned response (without undue delay) to
the poster of the content including the decision taken, alongside information
on avenues of redress (whether internal complaint processes, out of court
dispute resolution or judicial redress).'** The decision should be ‘clear and

easily comprehensible and as precise and specific as reasonably possible’,"”!

3DSA, Art 14(1).

*DSA, Art 14(2).

M5VLOPs and VLOSEs must also publish their terms and conditions in all EU languages in which they
provide services (Article 14(6)) and provide users with ‘a concise, easily accessible and machine read-
able summary of the terms and conditions, including the available remedies and redress mechanisms’
(Art 14(5)); this is a reflection of the importance of these terms and conditions and the recognition that
users do not tend to read the entirety of lengthy documents.

5DSA, Art 14(4).

147DSCs must inform the Commission of the trusted flaggers established within their jurisdiction, which
is to be published by the Commission per Arts 22(4) and (5). Trusted flagger status can also be sus-
pended or revoked by the DSC under Arts 22(6) and (7).

95DSA, Art 22(2).

9DSA, Art 22(3)

50psA, Art 17(3)(f).

1>1DSA, Art 17(3)(4).



JOURNAL OF MEDIA LAW e 285

reasoned and issued to ‘any affected recipients of the service’ of any restric-
tions,'>? including the removal or limitation of access to content or services,
and the basis on which it has been removed (whether it is illegal or a prohi-
bition deriving from the terms and conditions).">> Decisions may provide
that the content should (or should not) be removed, that access to that
content should (or should not) be disabled, that its visibility should (or
should not) be restricted, that the provision of the service should be sus-
pended or terminated (or not), that the recipient’s account should be sus-
pended or terminated (or not), or that the recipient’s ability to monetise
information should be suspended, terminated, or restricted (or not).">* 1t
is worth noting that service providers may play a role in relation to criminal
law enforcement; Article 18 requires hosting service providers to inform
national law enforcement agencies of any suspicions of criminal offences,
including those which generate a threat to an individual’s life or safety.'>

Additional obligations of VLOPs and VLOSEs under the DSA

The DSA establishes additional obligation on platforms that are designated
as VLOPs and VLOSEs by the Commission, following consultation with
Member States’ DSCs, in accordance with Article 33."°° VLOPs and
VLOSE:s are obliged to undertake ‘specific ... and proportionate’ risk assess-
ments, at least annually,"” in order to ‘diligently identify, analyse and assess
any systemic risks ... stemming from the design or functioning of their
service and its related systems, including algorithmic systems, or from the
use made of their services’.'”® The risks of harm anticipated under Article
34 are broader than under the OSA. Already in Article 34(1), the DSA
refers to ‘systemic risk’; this entails an assessment of service providers’
content moderation process, terms and conditions, use of algorithms, adver-
tising and recommender systems and use of data,'* as well as risks of illegal
content, ‘actual or foreseeable negative effects’ on fundamental rights, civic
discourse, electoral processes and public security, gender-based violence,
public health protections and physical and psychological well-being.'®
VLOPs and VLOSEs must also establish ‘compliance functions’ to monitor
their compliance with the DSA, including their Chapter III obligations;161

152DSA, Arts 17(1)(@@) to (d).

133pSA, Art 17(3).

T54DSA, Arts 17(1)(@@) to (d).

135DSA, Art 18.

T56These platforms are defined in DSA, Art 33, as those with 45 million or more ‘average monthly active
recipients of service in the Union'. It is acknowledged at Recital 76 that these very large platforms must
satisfy the ‘highest standard of due diligence obligations, proportionate to their societal impact'.

>’Maintaining records for at least three years, per DSA, Art 34(3).

18DSA, Art 34(1).

DSA, Art 34(2).

160DSA, Arts 34(1)(a) to (d).
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162 and, to the

compliance is also evaluated via yearly independent audits
ends of transparency, reporting obligations.'®’

In relation to these risks, VLOPs and VLOSEs are also required to ‘put in
place reasonable, proportionate and effective mitigation measures’, which
may entail making changes to their internal processes, including content
moderation, taking targeted measures (for example, in respect of children),
amending their terms and conditions, use of recommender systems, as
well as the design and operation of their services.'®* Both the Commission
and Member States’ DSCs have a role to play in relation to the identification
of such systemic risks and the platforms’ mitigation strategies. In response to
the submission of risk assessments, the Commission and national DSCs, can
inter alia provide guidance on best practices and measures to be taken by
service providers.'® Where a risk of serious threats to public security or
health are identified, the Commission, on the recommendation of the
EBDS, can initiate a ‘crisis response mechanism’ on the basis of Article 36
and Article 48.

Internal complaint-handling system and out-of-court dispute
settlement

In contrast to the OSA, which makes limited provisions on service providers’
complaint procedures, the rules established in the DSA are more extensive
and comprehensive. Online platform providers are also required to establish
a ‘timely, non-discriminatory, diligent and non-arbitrary’'®® internal com-
plaint-handling system in line with Article 20. This system should be open
to recipients of the service, users and third parties,167 for at least six
months following the service provider’s decision on an Article 16
notice.'®® It should be effective, user-friendly, free and allow for the sub-
mission of ‘sufficiently precise and adequately substantiated’ complaints elec-
tronically,'® in respect of decisions taken by service providers, outlined
above. The service provider should reverse its decision to take or not take
action if the complaint provides ‘sufficient grounds’ for such an outcome;
a reasoned decision should be given, and the service provider should
inform the individual of scope for further dispute resolution processes,
including the Article 21 out-of-court dispute settlement procedure'”® and

'6TAs well compliance with any codes of conduct with which they have voluntary complied under DSA,
Arts 45 to 47, DSA.

'62DSA, Art 37.
'3DSA, Art 42.
'4DSA, Art 35(
'65DSA, Art 35(
1%9DSA, Art 20(
'97DSA, Art 20(
155DSA, Art 20(

(

1
2
4
1
2

169DSA, Art 20(3

).
).
).
) refers to ‘recipients of the service, including individuals or entities’.
).
).
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judicial redress.'”" Importantly, this internal complaints system should not
encompass only automated decision making; there must be an ‘appropriately
qualified’'”* human ‘in the loop’. This entails a degree of expertise.

The DSA also anticipates the use of alternative dispute resolution-type
mechanisms to further deal with the resolution of disputes following the sub-
mission of an Article 16 notice; this includes complaints not resolved by the
internal process set about in Article 20, and is open to recipients of the
service, users and third parties. Like consumer ADR platforms, online plat-
form providers must provide information about out-of-court settlement pro-
cesses to its potential users. Dispute settlement bodies must be certified by
the DSCof the Member State in which it is established.'”> Bodies must be
capable of facilitating the ‘swift, efficient and cost-effective’ settlement of dis-
putes;'”* that is to say, they must be impartial, independent (also financially)
and have the ‘necessary expertise’ concerning illegal content and the terms
and conditions of at least one type of online platform. Dispute settlement
processes must be easily accessible and allow for procedural steps to be com-
pleted online.'”> The use of the out-of-court settlement process does not pre-
clude access to the courts; indeed, the decision of the out-of-court settlement
body is not binding.'”

As above, service providers are not required to engage in general monitor-
ing; however, in order to avoid misuse of their services and content moder-
ation processes,'”” online platform providers are required to keep records of
both the frequency by which service recipients provide illegal content, and
the frequency by which individuals or entities submit manifestly unfounded
notices or complaints. Article 23 requires that in relation to the former, the
provision of services, and in relation to the latter, the processing of notices
and complaints, shall be, following a warning, suspended for a reasonable

7%An example of a recently certified out of court dispute settlement body under DSA, Art 21 is the
Appeals Centre Europe, established by the Irish Digital Services Coordinator, Coimisiin na Meén.
For an initial analysis, see Pietro Ortolani and Lorenzo Gradoni, ‘Op-Ed: ACE Up the Sleeve? Appeals
Centre Europe (ACE) as Meta's Bid to Hegemonise Social Media Content Moderation in the EU? EU
Law Live <https://eulawlive.com/op-ed-ace-up-the-sleeve-appeals-centre-europe-ace-as-metas-bid-
to-hegemonise-social-media-content-moderation-in-the-eu/> accessed 18 November 2024.

71DSA, Arts 20(4) and (5).

72DSA, Art 20(6).

173pSA, Art 21(3). They also have reporting obligations, on an annual and biannual basis (reporting on
their functioning, numbers of disputes received, outcomes, timing for resolution and challenges
arising, and in relation to the latter, also on systemic challenges, best practices and recommendations
for improvement) per DSA, Art 21(4). The process should be free for service recipients, users and other
entities, or incur only a nominal fee; fees should be clearly communicated, and reasonable. If the body
decides against the service provider, the service provider incurs all fees; if the body decides in its
favour, fees are only charged if it is found that the party bringing the dispute acts in bad faith, per
DSA, Art 21(5).

74Decisions must be taken within a 90-day period, or a maximum of 190 days, if the dispute is highly
complex per DSA, Art 21(4).

73DSA, Art 21(3).

76pSA, Art 21(2).

" Their policy on misuse should also be set out in their terms and conditions per DSA, Art 23(4).


https://eulawlive.com/op-ed-ace-up-the-sleeve-appeals-centre-europe-ace-as-metas-bid-to-hegemonise-social-media-content-moderation-in-the-eu/
https://eulawlive.com/op-ed-ace-up-the-sleeve-appeals-centre-europe-ace-as-metas-bid-to-hegemonise-social-media-content-moderation-in-the-eu/
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time period. A decision to make such a suspension is to be made on an indi-
vidual basis, and take into account all relevant facts and circumstances,
including the number and proportion of pieces of illegal content and mani-
festly unfounded notices or complaints, the gravity of the misuse, and the
intentions of the parties involved.'”®

Reporting obligations under the DSA

Similarly to the ends of transparency, service providers must report (at least
on a yearly basis), and make public, information on content moderation
during that period; this includes an indication of Article 9 and 10
orders,'”” as well as ‘meaningful and comprehensible information’ concern-
ing voluntary content moderation processes, the use of automated tools,'*
training on content moderation, the number and types of measures taken
and the types of illegal content involved or violations of the terms and con-
ditions concerned.'®" Online platform providers must report on the number
of Article 16 notices, the types of illegal content to which they relate, the
number of notices submitted by trusted flaggers, action taken (and the
basis of such action, whether it concerned illegality or the provider’s terms
and conditions), the use of automated tools and the average time for the
process.'®> The service provider must also report on complaints received
and resolved in line with their terms and conditions via their internal com-
plaints process, while online platform providers must indicate, per Article 20,
also the basis for such complaints and decisions taken in respect of them, the
average time for the process and an indication of the number of times
decisions are reversed.'®’

Article 24 elaborates on these transparency obligations for online plat-
form providers in relation to the use of the Article 21 out-of-court settlement
procedure'® and Article 23 decisions on suspensions in relation to
misuse.'® Twice a year, online platforms are also required to report on
the ‘average monthly active recipients of the service in the Union’, and
must provide such information to its national DSC or the Commission if
requested.'®® This data is used to determine if the service provider constitu-
tes a VLOP or VLOSE in accordance with Article 33.

78DSA, Art 23.

79DSA, Art 15(1)(@).
T80DSA, Art 15(1)(e).
81DSA, Art 15(1)(c).
82DSA, Art 15(1)(b).
183DSA, Art 15(1)(d).
T84DSA, Art 24(1)(a).
85DSA, Art 24(1)(b).

186DSA, Arts 24(2) and (3).
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The enforcement regimes of the OSA and DSA
The role of OFCOM under the OSA: a single (national) regulator

The powers and duties of OFCOM

The powers and duties of OFCOM are set out at Part 7, OSA.'"*” OFCOM has
a role to play in monitoring service providers; it firstly must evaluate service
providers and maintain and publish a register of regulated services.'®®
OFCOM is also obliged to undertake risk assessments of regulated services
in light of their characteristics'® to identify the risks of harm to individuals
(in relation to illegal content and content that is harmful to children);'*° the
outcomes of these risk assessments and risk profiles of services providers
should be published."”’ OFCOM must provide also guidance and draft
codes of conduct for service providers in order to facilitate their compliance
with duties of care concerning illegal content and content that is harmful to
children; this includes, for example, guidance for service providers on com-
pleting risk assessments to facilitate their compliance with their duties to
provide such risk assessments.'”> OFCOM is engaged in a consultation
process with stakeholders, which began at the end of 2023, and is likely to
continue until mid-2025. Moreover, in respect of the enforcement frame-
work under the OSA, OFCOM has been attributed monitoring, investigatory
and enforcement powers,193 detailed in Part 7, Chapter 4.

OFCOM is empowered under sections 100 to 104,'”* OSA to require
service providers to furnish information, in a way that is proportionate to
OFCOM’s exercise of its functions,"*” to the ends of monitoring service pro-
viders’ compliance with their duties of care under the OSA."”° In order to
obtain such information, OFCOM must issue an information notice in
line with section 100(1) OSA, setting out the information that they require
and why, the manner in which information should be provided and conse-
quences of non-compliance with such a notice."”” Failure to comply with
information notices is deemed to constitute an offence under section 109,

'8 Amending the duties of OFCOM under the Communications Act 2003.

'880SA, ss 95(2) and (3), s 95(8). NB: the OSA distinguishes between category 1 (requlated user-to-user
services in s 97), 2A (regulated search services and combined services) and 2B services (regulated user-
to-user services) depending on the nature of the services offered (see s 95(10), OSA).

1890SA, s 98. Characteristics of service providers are to be understood as including ‘its functionalities,
user base, business model, governance and other systems and processes’ per OSA, s 98(11).

%034, 5 98.

910SA, ss 98(4) and (7).

192054, 5 99.

9305A, s 1(2)(b).

94Section 100 establishes the general power of OFCOM to require service providers to provide infor-
mation, while section 101, for example, requires service providers to provide information in specific
circumstances, namely in the instance of a death of a child.

9505A, s 100(4).

1%60SA, 5 100(6).

9705A, s 102(3). In line with the obligation on the person issued with this information notice to comply
per OSA, s 102(8).
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OSA."”® Where OFCOM considers it necessary for the purposes of under-
standing the risk of non-compliance with obligations under the DSA and
mitigating the risks of such harm,'” or where OFCOM considers a service
provider to have failed, or be failing, in satisfying their duties of care
under the OSA,*” OFCOM can require a skilled person to be appointed
to provide such information.*”' The service provider must provide assistance
to the skilled person in preparing this report.>*

The OSA also empowers OFCOM with investigatory powers under
section 105, with which service providers are obliged to comply. This
includes powers to undertake interviews (including with employees of
service providers),”*> powers to enter premises and seize materials®** for
the purposes of the investigation and powers to undertake audits.>”
Failure to comply with these powers of OFCOM, for example, by destroying
information,”*® or providing false information for audit purposes,*”” may
constitute an offence under sections 111 to 112. Such ‘information
offences’ may result in penalties being imposed under section 113.

In situations in which service providers are in non-compliance with their
obligations under the OSA, OFCOM is empowered under the provisions of
Part 7, Chapter 6 with enforcement powers. OFCOM can issue provisional
notices of a contravention of the OSA if there are ‘reasonable grounds’ for
considering that the service provider has failed or is failing in relation to
an enforceable duty or duties’”®, including for example, their duties of
care in relation to illegal content risk assessments and illegal content.*”’

The issuance of such contravention notices may also be issued for a failure
or failing, to comply with information notices and skilled persons reports, as
set out above.”'” Contravention notices should set out the duty or duties with
which OFCOM considers the service provider has failed to comply, and the
rationale for that opinion,'' and set out the steps that should be taken to
bring the service provider into compliance or to remedy the failure to
comply.”'* The notice must also provide information on any proposed

"8There are limited defences to such a failure, including that it was not ‘reasonably practicable’ to
comply within the time required, or that ‘reasonable steps’ were taken to comply, per OSA, s 109(2).

1990SA, s 104(1)(b).

290054, s 104(1)(a).

201054, 5 104(4).

202054, 5 104(7).

203054, 5 106.

29405A, 5 108.

205054, 5 107.

295034, s 111(3).

27054, s 111(2).

208The full list of enforceable duties is set out in OSA, s 131.

209054, s 130.

21905A, s 130(4).

21108A, s 130(5).

212054, s 130(6).
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penalty, including its rationale, and how the amount should be calculated.*"”
The notice should also set out that the service provider can, within a specific
period of time, make representations to OFCOM in relation to the failure
raised.”"* The duty or requirement in relation to which the provision contra-
vention notice has been issued is known as a ‘notified requirement’.*"> Fol-
lowing the issuance of a provisional contravention notice and the expiry of
the time allowed for representations by the service provider, OFCOM can
either issue a ‘confirmation decision’ under section 132 or decide not to
take any further action (in relation to the latter, OFCOM must inform the
service provider).?'® The confirmation decision reflects a determination by
OFCOM that the service provider is ‘has failed, or is failing, to comply
with a notified requirement’.*"’

A section 132 confirmation decision may require*'® the service provider
to take steps to comply with the notified requirement’'” or remedy the
failure to comply with the notified requirement,”® pay a penalty under
section 137, or require both that steps are taken to bring themselves into
compliance and make payment of a penalty. Where OFCOM requires that
steps are taken by the service provider to bring themselves into compliance,
OFCOM must set out the steps that should be taken, the reasons for
OFCOM’s decision to require such steps to be taken linking each step to
the relevant required notifications, set out the time period in which non-
compliance has been observed and whether the failure to comply is continu-
ing, and specify a ‘reasonable period’ within which such steps must be
taken.””’ OFCOM must also inform the service provider of their rights of
appeal (under section 168) and of the consequences of their non-compliance
with the confirmation decision (including scope for enforcement action).**?
Confirmation decisions may themselves become enforceable, for example, if
OFCOM seeks an injunction or other measure in civil proceedings under
section 133(9).

The confirmation decision may require the service provider to make
payment of a single penalty, or a daily rate penalty in relation to continuous
failures. Again, OFCOM must provide reasons for its decision to impose a
penalty and its calculation, link the penalty to notified requirements,
specify the period of the failure to comply, and notify the service provider

2130SA, s 130(7).

2103A, s 130(8).

21303A, s 132(1).

21505A, s 132(2).

270SA, s 132(3).

2180SA, s 132(5).

219imilarly, OFCOM can issue confirmation injunctions in relation to service providers’ failures to comply
with risk assessment duties and children’s access assessments under ss 134 and 135 respectively.

220034, 5 133,

210SA, s 133(4).

222057, ss 133(4)(h) and (i).
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of their right of appeal and consequences of non-payment.”*® Failure to
comply with requirements set out in the confirmation decision may consti-
tute an offence (in particular, if the failure relates to the safety of children
online), which may lead - following summary convictions - to the impo-
sition of a penalty and/or imprisonment.”** If no penalty has been
imposed in the confirmation decision itself, a penalty can be imposed for
failure to comply with the confirmation decision under section 139 (provid-
ing OFCOM has satisfied the requirements of the confirmation decision).**’

OFCOM has been empowered to take different actions to restrict the
business of service providers, if they consider that the provider of a service
ancillary to a regulated service’*® continues to fail to comply with an
‘enforceable requirement’. Service restriction orders®” (and interim service
restriction orders) can be sought by OFCOM from domestic courts, where
the service provider has failed and continues to fail to comply with an
enforceable requirement, and where the failure relates to requirements estab-
lished in a confirmation decision or a penalty imposed.””® OFCOM may also
seek such orders if it can establish that a service provider would be unlikely to
comply with the requirements of a confirmation decision is issued, or if it
considers the ‘circumstances of the failure or the risks of harm to individuals
in the UK are such that it is appropriate’ to seek the order without the earlier
steps having been taken or without waiting to determine if compliance can
be made (ie with a contravention notice, or confirmation decision).**’
OFCOM’s application must satisfy certain procedural requirements; that is
to say, it must identify the relevant service, the service provider, the
grounds and evidence for the application, what requirements should be
imposed, and the relevant persons on whom they should be imposed and evi-
dence they are providing an ancillary service (and if no notice has been given,
why).>** The court can make such an order providing the grounds in section
144(6) are satisfied; in particular, the restriction of service must be deemed to
be ‘appropriate’ to the ends of preventing harm to UK individuals and pro-
portionate to the risk of harm.**" The service restriction order essentially has
the effect of setting requirements in relation to

2305A, s 137(5).

22405A, s 138.

225The amount of penalties is set out in OSA, Schedule 13.

2266ee OSA, s 144(11); ‘ancillary’ services are those which ‘facilitates the provision of the regulated service
(or part of it), whether directly or indirectly, or displays or promotes content relating to the regulated
service’ and include, for example, per s 114(12), ‘search engines which generate search results display-
ing or promoting content relating to a regulated service’ or ‘user-to-user services which make content
relating to a regulated service available to users'.

270SA, s 144,

228054, s 144(3).

290SA, ss 144(4)(c)(iii) and (iv).

BO0SA, s 144(5).

B10SA, s 144(6).
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withdrawing the ancillary service to the extent that it relates to the relevant

service (or part of it), or preventing the ancillary service from promoting or

displaying content that relates to the relevant service (or part of it) in any
232

way.

Such orders should set out a time period for compliance and should have
an expiry date.””> OFCOM is also responsible for informing the Secretary of
State when such orders are made (within a reasonably practicable period).***
Where service restrictions orders are not sufficient to prevent significant
harm to UK individuals, OFCOM can also apply to the court for an
access restriction order (or interim order),”> which would impose ‘require-
ments on one or more persons who provide an access facility (whether from
within or outside the United Kingdom) in relation to a regulated service’,
where an access facility is understood to mean a facility provided which can
be ‘withdraw([n], adapt[ed] or manipulate[d] in such a way to impede access
... to the regulated service by United Kingdom users of that service’.>*
Importantly, for transparency purposes, OFCOM must make public any
enforcement action taken, including confirmation notices and penalty notices,
indicating the relevant persons, failures and OFCOM’s response™’ and can
require that the relevant person also make a publication notice.”*® In relation
to these enforcement actions and how they purport to exercise their powers,
OFCOM must under section 151 provide guidance for service providers.

Appeals and ‘super-complaints’

There is scope to appeal in relation to determinations and decisions made by
OFCOM. Section 167 sets out the scope for providers to appeal, before the
Upper Tribunal, in relation to OFCOM’s decisions on categorising service
providers under Section 95 (ie OFCOM’s register of ‘Part 3’ services provi-
ders, that is, providers of regulated user-to-user services and regulated
search services). This is in essence a process of judicial review of
OFCOM’s categorisation decision.””> OFCOM’s decisions to issue notices,
including confirmation decisions and penalty notices may also be appealed
under section 168. Such appeals can be brought by those issued with the
notice and (where leave of the Upper Tribunal is given) sufficiently interested
persons.”*’ Again, this is essentially a process of judicial review.**'

2054, s 144(8)(c).

2305A, ss 144(d) and (e).

B40SA, s 144(10).

23505A, ss 146 and 147.

23505A, s 146(10); this would include per s 146(11), internet access services and app stores.
B705A, s 149.

2805A, 5 150.

2905A, s 167(5).

24005A, s 168(2).

24108A, s 168(3).
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The OSA also establishes the framework for a ‘super-complaints’ process,
by which an ‘eligible entity’ can complain to OFCOM in relation to the fea-
tures or conduct of service providers, where it considers that there is a
‘material risk’ of (a) significant harm to service users or the public, (b) a sig-
nificant adverse effect on the freedom of expression of users or the public, or
(c) a significant adverse impact on users or the public.*** The admissibility of
such complaints depends on its importance or whether a particularly large
number of users or members of the public are affected.*** The criteria for eli-
gible entities is to be set by the Secretary of State; these are likely to be bodies
‘representing the interests of users of regulated services, or members of the
public’.*** The super-complaints procedure is to be established by regu-
lations made by the Secretary of State, which are not set out in the OSA
itself, in consultation with OFCOM. OFCOM should similarly draft and
publish guidance on the criteria of the super-complaints procedure, includ-
ing procedural matters.”*’

A multilevel approach to the enforcement of the DSA: the role of the
Member States’ digital service coordinators and the European
Commission

The DSA establishes a novel supervision and enforcement framework in
Article 49, albeit one that reflects somewhat the enforcement framework
of other pieces of EU legislation, including the GDPR.*** Member States
are required to designate competent authorities, of which one should be
designated as the ‘Digital Services Coordinator’ (DSC),**’ with responsibility
for supervising and enforcing the DSA within that Member State and coor-
dinating with other DSCs across the EU.**®

DSCs should be independent from both public and private influence, issue
annual reports on their activities,>*” and have the necessary resources made
available to them by their Member States.”>® While service recipients, and
‘any body, organisation or association mandated to exercise the rights con-
ferred by this Regulation on their behalf,”>" may bring complaints before the

242054, 5 169(1).

2305A, 5 169(2).

243054, ss 169(3) and (4).

24508A, 5 171.

245GDPR, Art 51.

24 These DSCs as well as their contact information, must be communicated to the EBDS and Commission
per DSA, Art 49(3).

245DSA, Arts 49(1) and (2).

249DSA, Art 55.

250DSA, Art 50.

25Tper Art 86, such bodies would encompass qualified entities under Directive (EU) 2020/1828 of the
European Parliament and of the Council of 25 November 2020 on representative actions for the pro-
tection of the collective interests of consumers and repealing Directive 2009/22/EC [2020] OJ L409/1.
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DSC in which the service recipient is established,*** DSCs are also empowered
with extensive investigatory and enforcement competences, which should be
exercised in a ‘effective, dissuasive and proportionate’ manner.”>

In terms of investigatory powers, DSCs can require service providers and
traders to furnish information in relation to purported violations of the DSA,
make applications for court orders allowing inspections of premises, or the
seizure of information relating to purported violations, and ask employees
and representatives of service providers to furnish information on purported
violations.?* In terms of enforcement, DSCs can accept and render binding
(and enforceable) commitments of service providers in relation to compli-
ance, render orders or impose remedies to stop violations of the DSA (or
request a judicial authority or court to make such an order), impose fines
or periodic penalties for failure to comply in line with Article 52 (or
request a judicial authority or court to do so), or adopt interim measures.*>”
Where the violation has not been remedied or continues, DSCs can require
the management board of the service provider, firstly to elaborate a plan to
stop the violation, monitor and report on actions taken; generally following
consultation with interested parties, if the violation continues, the DSC can
request a judicial authority to temporary restrict access to recipients of the
service concerned, or where this is not technically feasible, to its online inter-
face (a limited period which can be extended if necessary).256

Article 52 establishes that penalties imposed for non-compliance with the
DSA must be effective, proportionate and dissuasive; failure to comply with
obligations must not exceed 6M of annual worldwide turnover of the service
provider, while period penalties must not exceed 5% of their average daily
worldwide turnover.””” Service recipients may also seek compensation
from service providers for damage or loss incurred due to a violation of
their DSA obligations.**®

Violations of the OSA and DSA leading to cross-border harms

Cooperation between OFCOM and foreign regulators
The OSA somewhat recognises the likely cross-border nature of violations of
online safety laws. Section 114 makes provision for cooperation and the

252DSA, Art 53. Member States in which services providers are established (or in which their legal repre-
sentative is established - in the absence of such a connecting factor, the Commission is responsible per
DSA, Art 56(7)) are generally understood to be competent in relation to supervision and enforcement,
per Art 56 (save certain competences attributed to the Commission).

253pSA, Arts 51(5) and (6). Procedures and procedural rules fall within the procedural autonomy of the
Member States, in line with applicable Union law, including the Charter of Fundamental Rights.

24DSA, Art 51(1).

255DSA, Art 52(2).

25DSA, Art 52(3).

27DSA, Art 52.

28DSA, Art 54,
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sharing of information between OFCOM and foreign regulators. Neverthe-
less, the OSA treats non-compliance rather as a domestic issue. That is to say,
it refers to the notion of cooperation or sharing of information to the ends of
‘facilitating the exercise by the overseas regulator of that regulator’s online
regulatory functions’, ie their online safety functions, and ‘criminal investi-
gations’ relating to their regulatory functions.”” It is worthwhile noting
that there is an acknowledgment, both on the part of the OFCOM and the
European Commission, that cross-border violations of online safety rules,
are likely to arise.

As regards cooperation between UK and EU regulatory bodies, the Com-
mission and OFCOM entered into an administrative agreement in May 2024,
with the aim of supporting compliance with and enforcement of the OSA
and DSA.**° Few details on the framework of cooperation envisaged under
the agreement have yet been published; thus far, it is anticipated that the
cooperation will be facilitated through ‘technical expert dialogues, joint
training of technical staff, sharing of best practices, joint studies and coordi-
nated research projects’ to the ends of satisfying the objectives set out in each
piece of legislation.

Cooperation between DSCs and the Commission
The powers of the Commission are defined contra the exclusive powers of
Member States, per Article 56, though it is necessary that the Commission
and Member State will cooperate. It is worth noting that the Commission
has exclusive competence in relation to the supervision and enforcement
of obligations applicable to VLOPs and VLOSEs under Section 5 of
Chapter IIL.*°" It is anticipated that cooperation and mutual assistance will
underpin enforcement; for example, DSCs shall inform other DSCs and
the Commission when it exercises its competences.”®>

In respect of potential violations that have cross-border impacts, a DSC in
one Member State can request the DSC of establishment to utilise their
powers to ensure compliance with the DSA. If at least three DSCs consider
there to be such a violations (ie in at least three Member States), the EBDS
can request the DSC of establishment to utilise their powers to ensure com-
pliance. Such requests must be reasoned, provide the contact details of the
service provider, an outline of facts and the rationale underpinning the

2590SA, s 114(1). There are certain limitations to the sharing of such information; for example, it does not
apply to intelligence service information (per section 116) or information that would breach data pro-
tection law, or that which is ‘prohibited by Parts 1 to 7 or Chapter 1 of Part 9 of the Investigatory
Powers Act 2016', per OSA, s 114(5).

260 ropean Commission, ‘Daily News, 13 May 2024, 3 <https://ec.europa.eu/commission/presscorner/
api/files/document/print/en/mex_24_2568/mex_24_2568_en.pdf> accessed 01 June 2024.

26\While Member States can exercise competences over VLOPs and VLOSEs established in their jurisdic-
tion other than Section 5, Chapter Ill, where the Commission has not taken action — DSA, Art 56(4).

292DSA, Arts 56(7) and 57, and 49(2).
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suspected violation alongside any other relevant information or suggestions
as to measures that can be taken, and can be made unless the Commission
has already initiated an investigation.”®> The DSC of establishment can
request further information, if necessary, or can initiate a joint investigation
under Article 60*°* and should provide a response to the DSC making the
request, encompassing an assessment, evaluation of the purported violation
and any measures taken.”® If no response is given to the initial request, or
the EBDS disagrees with the approach taken by the DSC of establishment,
the EBDS can refer the matter to the Commission, which can undertake a
further assessment; if the Commission considers the approach taken to be
‘insufficient to ensure effective enforcement or [is] otherwise incompatible’
with the DSA, the Commission can revert back to the DSC of establishment
and request it reviews its initial assessment, in relation to which it must -
taking into account the views of the Commission - engage its investigatory
and enforcement powers and inform the Commission of its renewed
approach.*®®

The scope for a joint investigation under Article 60 reinforces the signifi-
cance of coordination and cooperation between DSCs to the enforcement of
the DSA. A joint investigation can be initiated by the DSC of establishment
where there is a suspicion of non-compliance affecting service recipients
across multiple Member States, or on the EBDS’s recommendation, follow-
ing a request by at least three DSCs. The joint investigation may involve
‘interested” DSCs; the DSC of establishment is characterised as the ‘lead
DSC'. It firstly reports, utilising its investigatory powers outlined above, on
the purported violation and potential enforcement measures, taking into
account the views of the other DSCs, to all DSCs, the Commission and the
EBDS.?*” If the lead DSC fails to undertake the investigation, does not com-
municate its initial report, or if the EBDS disagrees with its position, the
EBDS can refer the case to the Commission.**®

While the Commission evidently has a role to play in relation to ensuring
that all service providers comply with the DSA, as outlined above, arguably
its key role pertains to the supervision and enforcement of the DSA in respect
of VLOPs and VLOSE:s as set out at Article 64 et seq. Again, underpinning
these provisions is the notion of cooperation between the Commission,
DSCs and the EBDS. They should work together to develop expertise and
to identify and assess systemic risks arising from VLOPs and VLOSEs.
The Commission can initiate its own investigation into purported violations

263DSA, Arts 58(1) to (3).
264DSA, Art 58(4).

265DSA, Art 58(5).

266DSA, Art 59(3).

267DSA, Arts 60(1) and (2).
268DSA, Art 60(3).
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by VLOPs and VLOSEs on the basis of Article 66, while - in relation to pur-
ported Chapter III, Section 5 violations*® — DSCs can request that the Com-
mission investigates.270

Article 66 investigations also engage DSCs and the EBDS; having been
informed of the investigation, the DSCs and EBDS should transmit relevant
information to the Commission ‘without undue delay’.””* The requirement
to investigate then shifts to the Commission; however, the Commission
can request the support of the concerned DSCs or DSC of establishment,
which must cooperate in a timely way and can utilise their Article 51 inves-
tigatory powers, while the Commission must inform those DSCs and the
EBDS as to how it exercises its powers and its initial findings. In its decision,
the Commission should take into account the views of the EBDS.*”?

The Commission’s investigatory powers include powers to obtain infor-
mation from the service providers, traders or auditors as well as DSCs; the
request for information should be reasoned, indicate what information is
required and its legal basis, the period in which it should be provided and
the scope for the imposition of fines for ‘incorrect, incomplete or misleading
information’.*”> The Commission can also undertake interviews and request
statements from relevant persons,274 conduct inspections275 and issue
interim measures in cases of urgency and where there is a risk of serious
damage.””® Like DSCs, the Commission can accept and render binding com-
mitments of VLOPs and VLOSEs leading to legally-binding decisions but
retains the power to reopen its investigation if these commitments are not
fulfilled, or reject such commitments if the Commission considers they
will not lead to compliance.””” Thus, the Commission can engage in moni-
toring of the service providers, also by appointing experts and auditors, to
ensure any measures are implemented and ensure compliance.”’® The Com-
mission’s decisions on non-compliance must be preceded by a communi-
cation to the relevant service provider of its initial findings, rationale for
decision, possible enforcement measures, and measures the service provider
should take to effectively ensure compliance.””® Decisions adopted will
encompass an order requiring the service provider to take those measures,
and indicate the relevant time period within which action should be taken;

29 respect of which the Commission has exclusive competence.

27ODSA, Art 65.

271DSA, Arts 66(1) and (2) under the information sharing system set out in Art 85.

272DSA, Art 66(3) and (4).

3DSA, Art 67.

74DSA, Art 68.

273DSA, Art 69.

275DSA, Art 70.

>77DSA, Art 71.

778DSA, Art 72.

2>Moreover, the service provider and other persons have a right to be heard, and information on the
Commission’s file per DSA, Art 79.
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the service provider should notify the Commission of the measure it has
taken.”® The Commission can also impose fines in this non-compliance
decision on the service provider (‘not exceeding 6% of its total worldwide

’)281 and can issue further fines for, for example, failing to
282

annual turnover
comply with the Commission’s investigatory powers.

If the Commission adopts an Article 73 non-compliance decision, the
service provider shall be subject to the ‘enhanced supervision’ provisions
in Article 75, imposed by the Commission (taking account of the EBDS’s
opinion). This requires the service provider identify within a reasonable
time, a plan and measures for compliance, to be communicated to the
DSCs, Commission and EBDS. The EBDS should provide an opinion, and
the Commission should decide if the measures ensure effective compliance,
and thereafter, monitor its implementation, maintaining communicating
with the EBDS and DSCs.**> The Commission has the power to impose per-
iodic penalties in line with Article 76 (of a maximum of 5% of the service
provider’s average daily income or worldwide annual turnover); these penal-
ties may be for failing to comply with the Commission’s investigatory powers
or interim orders, legally-binding decisions adopted by the Commission or
the action plan to correct non—compliance.284 Commission decisions
should be published,”®” and are subject to judicial review by the CJEU.**°
If compliance does not arise from the exercise of investigatory measures
by DSCs or the Commission, the Commission can request the DSC of estab-
lishment to initiate Article 51(3) proceedings or initiate proceedings by itself,
that is by seeking before a judicial authority the temporary restriction of
access of recipients to the concerned service. While national courts should
not take decisions that are counter to decisions already taken by the Com-
mission, these decisions may still be subject to the preliminary reference pro-
cedure under Article 267 TFEU.?*’

Conclusions

This paper has endeavoured to illustrate that the emergence and develop-
ment of digital platforms, and the sharing of content and services therein,
raises a breadth of challenges in relation to the moderation of that
content, whether it is illegal or lawful but harmful. In particular, it looks
to unpack the nature and interests of the private service providers in

280DSA, Art 73.

2BIpDSA, Art 74(1).

BIDSA, Art 74(2).

23DSA, Art 75.

2BADSA, Art 76. Arts 74 and 76 penalties, and their enforcement, are time limited per Arts 77 and 78.
285DSA, Art 80.

285DSA, Art 81.

27DSA, Art 82.
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content moderation, and the duties and obligations established in the OSA
and DSA in an attempt to regulate the systems and processes of online
service providers. It is evident that the regulatory and governance frame-
works envisaged under each generate uncertainties in relation to how
these obligations can be enforced to, on the one hand, make internet safer,
by mitigating risks of harm arising from the accessibility and dissemination
of illegal and harmful content, while on the other, protecting users” funda-
mental rights and freedoms. While both pieces of legislation seek to satisfy
similar aims, they adopt markedly different approaches to those ends, both
in relation to the concept of harm engaged, and the regulatory framework
adopted, but also as regards the procedural regimes established. Both the
OSA and DSA encompass key procedural innovations, including internal
complaints procedures and out-of-court dispute mechanisms, with the
DSA providing a more comprehensive set of procedural rules; in both
certain ambiguities and gaps remain (in relation to content moderation
under the OSA and the vague concept of illegal content under the DSA),
which may undermine the concrete impact envisaged. While it has been
anticipated by lawmakers that both pieces of legislation will facilitate
greater legal certainty and predictability for both service providers and
users, their operation in practice remains to be seen.
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